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Abstract

The increasing integration of Information and Communication Tech-
nology (ICT) into Cyber Physical Energy Systems (CPES) entails new
challenges, due to the strong interactions between power and ICT sys-
tems. Communication effects, such as time delays and packet drops,
affect the functionality of power systems. Multi-Agent Systems (MASs)
provide a suitable approach for implementing applications within CPES.
However, these systems also rely on ICT. To enhance overall system
robustness, Organic Computing (OC) principles can be applied. Con-
crete, the Observer/Controller (O/C) architecture, introduces two com-
ponents, namely the observer and controller, which enable controlled
self-organization. These concepts enable self-organization of the system
while monitoring behavior and allowing intervention in case of deviations
from planned behavior. This thesis investigates how paradigms from con-
trolled self-organization can be applied to CPES to enhance robustness.
In CPES, privacy constraints and regulatory restrictions are assumed to
limit access to information for monitoring, such as local device-specific
data. This also applies to the possibility of actions. First, relevant inci-
dents related to communication robustness were identified. These cover
the consequences of communication-related cyber attacks. For assessing
communication robustness, metrics were identified and analyzed. Utility
metrics for observing system behavior include solution quality, solution
feasibility, and system coverage. Regarding the O/C architecture, differ-
ent variants have been identified and investigated. For the observer de-
sign, four variants were considered: a decentralized observer, two grouped
approaches, and a centralized observer. Additionally, four levels of in-
formation availability were considered, ranging from only the agent and
timestamp of the message to the message contents and the Distributed
Energy Resource (DER) constraints, regarding their impact on anomaly
detection performance. Results show that information availability affects
performance, as insight into messages is essential for anomaly detection
in data. Regarding the architecture variants, the decentralized approach
is the most suitable. To further ensure detection of anomalies affecting
the entire system behavior, a multi-level architecture is proposed, and its
suitability is presented. Regarding the controller design, three approaches
were investigated, each with its associated actions. A centralized, multi-
level, and decentralized approach was evaluated. Possible actions include
topology adaptation, such as the exclusion of assets and the reassignment
of tasks. Evaluation results show no significant differences in the variants
if equal actions are available. The availability of actions, especially of

task reassignments, is not guaranteed in applications.



Zusammenfassung

Die zunehmende Integration von Informations- und Kommunikation-
stechnik (Information and Communication Technology (ICT)) in Cyber-
Physische Energiesysteme (Cyber Physical Energy Systems (CPES))
fithrt aufgrund der starken Wechselwirkungen zwischen dem Energie-
und den ICT-Systemen zu neuen Herausforderungen. Effekte wie
Zeitverzogerungen oder Paketverluste beeintrichtigen die Funktions-
fahigkeit von Energiesystemen. Multi-Agenten-Systeme (Multi-Agent
Systems (MASs)) sind ein geeigneter Ansatz zur Umsetzung von Anwen-
dungen in CPES, allerdings sind auch diese Systeme auf ICT angewiesen.
Um die Systemrobustheit zu stdrken, kénnen Prinzipien des OC angewen-
det werden. Die O/C-Architektur setzt zwei Komponenten ein, den
Observer und den Controller, die das Konzept kontrollierter Selbstor-
ganisation ermoglichen: die Selbstorganisation eines Systems unter
Uberwachung des Verhaltens sowie die Moglichkeit, bei Abweichun-
gen vom geplanten Verhalten einzugreifen. Diese Arbeit untersucht, wie
Paradigmen der kontrollierten Selbstorganisation auf CPES angewen-
det werden kénnen, um die Robustheit zu verbessern. Fiir CPES kann
angenommen werden, dass regulatorische Einschriankungen den Zugriff
auf Informationen zur Uberwachung, wie z.B. lokale Daten, begren-
zen. Dies gilt auch fiir die Umsetzung moglicher Kontrollmafinahmen.
Zunachst werden relevante Vorfélle im Zusammenhang mit der Kom-
munikationsrobustheit identifiziert. Anschliefend werden zur Bewer-
tung der Robustheit Metriken ermittelt. Beziiglich der Observer/Con-
troller (O/C)-Architektur wurden verschiedene Varianten identifiziert
und evaluiert. Fiir den Observer wurden vier Varianten untersucht: dezen-
tral, gruppiert (zwei Varianten) und zentral. Zusétzlich wurden vier Level
der Informationsverfiigharkeit berticksichtigt. Die Evaluationsergebnisse
zeigen, dass die Verfiigbarkeit von Informationen die Anomalieerken-
nung beeinflusst. Was die Architekturvarianten betrifft, ist der dezen-
trale Ansatz am besten geeignet. Um die Erkennung von Anomalien
im gesamten Systemverhalten sicherzustellen, wird eine mehrstufige Ar-
chitektur vorgeschlagen und deren Eignung dargelegt. Hinsichtlich des
Controller-Designs wurden drei Ansétze untersucht, jeweils mit den zuge-
horigen Mafinahmen: zentral, multi-level (mehrstufig) und dezentral.
Mogliche Mafinahmen umfassen Topologieanpassungen wie den Auss-
chluss von Agenten sowie die Neuzuweisung von Aufgaben. Die Eval-
uationsergebnisse zeigen keine signifikanten Unterschiede zwischen den

Varianten, sofern dieselben Mafinahmen verfiigbar sind.
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Introduction

This chapter first presents the overall motivation in Section 1.1. In this context, the
relevance of agent-based control for energy systems is discussed. Subsequently, the resulting
research objective, the overall research context, and the three Research Questions (RQs)
are introduced in Section 1.2. Afterwards, the methodology is presented in Section 1.3,
which covers the research process and its respective outcomes. In Section 1.4, publications

are discussed regarding the RQs. Finally, Section 1.5 outlines the structure of the thesis.

1.1 MoTIVATION: ROBUST AGENT-BASED ENERGY SYSTEM

CONTROL

The increasing integration of Information and Communication Technology (ICT) into
modern energy systems leads to full integration between physical and cyber components,
resulting in Cyber Physical Energy Systems (CPES) [1]. The security of energy systems is
affected by the interactions between these components [2]. Furthermore, the risk of physical
damage from cyber attacks is increasing as the number of cyber access points grows [1].
This means that vulnerabilities must not only be evaluated from the physical world, but
also regarding cyber and interdependencies aspects [1]. Thus, the strong interconnections
between physical and cyber components entail new challenges that require robust commu-
nication mechanisms [2]. Secure communication is critical for maintaining reliable power
distribution in CPES [3].

For Cyber Physical Systems (CPS), a multilayer architecture has been presented [4, 5] and
has been transferred to energy systems. The CPES can also be structured into the following
layers: physical layer, control layer, communication layer, network layer, supervisory layer,
and management layer [4, 5]. The control layer contains intelligent control components.
Possible threats at this layer, therefore, affect the control’s functionality, which is why
this layer is essential to investigate for robustness [6, p 56-57]. As communication effects
influence the performance of CPES (e.g., data loss or time delays) [3], the communication
layer must also be considered when assessing the overall system’s robustness. Existing

concepts of robustness must therefore be extended to effectively address both cyber and
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physical security, including protection against malicious threats [2].

Several applications within CPES are enabled by communication technologies and the
incorporation of ICT [7]. These applications can be summarized as premises network
applications, neighborhood area network applications, e.g., demand response, outage and
restoration management, and wide area network applications, such as wide area control and
monitoring [7]. For implementing different application types in CPES, Multi-Agent Systems
(MASs) constitute a particularly suitable approach, as they support control structures for
decentralized systems and autonomous decision-making processes [8]. Given their autonomy,
cooperative capabilities [9], adaptability, and scalability [10], agents are well-suited to
implement a variety of use cases in CPES. Especially when managing Distributed Energy
Resources (DERs), agent systems facilitate effective coordination and control of energy
resources, making them well-suited to the requirements of large-scale power networks [8].

The variety of applications for MASs in CPES ranges from energy management [10, 11],
demand management [12], optimal scheduling [13, 14] to management in microgrids [15] or
protection in microgrids [16], to name just a few examples. Additionally, the application
of a MAS for restoration is investigated [9].

All of these applications involve reliance on ICT. To perform their tasks, MASs rely on
coordination and information exchange. Thus, any disruptions in the ICT infrastructure can
impair or degrade the performance of the agent-based control, thereby affecting the overall
performance of energy systems [3]. Consequently, when MASs are employed as control
components within the control layer of CPES, the functionality of MASs is affected by
communication-related influences. When designing robust agent-based control mechanisms,
it is critical to consider the impact of the ICT system on the agent system [17]. This
consideration is particularly important when developing MASs for field deployment, where
reliable operation despite limitations and uncertainties in the underlying communication
infrastructure is required [18].

Overall, agent-based control systems enable self-organization, or even self-healing [19].
Self-organization describes the ability to adapt dynamically to changing environmental con-
ditions by modifying its structure autonomously for optimizing a utility function [20, p 115].
To enhance system robustness, Organic Computing (OC) principles can be incorporated, as
these enable adaptive and resilient system behavior [21]. In particular, the Observer/Con-
troller (O/C) architecture enables controlled self-organization, allowing systems to maintain
stability and performance even under adverse or dynamically changing conditions [22]. The
architecture adds two components to a system: an observer that monitors its behavior
and a controller that intervenes in case of deviations from the planned operation, while
still having the self-organizing system (System under Observation and Control (SuOC))

functioning without observer and controller. For the O/C architecture, different variants
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are possible, including a centralized observer and controller that monitor and control the
entire system, a distributed approach that considers a selected component, and multi-level
approaches that combine the previous ones [22]. To select an appropriate architecture
variant for implementation, it is necessary to consider the system’s size, complexity, and
heterogeneity [22]. However, when considering self-organizing agents in CPES, respective
constraints must be taken into account. Agent-based approaches for decentralized energy
systems must comply with privacy constraints and data protection [14, 23, 24]. In addition,
data exchange minimization may be required or regulatory restrictions apply [25]. Access
to information may be constrained. Consequently, specific information might not be acces-
sible to a centralized observer. Furthermore, the controller’s actions may also be subject to
limitations. Consequently, this could result in the restriction of control to certain entities.
Therefore, when considering suitable O/C architecture variants for CPES, it is necessary
to account not only for the system’s size, complexity, and heterogeneity, but also for the
accessibility of information and control actions. Suitable concepts of OC can be effectively
applied to CPES to enhance the system’s overall robustness and stability. In particular,
controlled self-organization provides significant benefits by allowing intervention in cases

of undesired system behavior [19].

Robustness in self-organizing systems is defined as the ability to maintain a desired
performance level in the presence of disturbances or deviations from planned operation [21].
This aligns with the goal of OC systems, which is to equip ICT systems with higher degrees
of robustness during external and internal disturbances [26]. Furthermore, robustness in

self-organizing systems is often linked to fault tolerance [27].

In the context of agent-based CPES, in which the system’s functionality is affected
by the communication infrastructure, it is essential to consider OC concepts related to
communication robustness. As concepts of robustness must therefore be extended to address
the ICT effectively [2], an approach to integrate the communication aspect into robustness

perceptions for self-organizing systems is discussed in the following.

In this thesis, the focus is specifically on robustness in the face of communication
disturbances. To address this, the definition of robustness in self-organizing OC systems is
extended to encompass communication robustness. The resulting definition is introduced

below.

Definition 1 (Communication Robustness). Communication robustness is defined as the
ability to maintain the system’s performance at the desired level in the event of communi-

cation disturbances.

3
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1.2 RESEARCH OBJECTIVE

The general research context covers introducing paradigms from the field of controlled self-

organization to enhance communication robustness in CPES. It can thus be summarized

as follows.

Research context

The research context involves introducing ways to implement paradigms from the

field of controlled self-organization into agent-based CPES to improve communica-

tion robustness.

To investigate the possibilities of controlled self-organization for communication ro-
bustness in CPES, the system’s characteristics must be considered. Different architecture
variants of the O/C architecture for controlled self-organization exist, and depending on
the available information and the possible actions, different architectural variants might be

suitable or even feasible. The overall research objective can thus be summarized as follows:

Research objective

The overall research objective is to investigate the impact of O/C architecture
variants for improving communication robustness in CPES, based on the available

parameters, such as information available and actions possible.

Robustness concerns the system’s behavior under disturbances. To assess robustness
in such critical situations, it is first necessary to identify which relevant incidents affect
or threaten the system’s performance. In CPES, various events are sources of potential
damage, as hazards, vulnerabilities, perturbations, disturbances, anomalies [1]. As the
investigations in this thesis cover all sub-categories, the term incidents is used to not
commit on a specific type. The examinations regarding RQ1 assess which communication-
related incidents actually occur in CPES and which are most threatening and thus have

the most significant impact on system security.

Research Question 1 (RQ1)

Which communication incidents negatively affect the performance of CPES?

The resulting artifacts from RQ1 are shown in Figure 1.1. Systematically performing

robustness analyses results in a list of relevant incidents. In addition, the implemented
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incidents are available. Scenarios in which the incidents occur are also implemented and

available.

RQ1: communication incidents

| |
| . . |
| Scenarios Incidents |
| |

Figure 1.1: RQ1 and related artifacts

Additionally, measuring the robustness of a self-organizing system is an element of
investigation. The work on RQ2 therefore focuses on quantifying communication robustness

and identifying suitable metrics, as described below.

Research Question 2 (RQ2)

How can communication robustness be assessed in self-organizing systems?

For RQ2, the corresponding artifacts can be found in Figure 1.2. The overall artifact is

a set of metrics for measuring communication robustness, including their implementation.

RQ2: measuring robustness

|
|
|

Figure 1.2: RQ2 and related artifacts

There are various design possibilities for O/C architecture, ranging from centralized and
distributed to multi-level. Depending on the requirements and constraints, the different
variants of the architecture are assumed to have varying effects on system robustness. The
investigations regarding RQ3 examine the influence of variants of the O/C architecture
on robustness, accounting for the information available to the observer(s) and the actions

available to the controller(s), as described below.

5
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Research Question 3 (RQ3)

What influence do O/C architecture variants have on the improvement of communi-

cation robustness?

Three artifacts correspond to RQ3. The first and second parts are the different archi-
tecture variants for the observer and the controller. Additionally, datasets for developing
anomaly-detection mechanisms within the observer are developed. The artifacts are shown

in Figure 1.3

RQ3: O/C architecture variants

variants variants

|
|
|
Datasets |

—_ —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_—

‘ Observer J ‘ Controller J

Figure 1.3: RQ3 and related artifacts

Overall, several artifacts are to be developed from the different research phases. Due
to the desired interoperability and publication of the individual implementations, these
artifacts can be combined. Combined, these artifacts form an integrated framework that
encapsulates the core contributions of the research components, serving as a practical
foundation for future work and enabling the reuse of individual components or the entire

framework. The overall framework, including the artifacts, is shown in Figure 1.4.

Framework

- -
|
| Ob
Metrics server
| _ variants | |

| [ Controller f |
| variants J Datasets )

Scenarios Incidents | |

T
—
p

AN

Figure 1.4: Overall framework including all artifacts

Overall, for all developed artifacts, functional and non-functional requirements can be
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stated and summarized in Table 1.1. Additionally, further requirements can be derived
from a detailed analysis of the individual research parts. These requirements refer to the

process of dealing with the respective questions and are discussed in the relevant chapters.

Table 1.1: Requirements for the general framework

Functional FR1 Consideration of communication incidents
requirements FR2 Measurement of the robustness of the system
FR3 Detection of anomalies considering information availability

FR4 Reaction to anomalies according to control actions available

Non-functional | NFR1 | Scalability: scalable to large agent systems
requirements NFR2 | Extensibility: extensible regarding assessment of robustness
NFR3 | Adaptability: adaptable to further scenarios

Communication incidents are to be addressed in system design, as depicted in the
first functional requirement (FR1). Furthermore, the assessment and measurement of the
system’s robustness is required (FR2). In the event of incidents, the system is required
to be capable of detecting them; thus, detection methods must be developed, considering
the available information (FR3). Subsequently, appropriate responses to the detected
incidents are required, given the available control actions (FR4). In addition to these
functional requirements, three non-functional requirements are established. First, scalability
is required to ensure that the developed solutions can be effectively applied to large-scale
systems (NFR1). Second, extensibility for different robustness requirements is essential,
enabling the assessment of the system’s robustness using different criteria (NFR2). Third,

adaptability is required to accommodate additional agent systems and scenarios (NFR3).

1.3 METHODOLOGY

To address the requirements while developing the artifacts and investigating the RQs, a
research process was developed. Bringing together the expected artifacts, RQs, and the
overall research process provides a comprehensive overview of the present work, as shown
in Figure 1.5. The following presents the research process in relation to the requirements
and RQs.

7
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Development of
suitable controller
architecture variants

Investigation of the
impact on the system

Process

v

Identification of
applicable robustness
metrics

Development of
suitable observer
architecture variants

Identification of
relevant incidents and
properties

RQ1: communication incidents

RQ3: O/C architecture variants

{ Framework

Artifacts

| variants | | variants )
J

| | ( Observer | ( Controller |
1 ) ) 1
| ( Scenarios ( Incidents |
| )\ J |

( Datasets

Figure 1.5: Research process including artifacts

The first step of the research process, identifying the relevant incidents to investigate com-
munication robustness, including their properties, is related to RQ1 and the first functional

requirement (FR1) for the expected artifact: to consider communication incidents.

Additionally, measuring the system’s robustness (FR2) is required and is part of RQ2.
The second step of the research process involves identifying applicable robustness metrics.
In this step, the extensibility to different robustness requirements is considered to fulfill
the non-functional requirement of extensibility (NFR2). Once the relevant incidents and
applicable robustness metrics have been identified, the impact of these incidents on the
system and its robustness can be investigated. This is done in Step 3 of the research

process.

RQ3 is related to Steps 4 and 5 of the research process, which concern the concept devel-
opment of the observer and controller. Step 4 of the research process involves developing
suitable observer architecture variants that meet the functional requirements for incident
detection, including information-availability considerations (FR3). In addition to address-
ing the observer in Step 4, Step 5 implements suitable variants of the controller architecture.
This refers to the functional requirement to react to anomalies, given the available con-
trol actions (FR4). While working on Steps 4 and 5, the non-functional requirements of
scalability (NFR1) and adaptability (NFR3) are especially relevant.

Step 6, the evaluation, is the overall verification of compliance with all requirements.
All previous steps impact this step. The evaluation considers the overall framework, which

consists of the artifacts from the earlier steps.

The overall process covers all artifacts, thus providing a suitable approach to meeting

the requirements.
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1.4 ALIGNMENT OF RESEARCH WITH PUBLICATIONS

In the following, the related publications are presented according to the main milestones
of this work. The publications directly contributed to the content of the respective RQs.
Further publications that indirectly influence the work are summarized in Section A.l.
The related publications to RQ1 and RQ2 are discussed together, as the categorization
of communication incidents was published, including the investigations of their impact
on the communication robustness of the system. In addition, related publications to the
evaluation are presented. As the evaluation combines all RQs, it is presented individually

here. Some of the publications listed for the evaluation thus address several of the specific

RQs.

Publications related to RQ1 and RQ2

e “Communication Incidents in Self-Organising Cyber-Physical Energy Systems: As-
sessing Robustness”, 2024 [28]. The publication covers the categorization of incidents
and the identification of the selected communication incidents for evaluation. Addi-
tionally, the robustness metrics are identified. Finally, the impact of the incidents on

agent-based CPES control is investigated, applying the identified robustness metrics.

Publications related to RQ3:

o “Detecting and Analyzing Agent Communication Anomalies in Distributed Energy
System Control”, 2024 [29]. This work covers the investigation of the effects of a
compromised agent on the communication within an agent system. The impact of
information availability on anomaly detection, including two architecture variants

(centralized and decentralized), is analyzed.

e “The Role of Architectures and Information Availability for Anomaly Detection in
Cyber-Physical Energy Systems”, 2025 [25]. The effect of different architecture vari-
ants on anomaly detection performance is investigated in this work. While considering
four different types of architecture variants, the availability of information is further

taken into account.

e “Architectures for Robust Self-Organizing Energy Systems under Information and
Control Constraints”, 2025 [30]. In this publication, the combination of observer
and controller for robust self-organizing systems is discussed. In addition to the
observer, architecture variants for the controller design are presented. In this context,

constraints and the availability of control actions are considered.

9
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Publications related to the evaluation

o “Robust and deterministic scheduling of power grid actors”, 2020 [31]. This work
presents an extension of the Lightweight Power Exchange Protocol (LPEP), ensur-
ing the ability to find an optimal solution to combinatorial power demand-supply
problems in an acceptable time. Furthermore, a comparison with the Combinato-
rial Optimization Heuristic for Distributed Agents (COHDA) is performed. The
similar performance of the two approaches motivates the selection of those for the

optimization in this thesis.

e “cosima-mango: Investigating Multi-Agent System robustness through integrated
communication simulation”, 2024 [18]. The work presents a simulation framework
designed to investigate the impact of communication effects on MASs, by simulat-
ing the message exchange between agents according to simulated communication

infrastructures. The framework was used to create the evaluation scenarios

¢ “Communication Modeling Approaches in Energy System Applications: A Systematic
Overview”, 2025 [32]. This work classifies possibilities to model communication in
energy system applications. The classification formed the base for choosing the

communication modeling approaches for the evaluation scenarios.

1.5 OuUTLINE

In this section, the outline of the thesis is presented, which is also displayed in Figure 1.6.

The present chapter covers the introduction. Next, in Chapter 2, the fundamentals
necessary for understanding this thesis are covered. These include the basics of control
in decentralized systems with specific optimization methods, communication effects on
agent-based control in CPES, controlled self-organization, and anomaly detection mech-
anisms. Additionally, related work is presented in Chapter 3, including an outline of the
research gap. The next chapter, Chapter 4, refers to RQ1 and deals with the identification
of suitable communication incidents. Reference is also made to the resulting artifacts there.
Afterwards, in Chapter 5, the corresponding procedure, results, and artifacts for identi-
fying applicable robustness metrics and investigating their impact are described, thereby
addressing RQ2. The next part, Chapter 6, addresses RQ3, the development of observer
and controller architecture variants, and the corresponding artifacts. The evaluation is
described in Chapter 7 and the results are discussed in Chapter 8, covering the overall
assessment of the developed framework. The thesis then finalizes with a conclusion and

future work in Chapter 9.
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Figure 1.6: Outline of the thesis
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2 Fundamentals

This chapter presents the fundamentals of this thesis. At first, agent-based optimization
approaches for decentralized energy systems are discussed in Section 2.1.1, including com-
munication topologies. Given their use in agent-based optimization for energy systems, two
concrete approaches are discussed in detail: the Combinatorial Optimization Heuristic for
Distributed Agents (COHDA) and the Lightweight Power Exchange Protocol (LPEP), as
they share similar requirements and specifications, including performance criteria. Further-
more, the effects of the communication infrastructure on agent-based control approaches
are described in Section 2.2. The concept of controlled self-organization is explained in
Section 2.3. Finally, Section 2.4 discusses anomaly detection for energy systems, including

concrete mechanisms.

2.1 AGENT-BASED OPTIMIZATION APPROACHES FOR

DECENTRALIZED ENERGY SYSTEMS

Agents are independent entities that can interact with their environment and act au-
tonomously to fulfill their defined objectives [33, p. 15-16]. The property reactivity enables
them to perceive their environment and respond to changes in it [33, p. 15-16]. Therefore,
the application of agents offers significant potential for Cyber Physical Energy Systems
(CPES) [8]. This is due to their characteristics. Agents can act proactively, enabling goal-
oriented behavior. Additionally, agents implement social abilities, enabling interactions
with other agents and collectively forming a Multi-Agent System (MAS) [33, p. 23-24]. The
deployment of MASs in energy systems provides several advantages [10]. Their ability to
operate in parallel enhances computational speed and overall system efficiency. Moreover,
agents contribute to system robustness, as the potential failures of individual agents do
not compromise the system’s functionality. Agent systems also support flexibility, since
additional agents can be integrated seamlessly as system requirements evolve [33, p. 204].

Using agent-based approaches in CPES facilitates control of Distributed Energy Re-
sources (DERs) [8]. Agents enable control structures in decentralized systems by executing

tasks, making decisions, and performing actions based on local data and incoming infor-
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mation from other agents [8, 34]. Optimization problems can therefore be performed in a
distributed way [34], which results in many advantages compared to centralized control
approaches, such as improved system efficiency and reliability [8], scalability, flexibility, and
robustness [35]. Additionally, data privacy can be preserved [35]. When applying agents to
coordinate DERs, technical details and constraints can be kept local, thereby preserving
privacy [24]. Nevertheless, the agents are capable of incorporating the local constraints
during the optimization process and exchanging only necessary information with other
agents [24, 36], only with selected others [35].

2.1.1 Distributed optimization

With distributed optimization, a large-scale, complex problem is divided into multiple
smaller subproblems [37]. The breakdown into smaller and simpler problems can be handled

by several entities instead of a single centralized entity [38].

A distributed optimization function is displayed in the following, according to [34, 37]:
N
IanlZ/ﬁ(.%) (2.1)
i=1

with k; being the objective function ¢ € 1,..., N and N being the number of nodes in
the system and x the optimization variable. With distributed optimization, the objective
function is decomposable. The overall objective is thus partitioned into local subproblems
with local objective functions and local variables, which can be solved in parallel [34, 37].
The overall objective of distributed optimization is therefore to minimize a global objective
function, which is decomposable and therefore the sum of the objective functions of all

nodes, expressed as:
N
mgcmz1 ki(x;) (2.2)
i

with k;(z;) being the local objective function for each node ¢ and z; the local variables
of node 7. The distributed optimization is then to be solved using local computation and
communication [34].

Using agents for distributed optimization, each agent stores a state containing the esti-
mate of the optimization variable [34]. To solve the optimization problem in a distributed
way, the agent performs local computations considering its own information and the infor-
mation received from others through the underlying communication network [34]. Many

algorithms for distributed optimization are consensus-based [34]. The concept of a consensus
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algorithm denotes the information exchange between agents [39]. Methods for distributed
optimization include weighted-averaging-based, push-sum-based and Alternate Direction
Multiplier Method—Based (ADMM) approaches [40]. In this context, existing algorithms are

extended to enable distributed computation, as in Particle Swarm Optimization (PSO) [41].

2.1.2 Communication topologies

A communication (interaction) topology describes the neighborhoods of the agents and
specifies which agents can communicate directly (i.e., are neighbors) [39]. It forms an overlay
that abstracts from the underlying communication topology [42]. Overlay topologies affect
the performance of the respective algorithm and can be changed dynamically [36]. In CPES,
the communication topology is sometimes chosen according to the topology of the power
grid, as in [11]. However, this does not allow for considering algorithmic effects [36]. An
example of a communication topology that allows the adaptation to algorithmic impacts is
the small-world topology, a ring topology with additional connections [43]. It has already
been applied for agent-based use cases in energy systems [24, 36]. The small-world topology
yields a short average path length between nodes, thereby affecting the speed of information
spreading while reducing communication overhead. Using the small world topology, multiple
variants are possible, as depicted in Figure 2.1, ranging from ring topologies (Figure 2.1a)
to fully meshed (Figure 2.1c¢).Other communication topologies include the grid, random
tree, and path graph [36]. In distributed optimization, the communication topology directly
impacts the convergence speed and solution quality [36]. Choosing a suitable communication

topology is therefore essential.

(a) Ring topology (b) Small-world topology (c¢) Complete graph (fully
meshed)

Figure 2.1: Communication topologies (adapted from [36])

2.1.3 Combinatorial Optimization Heuristic for Distributed Agents (COHDA)

To perform distributed optimization by agents, the parallel metaheuristic COHDA can
be applied, as introduced in [44]. Metaheuristics approximate the solution in reasonable
time [45, p. 6-7]. COHDA works as a control method for distributed units [46] and has been

15
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researched for various use cases in CPES [24, 31, 36, 47, 48]. The heuristic is applied to
scheduling, in which the agent system performs distributed optimization to schedule a set
of DERs toward a target, for example, as examined by an operator or the market [46]. Each
agent represents a DER, adapting its own possible power with respect to a given target
and local constraints [44]. Therefore, the agents cooperate to optimize a global objective
function, considering local objectives of the agents [44]. To do so, each agent knows only its
own set of schedules and can therefore consider its local DER constraints while exchanging
only selected information with others. Each agent stores a working memory x; = (¢, i, Vi),
consisting of the target profile {, believed configuration of the whole network €2; and a
solution candidate to the optimization problem ~;. Fach time an agent receives a message,
it performs three steps [44]. The steps are presented in Figure 2.2 and discussed in the

following.

Perceive
State update

Decide
Search for best solution

v

Act
Inform neighbors

Figure 2.2: Phases in COHDA according to [44]

1. Perceive: The agent assesses newly received messages, updates the system state, and
the current best solution. It thus integrates the contents of its neighbors into its own

working memory k.

2. Decide: Given the new information and the updated state, the agent searches for
the best solution considering the current system state to fulfill the given target. The

global objective function and private objectives are taken into account.

3. Act: If any modifications in the working memory were made (in the form of updates
or improvements), the agent updates its neighbors by informing them that the current

system state or solution candidate +; has changed.

For COHDA, termination and convergence are proven as long as specific assumptions
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hold, e.g., regarding the message transfer [44]. The convergence speed is affected by the
respective communication topology [44]. In some use cases, termination after a given time-
out is required due to time constraints. Thus, for COHDA, timeouts have been introduced

to determine a solution within the required time limits [49].

2.1.4 Lightweight Power Exchange Protocol (LPEP)

Another approach to agent-based optimization in decentralized systems is the LPEP,
introduced in [11]. The protocol is also investigated for agent-based control in energy
systems [31, 50], and applied in the field [29]. A specific comparison of the LPEP with
COHDA demonstrates that comparable outcomes are produced while a similar performance

is achieved, thus satisfying the established criteria [31].

With the LPEP, agents managing DERs can address imbalances or meet given targets in a
distributed control application. The agents perform forecasts to detect possible deviations or
imbalances. Once an agent detects an imbalance or receives information about an imbalance
from other agents, it calculates the amount of power needed to restore balance. This can
also be done if an amount of power is specified as a target for the agent system to fulfill. The
agent begins communicating with other agents to address the imbalance or jointly achieve
the given target. This is done by performing a demand-offer-sequence [11]. The sequence
forms a four-way handshake, as shown in Figure 2.3. The requesting agent begins sending
a Demand Notification (or Offer, in the case of over-supply) to its neighbors, requesting
support. Any agent that receives the request retrieves its own forecast and attempts to
balance the request. If it can provide power, it replies with the amount of power it can offer
by sending an Offer Notification (or Demand Notification, depending on the initial request).
If the balance is not entirely fulfilled, it forwards the request to its neighbors. Doing so
broadcasts the request via the entire network. Each time a requesting agent receives an
offer, it attempts to solve its local imbalance. If a viable solution is identified, the agent
sends an Acceptance Notification to all agents involved in the solution. Upon receiving
this acceptance, each affected agent verifies whether the offer remains valid and feasible
and can thus still be provided. If so, it responds with an Acceptance Acknowledgment
Notification. Once all acknowledgments have been received, the optimization process is

considered complete.

The optimization protocol has been extended to cases with specific time constraints,
such as those arising in trading on energy markets [31]. This extension includes calculating
the available power after a given time when disequilibrium cannot be fully resolved. This

preserves overstretching already committed power.
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Figure 2.3: Demand-offer-sequence of the LPEP (adapted from [31])

[<_~1.8. Acceptance Acknowledgement
L Notification

The agents’ power balances are modeled using XBOOLE, a system that efficiently con-
structs and solves the necessary calculations. Thus, it provides an efficient Boolean model
for modeling demand and supply [51]. To solve local imbalances, each agent contains a
solver to efficiently model the power values as a combinatorial problem of choosing the

most efficient set of power shares (offers) of other agents [51].

2.1.5 Comparing COHDA and the LPEP

COHDA and the LPEP have both been analyzed for various agent-based use cases within
energy systems [24, 29, 47, 50]. Furthermore, COHDA is depicted as a key competitor to
the LPEP [31]. COHDA is a parallel metaheuristic, which is defined as finding satisfactory
solutions in a reasonable time; however, with no guarantee to find a global optimal solu-
tion [45, p. 4]. For the LPEP, a guarantee to find the optimal solution for a given set of
input data is given [51]. Vice versa, although both approaches have been adapted and ana-
lyzed for different use cases, COHDA was investigated across a wide range of heterogeneous
use cases [36, 52, 53, 54], yielding variants of the concept, including multi-objective opti-
mization [24]. A comparison regarding message sizes, the number of exchanged messages,
and the optimization duration shows similar characteristics of the two concepts [31]: both
approaches find solutions within a satisfactory time, given similar message volumes, and
show fast convergence. Regarding the connection of agents to respective units, for COHDA
in the respective use case, a connection from one agent to one DER is presented; thus, the
agent encapsulates all tasks of the unit [44]. For the LPEP, agents represent different sizes

of entities, including wind farms, wind factories, and solar parks [11].
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2.2 MODELING COMMUNICATION FOR AGENT-BASED CONTROL

The following section presents methods to model communication for agent-based control in
energy systems. To achieve their targets and complete their tasks, agents communicate with
one another. They exchange information via the underlying communication network [34].
While agents can adapt to the communication infrastructure [35], the infrastructure also
affects the performance of the MAS. For instance, time delays can degrade the MAS per-
formance or even destroy the stability [34]. For some distributed optimization heuristics,
time delays even lead to variations of the final solution and its quality [14]. Taking into
account a realistic communication infrastructure and the resulting delays in message trans-
fers makes a difference to the overall optimization results [18]. Considering the impact of
cyber attacks on the system, such as increased traffic, significantly alters the outcomes,
even more so than considering infrastructure alone [18]. Especially when developing MASs
for field deployment, the effects of the communication infrastructure on the system need
to be investigated to ensure system functionality and stability.

There are various approaches to modeling communication to investigate the mutual

influences between communication and energy systems, as presented in [32]:

e Detailed simulation: A detailed simulation is close to reality, but computationally
complex. It provides an accurate representation of a real-world system and includes

details about its components.

o Graph-based model: A graph-based model consists of a representation of the commu-
nication network as a graph, with weights on the edges, for example, to model delay

probabilities.

o Integration of performance indicators: Selected performance indicators, such as delays

or losses, are integrated into the investigations.

e Channel model: A channel model contains a simplified representation of actual entities

as mathematical models.

o Abstract application representation: Selected effects of message transmission, such

as falsifications, are investigated.

e Network calculus: A theoretical framework for investigating performance guarantees

is used.

Depending on the system’s perspective or the investigation’s objective, a different ap-
proach is suitable. Possible objectives are, for example, the investigation of the behavior of

real systems, the examination of the functionality of approaches for energy systems under
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the influence of communication, or further development of systems to include responses to

communication influences [32].

2.3 CONTROLLED SELF-ORGANIZATION

Emerging from the field of Organic Computing (OC), the concept of self-organization has
become a key design principle. Systems are designed to adapt dynamically to changing
environmental conditions, exhibiting self-* properties such as self-configuration and self-
healing. Controlled self-organization is achieved when a system operates with a high degree
of autonomy while still allowing control and intervention when acceptable operational
boundaries are not met [20, p. 155-156].

On this basis, OC concepts allow flexible, adaptive, and also robust systems [21]. To
achieve this, the Observer/Controller (O/C) architecture is presented [55], as depicted in
Figure 2.4.

selects observation model

Y

observation model go als O
Observer reports Controller <€

>
o]

obseved
$|0Jju0d

System under Observation and Control

input (SuOC) S . s . output
[} [ )

organic system

Figure 2.4: O/C architecture including the System under Observation and Control (SuOC)
(adapted from [55])
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The architecture comprises three components, which are explained in the following.

SuOC: The self-organizing system is functional without observer and controller and is
called SuOC [22, 55]. It receives inputs from its environment, performs its tasks, and
produces outputs. In the context of agent-based CPES, the agent system performing
its task is the SuOC.

Observer: The observer is tasked with monitoring the SuOC and is designed to detect any
deviations from the desired behavior. The objective of the observer is to measure,
quantify, and predict the behavior of the SuOC [55]. Part of the observer is the
observation model, which contains observable attributes, analysis tools, and prediction
models, and which allows the adaptation to different scenarios [55]. After collecting

and aggregating information, it transmits its findings to the controller [55].

Controller: The controller receives information about the SuOC from the observer and
can influence it by taking actions, for example, if deviations from plan occur [22]. It
considers user-provided goals and can also select and adapt the observer’s observation
model [22].

The system, in its totality and with all its components, can be regarded as an organic
system that embodies controlled self-organization. In the context of the robustness of
self-organizing systems, self-healing is a significant property. This property is characterized

by the system’s capacity to detect, diagnose, and repair problems [56].

For controlled self-organization, multiple ways to implement the O/C architecture exist.
Tomforde et al. present three architecture variants, as also depicted in Figure 2.5: central,
distributed, and multi-level [22]. The central variant, depicted in Figure 2.5a, contains one
observer and one controller for the entire SuOC. The observer and controller influence
all entities of the system [22]. The distributed design variant, presented in Figure 2.5b,
consists of multiple observers and controllers, with one O/C pair corresponding to each
component of the system [22]. Additionally, a multi-level variant is presented, as shown in
Figure 2.5¢, which combines multiple distributed observer and controller entities with a

secondary instance as central implementation: a centralized observer and controller [22].

21
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Figure 2.5: O/C architecture variants (adapted from [22])

2.4 ANOMALY DETECTION IN ENERGY SYSTEMS

When applying controlled self-organization, the observer’s task is to monitor the system and
detect possible deviations [55]. In this context, anomalies are to be identified. Anomalies
are defined as patterns in data that deviate from what is defined as expected behavior [57].
These can, for example, be clearly defined regions, in which data points, or values that lie
sufficiently outside these regions, are designated as anomalies.

Different types of anomaly detection exist [58, p. 3-4]. In supervised anomaly detection,
normal and anomalous data are available, including labels, allowing the model to learn
existing anomalies. In the unsupervised setting, outliers are not available for learning;
only normal data is. The model is supposed to learn normal operation using this data. In
semi-supervised learning, normal data is available for training, and data is partially labeled;
thus, for some anomalous classes, training data can be available.

Detecting anomalies in Cyber Physical Systems (CPS) is generally a major challenge [59].
These systems are highly complex, including high-dimensional representations of time-series

measurements. Additionally, datasets are imbalanced because anomalies occur very rarely,
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which increases the difficulty [60, 61, 62].

However, the risk of physical damage is increased in CPES by cyber intruders [1, 2],
and a lot of cyber attacks are endangering the security of supply [63]. Therefore, detecting
deviations and identifying suspicious events is essential to ensure the overall robustness
of the system, making anomaly detection a key prerequisite for protecting the critical
infrastructure of CPES [29, 63].

For anomaly detection in CPES, machine learning models, particularly neural networks,
are helpful because they are able to learn normal behavior patterns and identify anomalous
entries [63]. These techniques are often applied for various types of anomalies [64]. In the

following, two anomaly detection methods are presented.

2.4.1 Autoencoder

An autoencoder is a neural network that learns to reconstruct a given input. It contains
two functions, one to encode the input (encoder) and one to decode it (decoder) [65]. The
encoder produces a compressed representation of the input, which the decoder uses to

reconstruct it. The process is also depicted in Figure 2.6.

Y
\ 4

Encoder Decoder

Compressed

representation Output

Input

Figure 2.6: Functionality of an autoencoder (adapted from [65])

The reconstructed input can then be compared to the actual input to calculate a recon-
struction error [66]. The reconstruction error can be used to perform the actual anomaly
detection task. Since anomalies rarely occur in the datasets (due to the imbalance), it is
assumed that the autoencoder cannot correctly learn anomalous instances from normal
operation data. This leads to a larger reconstruction error for anomalous instances than
for normal instances, helping to identify anomalies [66]. The autoencoder can be applied
to perform anomaly detection in energy systems, as it performs well in critical infrastruc-
tures [67]. It is explicitly used for detecting anomalies in electricity consumption [68] or
for network attacks [69, 70].

23



24

| FUNDAMENTALS

2.4.2 Transformer-based autoencoder

Transformer models were first introduced in [71], yielding advantages such as efficiency and
generalization. Due to the introduction of multi-head attention mechanisms, complex rela-
tionships between the elements of a sequence are captured, leading to better performance.
Additionally, positional encoding is performed to use the order of the sequence and inject
information about the relative or absolute position of the tokens in the sequence, as no
recurrence and no convolution is part of the architecture [71].

The transformer-based autoencoder combines the transformer architecture with the
autoencoder, in which the layers of the encoder and decoder contain a fully connected
feed-forward network, including the multi-head self-attention mechanism. For anomaly
detection, the reconstruction error is used to detect outliers [72]. The transformer autoen-
coder has emerged as a promising approach for anomaly detection due to its satisfactory

performance [72, 73].

2.4.3 Optimizing machine learning models

The previous machine learning models both stem from the field of deep learning, a subfield
of machine learning that focuses on artificial neural networks. To correctly train a model and
perform optimization, the choice of suitable hyperparameters is critical. In deep learning,
regarding the learning process of the neural network, backpropagation is essential [74, p
204]. For each layer, the gradient is computed. Afterwards, a method, such as stochastic
gradient descent, is used to perform learning using the collected gradient [74, p. 204].
During backpropagation, weights are adapted. The size of this adaptation is depicted by
the learning rate. The larger the learning rate, the larger the step size per iteration. A
learning rate that is too large results in no convergence; choosing a very small learning
rate can make training very long or even lead to stagnating models [75, p. 296]. Finding a
suitable learning rate is therefore essential. In this context, several optimization techniques
can be used to adapt the weights during backpropagation. This includes Adaptive Moment
Estimation (Adam), an adaptive learning rate optimization algorithm [75, p. 337], [74, p.
308]. Relevant for the model performance are also the number of epochs and the batch size.
During training, the model receives training data. One iteration over the entire training
set is named an epoch (epochs = number of training generations over the dataset) [75,
p. 304]. During training, not all data is considered at once, but in each iteration, only a
subset of entries is. The number of entries is called batch [75, p. 304]. During training, the
ability to detect anomalies in previously unobserved data is essential, a property known
as generalization [74, p. 110]. In this context, dropout is a generalization technique that

randomly drops subsets of units from the original network.
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2.4.4 Metrics for anomaly detection models

To evaluate the performance of machine learning models, several metrics exist. In the
following, the subset of metrics relevant for evaluating anomaly detection models is dis-
cussed. The metrics base on the following terms: True Positive (TP), which measures
those samples that are correctly classified as positive, True Negative (TN), which assess
correctly negative classified samples, False Negative (FN), which contain those which are
negative samples falsely classified as anomalies and False Positive (FP), which are samples
incorrectly classified as an anomaly [58, 76, p. 27]. In general outlier detection, classifying
samples incorrectly as anomalous is preferred over missing anomalous entries [58, p. 26].
Recall, also known as sensitivity, denotes the TP-rate, i.e., the number of true positives

relative to all instances of the anomalous class [76]:

TP
TPR = = —— 2.
R = recall TPLFN (2.3)

The TN-rate, also known as specificity, is the proportion of correctly identified negative

instances among all negative instances [76]:

TN

TNR=——
=Ny rp

(2.4)

The FP-rate then denotes the number of instances falsely identified as anomalies [76]:
FPR=1—-TNR (2.5)

Precision denotes the proportion of correctly identified anomalies among all identified

anomalies [76]:

TP

TP+ FP (2:6)

prec =

The F1-score is the harmonic mean of precision and recall [76]:

Pl 2 * prec * recall (2.7)
prec + recall

Accuracy measures the proportion of correctly identified instances among all instances
and is widely used in machine learning applications; however, the metric is not always
suitable for anomaly detection [58, p. 26]. Unbalanced datasets yield a high accuracy, as

they simply indicate that negative samples are correctly identified.
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3 Related work

This chapter discusses related work for the research context. Multiple categories are con-
sidered, including self-healing agent systems in Section 3.1, the effects of incidents on
agent-based applications and energy systems in general in Section 3.2, and architecture
variants for the observer and controller in Section 3.3. Finally, the research gap is outlined

in Section 3.4.

3.1 SELF-HEALING AGENT SYSTEMS

Due to their self-healing characteristics, agent systems are considered for their usage in
energy systems. Self-healing agent systems are thus already applied for a variety of tasks,
such as protection, fault location, fault isolation, system restoration, power flow, and voltage
control [77]. In this thesis, the self-healing aspect results from the detection of any kind of
incident (see differentiation in Section 1.2), performed by anomaly detection. Hamdeen et
al. present an overview of such approaches, discussing the role of Information and Com-
munication Technology (ICT), including communication delays and threats from cyber
attacks [77]. Nevertheless, the availability of information for anomaly detection is not
discussed. Dehghanpour et al. present an agent system for self-healing grids, in which an
observer monitors the system [78]. The agents react to detected faults by isolating affected
units. However, the approach does not consider faults in the communication of the agent
system, but only regarding power exchange. The approach presented by Sampaio et al.
considers a self-healing Multi-Agent System (MAS) for load restoration [79]. While the
impacts of topology restoration are considered, no explicit communication considerations

are made. Additionally, anomaly detection is not part of the work.

3.2 INCIDENT EFFECTS FOR AGENT-BASED APPLICATIONS

Several approaches investigate the effects of communication incidents, such as faults, on
energy systems or on MASs as a control mechanism [80]. The two variants are discussed

below. A third category focusing on the impact of cyber attacks on energy systems is also
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considered. An overview of the existing work on these categories is provided in Table 3.1.

The approaches are presented in detail below.

Table 3.1: Related work regarding communication effects on agent-based energy system

applications
Category Approaches
Effects on energy systems [81, 82, 83]
Effects on agent-based energy system con- | [17, 18, 31, 49, 84]
trol
Effects of cyber attacks [85, 86, 87, 88, 89, 90, 91]

Regarding communication effects on energy systems, Yang et al. consider the impact of
packet drops and communication delays [81], whereas Xu et al. focus only on the influence
of delays [82]. The effects of latency or losses are investigated by Klaes et al. [83]. Influences
from the communication infrastructure on agent systems are investigated by Oest et al.,
focusing on failures or increased traffic [49]. Similarly, Frost et al. consider effects of
communication delays on agent-based applications [31]. Radtke et al. present an approach
to systematically investigate the impact of communication networks on agent-based energy
system control [17] and apply it to a specific use case [92]. Regarding communication
influences on agent systems, the approach of Dorsch et al. is also relevant, which combines
a MAS with an Software-Defined Networking (SDN) controller [84]. The controller receives
Quality of Service (QoS) demands from the agents as well as requests for adaptation, e.g.,
in case of an overload, a rise in priority of traffic flows.

Other approaches address the effects of cyber attacks on the system. For example, Tian et
al. specifically consider effects of deception attacks [85], while Haack et al. [86] and Narayan
et al. [87] explicitly focus on disturbances in energy systems. Effects of cyber attacks on
agent-based control are also investigated in the context of energy systems [18, 88, 89, 90, 91].

However, the existing approaches fall short in addressing critical aspects regarding ar-
chitectural design. Architectural approaches, such as centralized or decentralized detection
mechanisms, are neither considered for fault detection nor for response mechanisms. Con-
straints for applying these in energy systems, such as the availability of information and

limited access to control actions, are also not discussed.

3.3 ARCHITECTURE VARIANTS FOR OBSERVER AND CONTROLLER

When considering related work on observer and controller architecture variants, in par-

ticular, approaches to the Observer/Controller (O/C) architecture from the context of
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Organic Computing (OC) can be taken into account. The O/C architecture was presented
by Richter et al. [55], and its different design variants were presented by Tomforde et al. [22].
The types of applications are considered, as are concrete implementations of specific ar-
chitecture variants. However, comparisons among different variants are not performed.
Thus, the systematic evaluation and comparison of architectural variants remains entirely
unaddressed.

In this context, the Monitor, Analyze, Plan, Execute (MAPE) architecture, presented by
Weyns et al. [93], and Monitor, Analyze, Plan, Execute plus Knowledge (MAPE-K) [94],
can be considered as well, as it contains similar concepts to the O/C architecture. The
concept was presented for self-adaptive systems, considering the decentralization of de-
cisions in cases with multiple MAPE loops [93]. Here, the relevance of the underlying
infrastructure and the knowledge depending on the domain is addressed. Additionally, lim-
ited information distribution is also considered. Different variants for coordinated control
are presented [93]: coordinated control pattern, information sharing pattern, master/slave
pattern, regional planning pattern, and hierarchical control pattern. The first one, coor-
dinated control pattern, decentralizes the MAPE activities. In the information-sharing
pattern, each part of the system can adapt locally, but requires information about the
state of other nodes. This is restricted to certain types of MAPE, and selected information
is exchanged. The master/slave pattern considers a hierarchical relationship between a
centralized component responsible for analysis and planning, and the slave components,
responsible for monitoring and execution. The regional planning pattern considers regions,
in which planners collect information for the region and interact with other regional plan-
ners. The hierarchical control considers different layers for different concerns at different
levels of abstraction. Here, a breakdown of the individual MAPE components, according to
their functionalities, is essential. Depending on the functionality, components are allowed
to exchange information. However, the distribution of functionalities is not guaranteed to
be transferable to agent-based energy system scenarios (agents fulfill tasks of monitoring
and executing). Additionally, the division between observer and controller is not explicit,
which is required for this thesis, allowing investigations into the availability of information

and the architecture of the individual component types.

Observer architecture options Next to design variants from the context of OC,
considering observer and controller mutually in the architecture, different architectural
variants for the observer itself are presented. Hahner et al. discuss different architectural
concepts for an observer, covering centralized, decentralized, and hybrid approaches [95].
For anomaly detection as a task of the observer, architectural approaches are discussed as

well. Tan et al. additionally discuss a distributed variant for attack detection, in which in-
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formation is communicated between nodes [96]. The availability of information for anomaly
detection is also discussed here. Erhan et al. [97] present similar architectures for anomaly
detection in sensor systems: centralized, distributed, collaborative, decentralized, between
fully decentralized and fully centralized. However, no implementation or comparison of the

mentioned architectural approaches is done.

Controller architecture options Similar to observer architecture variants, in addi-
tion to architectures from the OC context, other approaches consider different controller
architectural design options for energy systems. Tan et al. [96] and Khamaiseh et al. [98]
discuss various ways to implement a controller. The architectural approaches cover dis-
tributed, centralized, and hybrid controllers. Additionally, the availability of information
to the controllers is also discussed. Chen et al. also present a distributed controller ar-
chitecture that accounts for communication among controllers [99]. However, again, only
structures and concepts are presented; no implementation or comparison of architecture

variants is done.

3.4 RESEARCH GAP

In order to compare the existing work for the different categories with regard to functional
requirements for this thesis, an overview is provided in Table 3.2.

While existing approaches in the literature address the influence of specific effects of
communication incidents, cyber attacks, or faults on (agent-based) applications in energy
systems, communication within agent-based systems is not the main focus. Even when
detection or control mechanisms are considered, the considered faults are generally not
directly linked to communication aspects, which underscores the need for a more holistic,
communication-centric perspective in the design and analysis of robust MASs.

Furthermore, only a limited number of approaches actually consider the underlying
architectural design for observation and control. When architectural variants are presented,
they are discussed only at a conceptual level, lacking concrete implementations or systematic
comparative analyses. Aspects such as the availability of information to the detection
mechanism and restricted access to actions are also largely neglected, and their potential
impacts on observation and control remain unexplored.

This thesis aims to close the identified research gap by conducting a comprehensive
analysis of how information availability and control-action accessibility influence the per-
formance and robustness of controlled self-organization. The evaluation of architectural
variants for both observation and control provides insights into performance and enables

suitable design choices.
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Table 3.2: Comparison of related work categories towards requirements

Self-healing Effects of com-| Observer and
agent systems munication inci-| controller archi-
dents tecture variants
Approaches [77, 78, 79] [17, 18, 31, 81, 82, [55, 22, 95, 97, 96,

83, 49, 84, 85, 86, | 98, 99
87, 88, 89, 90, 91,
92]

Communication in-
cidents

Anomaly detection
architecture (infor-
mation availability)

Controller architec-
ture (action avail-
ability)

O/C  architecture
evaluation
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This chapter deals with Research Question (RQ)1, which is analyzed in the following, while

discussing an approach to work on it.

RQ1 considers which communication incidents negatively affect the performance of Cy-
ber Physical Energy Systems (CPES). To develop an approach to work on it, the question
is analyzed in the following. This covers the overall functional requirement regarding the
consideration of communication incidents (FR1), as described in Section 1.2. Further re-
quirements can be identified, which need to be considered when identifying communication
incidents. The first aspect is the explicit consideration of communication: incidents con-
sidering communication aspects have to be investigated. The considered incidents are
therefore, for example, caused by the Information and Communication Technology (ICT)
or appear in the communication behavior of the system. Additionally, a selection of inci-
dents is necessary. The selection is based on the relevance regarding their impact on CPES.
To sum up, FR1 and RQ1 cover the following requirements that must be addressed when

identifying incidents.

e Incidents considering communication aspects must be investigated.

o Incidents relating to possible performance degradation of the CPES must be identi-
fied.

e In order to analyze the impact of the selected incidents, appropriate incident charac-
teristics must be identified so that they can be directly integrated into agent-based

scenarios.

The rest of the chapter is structured as follows. An overview of the key outcomes regarding
RQ1 is given in Section 4.1. The identification of relevant communication incidents for
robustness analyses is described in Section 4.2. Afterwards, Section 4.3 describes an agent-
based application providing a possibility to investigate the impacts of communication
incidents. To ensure the relevance of the incident regarding robustness analyses, their
impact on the performance of agent-based optimizations is investigated. To do so, an

implementation is presented. Another perspective on incidents is provided in Section 4.3.3,
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which focuses on the process of a selected cyber attack, including its implementation. Both
implementations enable evaluation of the relevance of the selected incidents in robustness
analyses. The results of the investigations in this chapter then form a base to be taken
into account in the evaluation of the overall framework. This chapter, therefore, refers to

Step 1 of the research process depicted in Figure 1.5.

4.1 KEY OUTCOMES REGARDING INCIDENT INVESTIGATIONS

The following section summarizes the key outcomes regarding RQ1. The question concerns
identifying the most relevant communication incidents that threaten CPES, as shown in

Figure 4.1, including the developed artifacts.

RQ1: communication incidents

| [
|

| Scenarios } ‘ Incidents J :
| [

Figure 4.1: Overview of outcomes regarding RQ1

The categorization of incidents that could endanger the security of CPES has been
published, as well as the list of communication incidents identified as particularly threat-

ening [28].

Additionally, to enable the investigation of the impact of the identified incidents on
agent-based applications in CPES, two scenarios were implemented, considering different
applications. The implemented scenarios are publicly available. Furthermore, the selected
communication incidents have been integrated into the scenario implementations to enable
analyses and investigations of their effects. The respective implementations of the scenarios
and of the communication incidents are key outcomes regarding the RQ1 and, therefore,

part of the resulting framework.
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The topics presented in this chapter, including the list of incidents and their effects,
were published by the author in the article “Communication Incidents in Self-Organising
Cyber-Physical Energy Systems: Assessing Robustness” [28].

The incidents were categorized in the Open Research Knowledge Graph (ORKG) as

comparison:

e https://orkg.org/comparisons/R753752

in-cpes

The implemented scenarios are freely available, including the implemented incidents.

e https://github.com/Digitalized-Energy-Systems/communication-incidents-

Publications and data related to RQ1

4.2 COMMUNICATION INCIDENTS IN ENERGY SYSTEMS

To answer the question of which incidents negatively affect the system’s performance, a
literature review was conducted. Existing approaches in the literature were compared with
respect to incidents that compromise system performance. The following categories were
considered: the incident’s cause (e.g., vulnerability, exploitation) and effect (e.g., power
outage, failure), goals (e.g., unavailable communication, instability), potential subcategories
(e.g., concrete types of attacks or faults), and proposed mitigation strategies (e.g., control,
anomaly detection). To compare existing approaches, the ORKG was used, which helps to
create structured comparisons of state-of-the-art overviews and thereby organizes scientific
knowledge from publications, datasets, and software [100]. Using the ORKG to create
comparisons enables the reusability and extensibility of the literature review.

While investigating incidents that endanger the security of supply in CPES, the state-of-
the-art comparison indicates that cyber attacks are particularly threatening [28]. Incidents
due to cyber attacks are characterized by far-reaching consequences, their recurrent nature,
and the lack of satisfactory predictability. Other incident types, such as disruptions, distur-
bances, or outages, can also result from cyber attacks [28]. Therefore, if cyber attacks are
considered, other incident areas are also covered. In accordance with existing literature, the
most frequently studied approaches are selected for further investigation, with particular
emphasis on their impact on communication. The selected attacks, their impact, and the
corresponding references from the literature are shown in Table 4.1 and explained below.

Among commonly studied cyber threats is the False Data Injection Attack (FDIA),
which compromises data integrity by introducing malicious or misleading information into

the system [101]. A flooding attack exhausts network resources. In a Denial-of-Service


https://orkg.org/comparisons/R753752
https://github.com/Digitalized-Energy-Systems/communication-incidents-in-cpes
https://github.com/Digitalized-Energy-Systems/communication-incidents-in-cpes
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(DoS) delay attack, the attacker introduces artificial delays by inserting them into the
signal transmitted through the communication channel [101]. In a DoS attack, the at-
tacker aims to degrade the server’s ability to provide services properly, resulting in delays,
disturbances, or unavailability [101]. During a Man-In-The-Middle (MITM) attack, the
attacker impersonates a legitimate system participant and injects malicious data [101]. If
a malware attack is underway, malware is injected and spread across systems, infecting
cyber nodes [102].

Table 4.1: Most relevant communication incidents as published in [28], extended in regard
to the references

Cyber attack Impact References
FDIA Compromised data, [101, 103, 104, 105, 106]
Flooding attack Exhaustion of network re-| [107, 108]
sources
DoS delay attack Attacker inserts delays into | [101, 104]

signal transmitted through
communication channel

DoS attack Server fails to provide ser- | [101, 103, 106, 109]
vices properly

MITM attack Attacker pretends to be le- | [101, 105]
gitimate participant

Malware attack Malware performs unautho- | [102, 110, 111, 112, 113]

rized action

Similar effects can result from different types of incidents. For example, disruptions
can result from environmental conditions or cyber attacks. Therefore, investigating the
effects of incidents rather than the incidents themselves in detail enables evaluation of
existing systems across multiple threat causes [28]. For this reason, Brand et al. investigate
implications of incidents happening for threats to state estimation, taking into account
ICT influences [112]. Overall, four different types of consequences always follow from the

most incidents, as listed in the following [112].

e Asset failure: The failure of a telecontrol device.

e Communication failure: The process data cannot be transferred from the field to the

control center or vice versa.
e Communication delays: The data transfer is slower than expected.

e Compromised process data: Compromised data is exchanged, for instance, compro-

mised measurement data.
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Having the different types of consequences in mind and the most threatening cyber
attacks affecting communication, these aspects can be considered together. To do so,
Brand’s work has been extended to map the most relevant incidents to their respective
consequences. The results are shown in Table 4.2, which maps the respective cyber attack

to the consequences presented by Brand et al. [112].

Table 4.2: Communication incidents and their effects on CPES, extended from [112], as
published in [28]

Cyber attack Consequences for CPES
DoS attacks Asset failure

DoS, wormbhole attacks Communication failure
DoS, DoS delay, flooding attacks Communication delays
DoS, MITM, FDIA, malware attacks Compromised process data

DoS attacks can result in the failure of assets, while also causing communication failures,
which wormhole attacks can also cause. Communication delays can be caused by either
DoS, DoS delay, or flooding attacks. DoS, MITM, FDIA and malware attacks can result

in compromised process data.

The mapping and extension show that the consequences identified by Brand for state
estimation also apply to other applications in CPES when considering ICT effects. There-
fore, the four identified consequences (asset failure, communication failure, communication
delays, and compromised process data) constitute the communication incidents to be

considered in this thesis with respect to communication robustness.

4.3 AGENT-BASED APPLICATIONS: SCENARIO IMPLEMENTATION

Having relevant incidents in energy systems identified, concrete scenario implementations
allow for their investigation. Therefore, the following presents an application of agent-
based control in energy systems. The implementation of the presented application can be
used to investigate the system’s robustness and the effects of the identified communica-
tion incidents. Through leveraging a typical use case, the potential consequences of these
incidents on operational strategies can be understood. This enables a more accurate assess-
ment of the system’s robustness and practical feasibility by incorporating the complexities,

uncertainties, and constraints of the use case environment.
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Figure 4.2: Process of the optimization (adapted from [28])

4.3.1 Scenario description

The first application to be considered is Redispatch 3.0, which has been discussed frequently
for Germany, where flexibility of small Distributed Energy Resources (DERs) is to be
taken into account in calculations at higher grid levels [48, 114]. This extends the idea
of Redispatch 2.0, which has been active in Germany since 2021, including controllable
resources of 100 kW or more, as resources for congestion management [114, 115]. The
consideration of small DERs for Redispatch 3.0 also includes investigations regarding
aggregated local flexibilities of neighborhood grids (e.g., energy communities) on higher grid
levels [116]. The following scenario was presented in [28]. Different components are designed
in the setting and described in the following. The neighborhood grid consists of different
types of DERs: Photovoltaics (PVs), wind devices, Combined Heat and Power (CHP) units,
battery storage systems, and households. An aggregator exists, which is responsible for
aggregating the local flexibilities of the neighborhood grid and communicating these to
other parties. Another component is the operator, which performs calculations based on
the data received from aggregator(s), for example, for congestion management, as in [116],
or for market-based redispatch calculations [48].

For the realization of the scenario, an agent system is considered managing DERs and
performing self-consumption optimization in a self-organized manner. The optimization
is performed considering weather forecasts and local device constraints. The application
process is depicted in Figure 4.2.

After optimizing for self-consumption, the planned schedules and corresponding flexi-

bilities from the neighborhood grid are forwarded to the aggregator, implemented as an
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aggregator agent. The aggregator agent forwards the data after performing an aggregation
to the operator agent. The operator agent is responsible for accounting for flexibilities
and performing calculations. It conducts checks that may include evaluating whether the
pre-planned power values violate power grid limits or whether placement on the market
is profitable. Based on the results, the aggregator agent is informed whether adaptations
are required. These adaptations can be caused by grid constraints [116] or market con-
straints [48]. The aggregator agent forwards the information about possible adaptations as
control signals from the operator to the neighborhood grid. It starts a new optimization
that includes the potential control signals. If so, the neighborhood grid performs another
self-consumption optimization, considering the operator’s adaptations as strict constraints.
Fach self-consumption optimization is performed using Combinatorial Optimization Heuris-
tic for Distributed Agents (COHDA).

4.3.2 Implementation details

For the agent implementation, the agent framework mango was used, as presented in [117],
which enables quick software agent implementation and offers advantages such as modular
implementation patterns and scalability. The framework midas was used to model DERs, as
it provides a range of simulation models for DERs [118]. The Simbench benchmark datasets
are used, which cover low, medium, high, and extra-high voltage levels and include extensive
time-series data [119]. A detailed simulation is used as a communication modeling approach,
as presented in [32], as it considers an accurate representation of a real-world system
and its components. To do so, the coupling of mango and the communication simulator
OMNeT++[120] was used, as presented in [18], which allows the detailed communication
of agent systems. Each message exchanged between agents is transferred via the simulated
communication network. This enables modeling a realistic communication infrastructure
and investigating its effects, such as delays. Additionally, it allows consideration of faults
in the communication infrastructure and the collection of relevant communication data in
analyses of the incident’s effects. The communication network was constructed using trace,

a tool that generates communication networks from power grids modeled in Simbench [121].

Incident implementation The identified incidents can be integrated into the agent-
based application presented to enable a comprehensive analysis. Therefore, the implemen-

tations of the communication incidents for the selected application are presented below.

1. Asset failure: As a failing asset, a failing agent is assumed. The agent represents
one DER. Depending on the scenario, a failing asset could also only cover parts of

a DER, if a unit is represented by multiple agents. Similarly, if an agent represents
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multiple DERs, the failure of an agent affects multiple units. Due to the consideration
of COHDA, one agent per DER is assumed (see Section 2.1.5) here, and thus, the
failure of an asset is assumed to be the failure of an agent. After a randomly varying
amount of time, the respective agent is unable to reply. No messages are sent from

this agent anymore.

2. Communication failure: The communication failure between the control center and
the field is implemented between the aggregator agent and the neighborhood grid, as
the data cannot be transferred from the aggregator agent to the neighborhood grid.
The reverse case is also considered, in which data from the field, thus the neighborhood
grid, cannot be transferred to the control center, namely the aggregator agent. The
aggregator agent is assumed to be located at the control center, as in real-world
applications [122]. Another possible location for the aggregator agent could be within
the field.

3. Communication delays: Following DoS delay attacks, a delay is inserted into the
transmitted signal, delaying specific messages of certain agents with a given proba-
bility.

4. Compromised process data: The compromised data are contained in the agents’

exchanged messages, namely the power values, thereby mimicking an FDIA.

4.3.3 Incident process

Previously, the incidents affecting communication in CPES have been identified, considering
various causes such as multiple cyber attacks. Another perspective on investigating incidents
is to have a look at the detailed process of a real-world cyber attack affecting CPES. To
this end, research was first conducted to identify which cyber attacks on energy systems
have occurred in recent years. For this part of the investigations, a further agent-based use
case was considered, namely unit control as scheduling DERs. While some cyber attacks
in recent years have targeted personal data and device configurations, the thesis focuses
on attacks that affect power grid operation.

In 2022, an attack on the Nordex Group SE led the company to shut down remote access
points between wind turbines and remote access locations [123]. Later that year, an attack
targeted the Deutsche Windtechnik company, affecting the control and remote connectivity
of over 2,000 wind turbines in Germany [123].

In Denmark in 2023, a total of 22 energy organizations were compromised, with attack-
ers gaining complete control over the systems [124]. The breakthrough was achieved by

exploiting firewalls.
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Cyber attacks on Ukraine are also frequently discussed. In 2015, attackers were able to
force substations into shutdown [111]. The attack resulted in a power disruption affecting a
large number of customers, additionally making the communication system unavailable [125,
126, 127].

In 2022, a malware attack targeting an energy provider in Ukraine, attempting to dis-
rupt operations, was reported [111]. The attack resulted in a temporary power outage.
Unauthorized commands from the Supervisory Control and Data Acquisition (SCADA)
system were sent, including malicious control commands to switch off substations. The
attack description can also be found on the attack knowledge base, based on real-world
observations, mitre.org!.

Analysis of these attacks shows that the consequences are often similar: individual assets
are disabled, shut down, and therefore, no longer accessible. This is either done intentionally
by attackers, by sending malicious control signals to switch off assets, or as a shutdown in
response to the attack to protect the infrastructure. Accordingly, these attacks result in
one of the incidents outlined above: asset failure. For this reason, the gradual shutdown of
the relevant assets is the basis for investigating the process of actual attacks. This cyber
attack effect is therefore being implemented into an additional use case. This allows the

consideration of incidents from a further perspective.

https://attack.mitre.org/campaigns/C0034/, last access on: 06.03.2026
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5 Communication robustness

Having identified potential threats that could endanger the robustness of Cyber Physical
Energy Systems (CPES), their impact on the system’s functionality can be investigated.
To do so, metrics to evaluate the robustness of self-organizing energy systems are required.
Therefore, this chapter addresses Research Question (RQ)2, the question of how to as-
sess communication robustness, by examining methods and metrics for communication
robustness in self-organizing systems. In the context of the assessment of communication
robustness, the second functional requirement is placed, as presented in Section 1.2: mea-
suring the robustness of the system (FR2). Additionally, the requirement of extensibility
regarding the assessment of robustness (NFR2) impacts the suitability of robustness met-
rics. The resulting robustness metrics need to be extensible to further system parameters.
The metrics must enable the consideration of other requirements or aspects of the system.
Overall, the assessment of robustness must be applicable to self-organizing systems. A
robustness metric is suitable if it covers the degradations due to disturbances caused by
the previously defined incidents. To sum up, the following requirements are to be taken

into account while identifying suitable robustness metrics:

e The assessment of robustness must be extensible to further system parameters.
e The robustness of self-organizing systems must be assessed.

¢ The robustness assessment must cover degradations due to disturbances caused by
the identified incidents.

The rest of the chapter is organized as follows. An overview of the outcomes regarding
RQ2 is summarized in Section 5.1. Approaches to measuring robustness are presented in
Section 5.2. These parts cover Step 2 of the research process depicted in Figure 1.5. In
Section 5.3, concrete utility values for metrics are discussed. The impact of the incidents
defined in Section 4.2 on existing systems, as measured by the robustness metrics identified,
is analyzed in Section 5.4. The observation of the respective metrics during incident
occurrence is presented, covering Step 3 of the research process in Figure 1.5. Afterwards,

Section 5.5 evaluates the suitability of the investigated robustness metrics.
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5.1 KEY OUTCOMES REGARDING THE ROBUSTNESS ASSESSMENT

In the following, the key artifact regarding RQ2 is presented, as depicted in Figure 5.1.

RQ2: measuring robustness

Figure 5.1: Overview of artifacts regarding RQ2

The key outcomes are the metrics to consider when investigating improving communi-
cation robustness. The metrics from different domains cover the overall performance of
the system and potential degradations. By implementing the metrics into existing applica-
tions, the impact investigation is enabled, and the implementation enables reusability in
other use cases. Additionally, the implementations and results for measuring performance
degradation underscore the relevance of the selected metrics. These can serve as a basis
for robustness analyses. In this context, the thesis proposes an extension to an existing

robustness metric with the aim of making it more applicable under varying conditions.

The topics presented in this chapter, including the set of metrics and the implemented
metrics, were published in the article “Communication Incidents in Self-Organising Cyber-

Physical Energy Systems: Assessing Robustness” [28].
Publications and data related to RQ2

5.2 MEASURING ROBUSTNESS IN SELF-ORGANIZING SYSTEMS

The following presents the findings of a literature review on methods for measuring robust-
ness in self-organizing systems. A systematic analysis of robustness metrics was conducted,
with a particular focus on decentralized, adaptive, and self-organizing systems. The selected
metrics are evaluated based on their conceptual foundations and applicability. Qiu et al.
investigate possible improvements of network robustness, based on characteristics of node
self-organization [128]. The focus here is on the robustness optimization of the network
topology. Utkarsh et al. present a self-organizing method to quantify the time-varying
resilience index of a system [129]. The considered parameters affecting resilience are distri-
bution system parameters, based on relative importance in improving a system’s resilient

operation capabilities, average asset-level resilience, capacity, and geographic distribution
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of Distributed Energy Resources (DERs), criticality of power lines, sustainability of critical
loads, availability of energy reserves, feasible islands, and path redundancy. The parameters

are therefore very tailored to the application in question.

In the work of Chaaban et al., robustness is defined as the degradation of performance at
a minimum [21]. It is measured considering the relative robustness (ratio of performance

degradation due to disturbance divided by undisturbed performance) and the strength of the

disturbance (a positive constant that defines the strength (magnitude) of the disturbance).

The presented use cases assess robustness with respect to a throughput metric.

Kantert et al. present an approach to quantify the robustness of an achieved solution in
a self-organized system [27], which is extended in [130]. To do so, a Utility is defined to
capture the targeted effect. A target utility and an acceptable utility define this value. The
target utility depicts the target performance, the highest possible utility. The acceptable
utility reflects the acceptable performance under disturbances; thus, it is the minimal
value at which the system remains useful. The authors assume that an effective control
mechanism can at least achieve the acceptable value. The system can then achieve different

levels of robustness:

1. Strongly robust: The system reaches the acceptable value during the attack, and

after the attack, the target value is reached again.

2. Weakly robust: The acceptable value is reached during the attack, and also afterwards,

only the acceptable value is reached.
3. Partially robust: The value before the attack is reached again after the attack.

4. Not robust at all: Even after the attack, the utility level remains weak.

For the application of Wireless Sensor Networks (WSN), a high packet delivery and the
minimization of the number of transmitted packets are considered as utilities [27]. The
objectives are thus translated into utility functions. The approach presented by Kantert
et al. for measuring robustness in self-organizing systems is promising because it is highly
generalizable. Depending on the metrics selected as utilities, many elements of system
behavior can be captured and incorporated into the robustness analysis. For this reason, this
approach is selected in this thesis. The realization is discussed in the following, considering

possible utility metrics in self-organizing energy systems.
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5.3 UTILITY VALUE: COMMUNICATION ROBUSTNESS METRICS

To assess the robustness of an existing system in accordance with the approach of Kantert
et al., the first step is to identify utilities which specify the targeted effect [27]. This section
addresses the selection of metrics that can serve as utilities for investigating communication
robustness in self-organizing systems. To this end, a literature review was conducted to
investigate metrics that degrade under disturbances. Applications of self-organizing systems
to energy systems and network considerations are covered.

Afrin et al. consider the impact of cyber attacks on state estimation techniques, including
increased tap operations, over-voltage incidents, and under-voltage incidents [131]. In the
approach of Veith et al., grid stability is taken into account [90]. However, these metrics
are specific to the use cases and attacks happening. Effects on the power system can
be part of the agent’s objective and are thus covered by other metrics, such as solution
quality. More generally, the system’s solution quality is often considered, as well as its
performance with respect to the system’s target, for example, costs or accuracy [90, 132], or
a high packet delivery [27]. Another metric is the speed of convergence, also known as time
consumption or runtime [132], the communication traffic (number of messages exchanged
between agents) [132], or message delays [49]. To sum up, based on the literature, the
following metrics are generally useful and widely used and are therefore considered in this

thesis. The exact definition and design of these metrics depend on the specific use case.

1. Communication traffic: the number of messages exchanged between agents; number

of messages sent per agent in a specific time interval or during the optimization.

2. Transmission duration: the average duration of the process from sending the message

to receiving it (average delay).
3. Speed of convergence: the optimization duration.

4. Solution quality: the solution quality depends on the target of the use case, e.g.,

regarding grid stability.

5.4 ROBUSTNESS OF EXISTING SYSTEMS: IMPACT OF

COMMUNICATION INCIDENTS

The identified utility metrics can be used to assess the impact of the previously presented
communication incidents on the system’s overall performance. In order to verify whether
the identified utilities are suitable for measuring performance degradation caused by the

incidents examined in Section 4.2 and Section 4.3, the previously presented implementa-
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tion of the scenarios and incidents is used in the following. This is done to evaluate the
suitability of the identified robustness metrics to the communication incidents selected in
this thesis. To do so, in the following, the impact of the incidents identified in Section 4.2
(asset failure, communication failure, communication delays, compromised process data)
on the scenario presented in Section 4.3 of the agent-based self-consumption optimiza-
tion is investigated. Investigating incidents in agent-based optimization while considering
identified robustness metrics allows for evaluating the suitability of these metrics. The
analysis assesses whether the metrics reflect degradation in system performance due to
the incidents. These investigations inform the finalization of the robustness metrics under
consideration and the identification of a quantification approach to robustness, which will

be applied as part of the evaluation.

First, the identification of the acceptable value for each utility metric is performed.
This was performed using data from the application’s normal operation, with no incidents
occurring. Through several simulation runs (100 runs), the maximum and minimum values
for each metric have been determined, serving as acceptable utility values under normal
operation [28]. Regarding the utility values, no concrete target values can be identified, as
the target is rather an acceptable range. For communication traffic and speed of convergence,
no concrete number is targeted; rather, a range acceptable for the application is specified.
To provide an orientation, previous work has used the average value from normal operation
as the target [28]. However, due to the non-determinism of the agent system, not this
explicit value is to be seen as the target. Variations that occur, even without incidents,
should not be weighted more heavily. The same is true for the transmission duration. Here,
variations may arise due to conditions in the communication network. Regarding solution
quality, the theoretical optimum can be calculated. However, depending on the situation
and the relevant constraints, such as weather conditions, this theoretical optimum is not
attainable. Again, due to non-determinism, variations in solution quality are expected.
However, these are always within a specified range, determined from multiple simulation

runs of the application without incident.

Identifying the acceptable range by considering normal operation data is therefore suffi-
cient for the utility metrics. For each metric, normalization has been performed, considering
the system’s behavior without incidents. Afterwards, for each of the presented incidents
(asset failure, communication failure, communication delays, and compromised process
data), the system’s performance degradation can be investigated regarding the different
metrics. The implementation of the agent-based self-consumption optimization, including

the incident implementation, presented in Section 4.3, is considered here.

The process to measure robustness can thus be summarized as follows:
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1. For the identification of the acceptable ranges, normal operation data without any
incidents occurring is gathered. The acceptable range is defined as the minimum
and maximum values in the normal operation for each metric: communication traffic,
transmission duration, speed of convergence, and solution quality. For the communica-
tion traffic, the number of exchanged messages per optimization is considered, and the
speed of convergence is also evaluated per optimization. Regarding the solution qual-
ity, the target fulfillment is chosen, in this use case, regarding the self-consumption

rate.

2. For each of the presented utilities, a normalization using the normal operation data

is performed.

3. For each incident (asset failure, communication failure, communication delays, com-

promised process data), data is collected using the simulation and preprocessed.

4. For each incident, the utilities can be analyzed, and the performance degradation can
be evaluated. This analysis can be used to assess the impact of the selected incidents

on overall performance and the suitability of the robustness metrics.

To illustrate the robustness assessment process, Figure 5.2 shows the solution-quality
metric (target fulfillment) across the optimization steps. Each step shows a further opti-
mization. In step 47, an incident begins, in this case, the compromised process data. This
means that, starting at step 47, the system incurs compromised data within the exchanged
messages, as described in Section 4.3. It can be seen that the target fulfillment up to this
step remains within acceptable limits, but exceeds these limits from this step onward (step
59).

Furthermore, Figure 5.3 displays the communication traffic over time, during normal
operation with no incidents happening, and with the incident of communication failure.
The impact of communication failure is directly visible, as the communication traffic drops
below the acceptable range once the incident occurs (step 42), which was determined using
the normal operation data.

The following focuses on the impact of incidents and the suitability of the robustness
metrics. For this reason, the following considerations begin at the time the incidents start.
Normal operation is no longer shown, as this primarily served to determine the acceptable
range. The communication traffic for all four incident types is shown in Figure 5.4. Regard-
ing communication delays, the results indicate that the number of exchanged messages
falls within the previously identified acceptable range. Considering the asset failure and
communication failure, the number of exchanged messages is at the lower bound of the

acceptable range, even when operating within the allowed limits. Due to the failure of one
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Figure 5.2: Degradation regarding solution quality (target fulfillment) over time. The im-
pact of compromised process data is shown on the optimizations. The scaling
for the acceptable range of the target fulfillment was determined using opera-
tional data without incidents. Until step 47, the agent system operates without
any disturbances. From step 47 onward, the compromised process data incident
occurs. During the incident happening, the utility value of the target fulfillment
varies and drops below the acceptable range.
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Figure 5.3: Utility metric exchanged messages over time during normal operation and
communication failure. The scaling of the acceptable range for the exchanged
messages metric was determined using operational data without incidents. Until
step 43, the agent system operates without any incident. The communication
failure incident occurs beginning with step 43. During the incident happening,
the utility value of the number of exchanged messages varies and drops below
the acceptable range.
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agent or the communication, fewer messages are sent, as the respective agent neither sends
nor forwards any messages. Furthermore, the failure of an agent and the failure of the
communication both alter the agent system’s optimization behavior, as evidenced by the
number of exchanged messages. Additionally, the scenario with compromised data exceeds
the acceptable ranges. The individual values of the agents influence the exploration of the
search space, which in turn affects the communication behavior in Combinatorial Opti-
mization Heuristic for Distributed Agents (COHDA) [133]. This shows that compromised

process data also affects the system’s communication behavior.
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Figure 5.4: Impact of communication incidents on the communication traffic (exchanged
messages) and incident strength. The scaling of the acceptable range for the
exchanged messages metric was determined using operational data from periods
without incidents.
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The average transmission duration of the exchanged messages is presented in Figure 5.5.
During communication delays, the limits are exceeded due to the large inserted communi-
cation delays, thereby affecting the overall system’s transmission duration. Furthermore,
compromised process data affects the agent system’s communication behavior, resulting in

longer transmission durations around step 10, but these remain within acceptable limits.
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Figure 5.5: Impact of communication incidents on the transmission duration (delay) and

incident strength. The scaling for the acceptable range of the transmission
duration metric was determined using operational data without incidents.
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The speed of convergence (optimization duration) is shown in Figure 5.6. For all incidents,
the optimization duration remains within acceptable ranges. This is due to the optimization
timeout. In COHDA, a timeout for terminating the negotiation is implemented. After a
specified time, the optimization process is terminated manually, and the current solution
candidate is considered the final solution. In the event of an asset failure, the optimization
timeout is always reached because termination detection waits for the failing asset to
acknowledge the termination of the optimization. Thus, the system boundaries do not
permit longer optimization times, even under disturbances. For the speed of convergence, the
disturbance strength is not shown, as no disturbance occurs with respect to the considered
metrics. The disturbance strength is therefore zero for the speed of convergence.
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Figure 5.6: Impact of communication incidents (asset failure, communication failure, com-
munication delays, compromised data) on the speed of convergence. The ac-
ceptable range of the optimization duration was determined using operational
data without incidents.

The overall solution quality is depicted in Figure 5.7, in this case, with respect to target
fulfillment. During asset failure, communication failure, and communication delays, the
agent system successfully finds solutions within acceptable ranges. However, compromised
process data yields invalid solutions that lie outside the acceptable range by a wide margin.
This highlights the impact of a single malicious agent on the overall solution. The solution
being within acceptable quality ranges for the asset failure can be explained by the fact
that the compromised agent already forwarded suitable power values for its own DER

before failure. These values are taken into account by the other agents in their solutions.
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Figure 5.7: Impact of communication incidents (asset failure, communication failure, com-
munication delays, compromised data) on the solution quality, here on the
target fulfillment, and incident strength. The acceptable range for the target
fulfillment was determined using normal operation data without any incident.
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The overall disturbance strengths per incident are summarized in Table 5.1. For each
incident, a disturbance can be identified. The maximum and average strength values are
considered. The results thus underscore the relevance of the communication incidents, as

each incident affects the system performance in various ways.

Table 5.1: Overall disturbance strength per incident type over all utility metrics, maximum
and average strength

Incident Maximal strength Average strength
Asset failure 0.01 0.01
Communication failure 0.05 0.03
Communication delays 0.07 0.02
Compromised process data | 1.06 0.01

5.5 SELECTING SUITABLE ROBUSTNESS METRICS

In the following, the investigations on robustness metrics are analyzed to evaluate their
suitability and identify an appropriate concept for measuring robustness. Overall, the
investigations of the impact of the incidents on the selected metrics show that almost all
metrics degrade over time due to these incidents. Regarding the speed of convergence, none
of the incidents violates the acceptable range. However, this is only due to the implemented
timeout in COHDA. If no termination occurs at the optimization timeout, the current
solution is selected. As no termination happened, this might not be the optimal solution.
This implies the relevance of considering the solution quality as a robustness metric.
Solution quality is an important measure of the agent system’s performance in fulfilling
its targets. Beyond that, the quality of the solution alone is insufficient to evaluate the
optimization problem. In scenarios where compromised data is sent, the final solutions are
often within acceptable limits, as shown in Figure 5.7. However, the final solutions in these
scenarios are infeasible because an invalid configuration was selected for the compromised
agent, resulting in values that do not align with the actual technical capabilities of its

associated unit. The feasibility of a solution in this thesis is defined as follows.

Definition 2 (Solution feasibility). A solution is considered feasible if every partial solution
is consistent with the technical capabilities and operational constraints of the respective

assets involved.

A solution within the acceptable ranges may still be infeasible because the manipulated
agent forwards invalid power values, which may be part of the final solution. The considera-

tion of the solution’s feasibility is therefore essential for evaluating the system’s robustness.
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While acceptable ranges can be established for the utilities considered so far, the feasibility
of a solution is a distinct binary constraint. It is not subject to degrees of tolerance, but
rather to a clear, decisive criterion: a solution is either valid or invalid. As the solution must
fully comply with the technical limitations and physical realities inherent in the system
component, solution feasibility is a hard constraint. The existing concept by Kantert et
al. [27] is therefore extended in this thesis to include constraints that must be satisfied.
Another constraint is the use of available resources, which in turn affects the system’s
coverage. This has also not been covered in the metrics used so far. If, for example, an
asset fails because the agent to be controlled is compromised, the actual unit may still
be accessible and controllable. This unit would therefore be an available resource that is

unused. The system coverage is defined in this thesis as:

Definition 3 (System coverage). System coverage evaluates whether all available assets

are fully and correctly integrated into the system.

Similar to the solution feasibility, system coverage also operates as a strict binary con-
straint: either full coverage is achieved, in which case every available asset is properly
accounted for, or the system is deemed incomplete. By treating system coverage as a hard
constraint, the structural completeness and operational integrity of the solution are consid-
ered. Moreover, the comprehensive utilization of all available assets is a critical criterion
for assessing the robustness of self-organizing systems. This is especially significant given
the distributed nature of such systems.

The relevance of the two constraints is evident when examining their fulfillment for the

previously investigated incidents. An overview of each incident is provided in Table 5.2.

Table 5.2: Constraint fulfillment for the solution feasibility and system coverage, listed per

incident
Incident Solution feasibility System coverage
Asset failure (V') X
Communication failure (V') X
Communication delays v v
Compromised process data | X v

It can be seen that the constraints are not satisfied during the incidents. The fulfillment
of the constraints, therefore, indicates the robustness of the system.

For this reason, the classification by Kantert et al. [27] is extended to incorporate only
acceptable ranges, rather than target utilities, and to account for system constraints. The

resulting classification is described as follows:
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1. Strongly robust: The acceptable range reached during the attack, while all the con-

straints are also fulfilled.

2. Weakly robust: The acceptable range is reached during the attack, but constraints
are only fulfilled after the attack.

3. Partially robust: The value before the attack is reached again after the attack, re-

garding the acceptable range and the constraints fulfillment.

4. Not robust at all: Even after the attack, the complete fulfillment of the acceptable

range and constraints is not given.

The extension of the robustness metric by Kantert et al. incorporates an additional
dimension, operational constraints, to provide a more comprehensive assessment of robust-

ness and thus to make it more applicable under varying conditions.

Regarding the speed of convergence, the acceptable ranges are chosen based on the
optimization durations under the assumption of no incidents. In scenarios where the
optimization times during normal operation do not reach the timeout, this consideration
may differ. In these cases, the speed of convergence can provide more insight into the
behavior of the system. In this thesis, the speed of convergence is not suitable for evaluating
the system’s robustness, as no degradation occurs. However, since optimization running
until the timeout can be a sign of disturbances, considering the speed of convergence as an
option to gain insights into system behavior might be suitable. Regarding the transmission
duration and the number of exchanged messages, a similar observation holds. While both
metrics measure degradations during the incidents, for example, during asset failure, as
shown in Figure 5.4, changes in the metrics do not have to indicate degradations in the
robustness of the system. If an asset fails, a different subset of assets communicates; thus, the
system’s communication behavior changes. However, changes in communication behavior
can also result from topology adjustments (e.g., for optimization, as done in [36] or in
response to disruptions) and are therefore intentional. The acceptable ranges for these two
metrics are therefore not suitable for evaluating the system’s robustness. Instead, both
metrics can indicate that the system is behaving incorrectly (e.g., a significantly increased
communication volume even when no change is desired). For this reason, these metrics
should be considered in the analysis of system robustness in this thesis, but as a guide
rather than for evaluation.

Thus, when assessing system robustness, all chosen metrics are relevant. For some inci-
dents, some metrics are within the expected range, whereas others are not, indicating that

the system deviates from the desired operation. Thus, none of the metrics can be neglected.
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However, some are considered orientation and are thus only to be observed, as they can
indicate undesired changes in system behavior. Other metrics are taken into account in
the actual evaluation of system robustness. The metrics to be regarded are summarized in
Table 5.3.

Table 5.3: Overview of final robustness metrics. The first metrics (solution quality, solution
feasibility, and system coverage) allow the evaluation and assessment of the
robustness. The speed of convergence, transmission duration, and exchanged
messages do not enable the robustness assessment, as variations in these metrics
might be caused by intended actions or system variations. However, ongoing

changes in these metrics might imply unintended behavior, as caused by an error.

Thus, the observation of these metrics might enable insight into the behavior;

these metrics are thus used as orientation, however, not as robustness evaluation.

The solution quality, speed of convergence, transmission duration, and number of
exchanged messages are described using acceptable ranges of normal operation
data; the solution feasibility and system coverage are formulated as binary
constraints (either fulfilled or not).

Metric Type

Solution quality Robustness evaluation

Solution feasibility Robustness evaluation (constraint)
System coverage Robustness evaluation (constraint)
Speed of convergence Observation (orientation)
Transmission duration Observation (orientation)
Exchanged messages Observation (orientation)
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Architecture design for controller and

observer

The concept of controlled self-organization can be applied to enhance robustness and per-
formance of systems, even under adverse conditions [21]. Therefore, this is a promising
approach for robust self-organizing energy systems, considering communication incidents en-
dangering the system’s functionality. However, different variants of the Observer/Controller
(O/C) architecture exist and must be considered when designing controlled self-organizing
energy systems. Therefore, this chapter focuses on Research Question (RQ)3 and discusses
different variants for the O/C architecture.

The investigations regarding the RQ1 cover the influence of O/C architecture variants
on communication robustness. Two functional requirements are addressed in this context,
as described in Section 1.2: the detection of anomalies given information availability (FR3)
and the reaction to anomalies based on available control actions (FR4). Regarding de-
tection, information availability should be considered. To do so, assumptions regarding
the information available are to be examined, and their effects on detection performance
are to be investigated. For the detection itself, appropriate techniques must be selected.
Depending on the complexity of the problem, suitable rule-based or machine-learning-
based approaches should be considered. For the observer, different architecture variants
are to be evaluated. Regarding the controller, its response to potential threats is based on
the observer’s signals. The reaction must account for the available control actions. Thus,
the available actions for each architecture type must be identified. Furthermore, different
architecture variants are to be implemented and evaluated to assess their impact on com-
munication robustness. To sum up, the requirements to be considered while investigating
RQ3 are:

e The effect of information availability on the anomaly detection performance must be
investigated. Therefore, combinations of information must be examined by providing

the observer with a selection of the available information.
e A suitable technique for anomaly detection must be implemented.

e Suitable architecture variants for the observer design must be evaluated.
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e The observer must be transferable to a context in which it is not known whether

incoming messages are anomalous (unsupervised learning).
e The controller must react according to identified anomalies by the observer.
« Available control actions must be defined for each controller architecture variant.

e Suitable architecture variants for the controller design must be evaluated.

The rest of this chapter is organized as follows. The outcomes regarding RQ3 are dis-
cussed in Section 6.1. The design of the observer is discussed by presenting architectural
approaches in Section 6.2. In this context, the availability of information is taken into ac-
count. Afterwards, controller architecture variants are presented in Section 6.3, considering

possible actions. For both components, possible design approaches are discussed.

6.1 KEY OUTCOMES: ARCHITECTURE VARIANTS FOR OBSERVER

AND CONTROLLER

The key outcomes regarding RQ3 are summarized in Figure 6.1. Regarding the observer,
different architecture variants are identified, including the consideration of information
availability. Additionally, for the controller, architecture variants including the access to
action availability are presented. For both components, implementations of the architecture
variants are provided. Furthermore, for RQ3, multiple datasets are created, including

anomaly-detection datasets and datasets on the effects of controller actions.

RQ3: O/C architecture variants

variants variants

—_ —_—- —_— —_— —_— —_— —_— —_— —_— —_— —_— —_—

‘ Observer ] ‘ Controller ]

Figure 6.1: Overview of outcomes regarding RQ3
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The architecture variants are discussed by the author for the observer in the articles “De-
tecting and Analyzing Agent Communication Anomalies in Distributed Energy System
Control”[29] and “The Role of Architectures and Information Availability for Anomaly
Detection in Cyber-Physical Energy Systems”[25] and for observer and controller in “Ar-
chitectures for Robust Self-Organizing Energy Systems under Information and Control
Constraints” [30]. Additionally, the implementation of the architecture variants is pro-

vided.

The content was also covered in master’s theses, which were supervised by the au-

thor [134, 135].

The anomaly detection datasets are publicly available.
e https://zenodo.org/records/14333637
e https://zenodo.org/records/18623941

e https://zenodo.org/records/19016182

Additionally, the anomaly detection models are published.
e https://gitlab.com/digitalized-energy-systems/models/detection-and-
prediction-of-communication-incidents—-in-cpes
The datasets regarding the controller actions are also published.
e https://zenodo.org/records/19316977

e https://zenodo.org/records/18650501

Publications and data related to RQ3

6.2 OBSERVER ARCHITECTURE VARIANTS

In the context of Organic Computing (OC), the observer’s tasks cover the measurement,
quantification, and prediction of the behavior of the System under Observation and Control
(SuOC) [55]. The observer’s information allows the controller to take actions if deviations
from the plan occur [22]. In the following, different observer architecture variants are
presented.

For controlled self-organization, three variants of the O/C architecture have been intro-
duced in the literature: central, distributed, and multi-level, with the latter a combination
of the previous two [22]. The centralized observer considers data of the entire system, as
depicted in Figure 6.2a. Typically, global information knowledge from all control units is

assumed to be available [22, 96, 97]. The distributed architecture variant uses one observer


https://zenodo.org/records/14333637
https://zenodo.org/records/18623941
https://zenodo.org/records/19016182
https://gitlab.com/digitalized-energy-systems/models/detection-and-prediction-of-communication-incidents-in-cpes
https://gitlab.com/digitalized-energy-systems/models/detection-and-prediction-of-communication-incidents-in-cpes
https://zenodo.org/records/19316977
https://zenodo.org/records/18650501

62

| ARCHITECTURE DESIGN FOR CONTROLLER AND OBSERVER

per system agent, as shown in Figure 6.2b. Regarding agent-based applications in energy
systems, an additional variation might be possible. In a Virtual Power Plant (VPP), mul-
tiple types of units are controlled by one operator, meaning information might be grouped
in one place, e.g., per unit type [25]. For this reason, grouped variants are also taken into
account for observer architecture possibilities, as depicted in Figure 6.2c. To sum up, three

architectural forms for the observer are derived, as depicted in Figure 6.2.
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(c) Grouped observer

Figure 6.2: Architecture variants for observers (adapted from [25])

The multi-level architecture variant combines the aforementioned variants: a centralized
architecture with another existing architecture variant. The variants are shown in Figure 6.3.
A possible combination is to consider a centralized observer in addition to distributed
observers (Figure 6.3a) or a centralized observer combined with the grouped-architecture

variant (Figure 6.3b).
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Figure 6.3: Multi-level observer

(a) Multi-leveled decentralized

(b) Multi-leveled grouped

architecture variants (adapted from [25])
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Figure 6.4: Levels of information available for the observer (adapted from [25])

6.2.1 Information availability

In the literature, access to all units is typically assumed to be available to a centralized
observer [22]. However, in Cyber Physical Energy Systems (CPES), this might not be the
case. Depending on the application and its constraints, unit constraints may not always be
available to the observer, as access may be limited by privacy regulations [14, 25]. Given the
different kinds of information, distinct information levels can be defined, with progressively
less stringent limitations from level to level. The levels of information available are depicted

in Figure 6.4 and explained below.

e Level 1: Only the agent who sent the message and the respective timestamp are

available. Therefore, access to the message content is not given.

e Level 2: In addition to the sending agent and timestamp, communication information
is available at Level 2. This information may include traffic data or message delay
details. Therefore, it is still assumed that there is no access to the message content
at Level 2.

o Level 3: At the third level of information availability, additionally to the informa-
tion accessible in Level 2, access to the message content is granted to the observer.

Therefore, insight into the messages exchanged is assumed.

o Level 4: The final level takes into account all the previous levels and any additional
information provided. This may include information about the respective units, such

as unit constraints, historical data, or weather forecasts.

The respective levels show analogies to investigations of anomalies in IP networks [25],
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Figure 6.5: Concepts for controller architecture variants (adapted from [30])

where either only the header can be inspected because the message content is encrypted, or,
with Deep Packet Inspection, the packet content is available [136]. However, the assumptions
for IP networks are extended by two additional levels, accounting for communication
information and additional available information. This allows for a more detailed evaluation

of the impact of information availability, taking into account information occurring in CPES.

6.2.2 Observer design

When considering the comparison of incidents threatening CPES; as described in Chapter 4,
a mitigation strategy frequently mentioned in the literature is anomaly detection. Anomaly
detection is an important prerequisite for protecting the critical infrastructure of energy
systems [29, 63]. While some anomalies can be detected by checking constraints and
implementing rules, machine learning models are also a promising approach to detect

complex anomalies [63].

6.3 CONTROLLER ARCHITECTURE VARIANTS

As presented earlier in Section 2.3, different architectural concepts for the controller are
discussed in the literature. The variants of the controller architectural concepts are ex-
plained in detail below, following the differentiation presented in [30]. The concepts are

depicted in Figure 6.5.
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A centralized controller architecture variant employs a single controller for the entire
system [22], as shown in Figure 6.5a. The controller can take action across the entire
system, affecting all units [99].

Given the decentralized architecture variant, the operation process is decoupled into
small steps, for example, to parallelize steps and increase efficiency [99]. One controller per
agent exists, and no communication between the decentralized controllers is assumed [99],
as shown in Figure 6.5b.

A distributed architectural concept for the controller extends the decentralized paradigm
through communication among different controller instances [99], for example, by sharing
local measurements [96]. The distributed concept is shown in Figure 6.5c. Here, a grouped
architectural approach is applicable. When selected information is exchanged among the
controllers, a group of controllers has knowledge of the selected units.

The previous architecture variants can be combined into a multi-level or hierarchical
architectural approach [22], similar to that of the observer. Here, for each component, one
decentralized controller exists, while an additional centralized controller is responsible for
the entire system [22, 96]. A multi-level controller concept is depicted in Figure 6.5d. Other
multi-level controller variants could incorporate a hierarchical, multi-layered concept that
accounts for multiple types of controllers. For example, centralized, decentralized, and
grouped controllers could be combined, each managing a different number of units. To
limit the number of messages communicated via controllers and allow an initial evaluation
of the suitability of combinations of controller architecture variants, only one centralized

controller and one decentralized controller were selected.

6.3.1 Action availability

The controller design involves different architectural approaches, each with a distinct set of
possible actions. While the actions of a centralized controller affect the entire system [99],
decentralized controllers can act on a single component. To discuss different controller
action specifications across architectural approaches, a literature review was conducted
to identify possible controller actions in the presence of cyber attacks in CPES. The
outcomes, including the resulting actions and the corresponding literature on approaches
that implement these, are presented in Table 6.1.

A first response to compromised assets is to isolate them and exclude them from the

system. By doing this, the potential impact of malicious instances is prevented. Isolation

can be achieved by discarding communication links [137] or by switching off lines [138].

Additionally, microgrids can be formed in the event of attacks, with the functioning assets

continuing to operate as intended [137].
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Table 6.1: Possible controller actions in CPES, as published in [30]

Controller action Approach

Isolation of compromised assets [78, 139, 140, 137, 138, 141]
Topology adaptation due to system state | [84, 142, 143, 144, 145]
Reassignment of tasks [88, 144, 145, 146]

In addition to isolating faulty units, the entire communication topology can be adapted
due to the system state. For example, if necessary for effective communication, agents can
allocate additional bandwidth [142], or the controller can break the system into smaller
subsystems for regulation [143]. This therefore shares similarities with the concept of
Software-Defined Networking (SDN), which enables dynamic and flexible network config-
urations, including prioritization based on the current capabilities of the devices [84]. In
another approach, the controller is asked for a raise in priority of traffic flows in the event
of an overload [84].

Once the malicious unit is excluded and the communication topology is updated accord-
ingly, even though the remaining units operate according to plan, the task of the excluded
agent is not performed. To overcome this and achieve system performance as close to
optimal as possible, some approaches suggest reassigning the task of the malicious or fail-
ing agent to other agents. To perform accordingly, available sources are used [145, 146],
such as grid sources [147]. The reassignment of tasks has been successfully implemented
in other areas, e.g., for agent managing warehouse systems [144]. Here, if the task cannot

be completed, it will be assigned to another agent.

6.3.2 Controller design

The literature review was then used to develop a design concept for the controller’s different
architecture variants, including the actions available for each option. In the following, the
designs of the centralized, decentralized, and multi-level controllers are presented, along

with the corresponding possible actions.

Centralized controller With a centralized controller, it is assumed that access to all
system assets is available and that these assets can also be influenced. For the actions
of the controller, this means that it is possible to inform all agents that the malicious
agent should be excluded from the system. The controller can do this by creating a new
communication topology that excludes the agent and passing it on to the relevant agents.

This process is shown in Figure 6.6.
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Figure 6.6: Centralized controller: exclusion of compromised asset and calculation and of
new topology (adapted from [30])

Furthermore, the controller can also ensure that the task of the malicious agent is still
performed. This is only possible if the actual unit is still accessible and the attack only
affects the control system via the malicious agent. If the unit is still accessible, the controller
can transfer control of the unit to another agent, which then takes over. This ensures that
all parts of the physical system are represented. The task reassignment for the centralized

controller is depicted in Figure 6.7.
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Figure 6.7: Centralized controller: the task of the compromised agent is reassigned to
another agent, all other agents continue operating on their tasks (management
of Distributed Energy Resources (DERs)

Decentralized controller The decentralized controller only has information about
one agent and the messages it receives from its neighbors. If it receives information that an
agent is behaving incorrectly, it can exclude that agent from its neighborhood. It can inform
its neighbors that it has identified an agent as compromised. The neighbors can check the
information they have received and exclude the agent from their neighborhood. In this way,
the malicious agent is gradually removed from the system. The process of asset exclusion
given a decentralized controller is shown in Figure 6.8. The agent cannot define a new
topology for all agents because it does not know the entire system. However, adapting the
communication topology in a decentralized way, for instance, by building groups, might also
be possible. However, this requires system knowledge in order to evaluate the suitability

of new topologies. Additionally, this is only required if specific communication constraints
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are no longer satisfied by excluding only the malicious agent (e.g., the communication

connections of individual agents).

[
[ ) Controller

—~—0

Figure 6.8: Decentralized controller: exclusion of a compromised agent (adapted from [30])

As a second type of controller action, the reassignment of the failing agent’s task has been
identified in Section 6.3.1. Given a decentralized controller, the feasibility of transferring
the task of the malicious agent depends on the use case. In some cases, this might not be
possible as the agent does not know the tasks of other agents in a decentralized system.
In use cases such as a VPP, however, it may be possible to group certain types of systems
together. Based on this, or on the existence of task catalogues, an agent could discover
the compromised agent’s task, e.g., because it controls the same type of unit. In this case,
the agent would assign itself the task of the malicious agent if the actual unit remains
accessible. If not, the range of possibilities ends with the exclusion of an agent and the
transfer of information to neighboring agents. The task reassignment for a decentralized

controller is presented in Figure 6.9.
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Figure 6.9: Decentralized controller: reassignment of the task of the compromised agent
to another one, as the management of a respective DER. The other agents
continue to perform their tasks, controlling the DERs assigned to them.

Multi-Level controller A multi-level controller combines a centralized and a decen-
tralized controller. The decentralized controller can exclude the malicious agent and inform
its neighbors, and inform the centralized controller, which can, after internal checks, act
accordingly. It can determine a new communication topology without the malicious agent

and inform the system about it. The process is shown in Figure 6.10.
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Figure 6.11: Multi-level controller: the decentralized controller informs the centralized con-
troller about a compromised agent, which assigns the task of the faulty agent
to another one.
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Figure 6.10: Multi-level controller: exclusion of the compromised agent and determination
of a new topology (adapted from [30])

Additionally, the centralized controller can reassign the malicious agent’s task to another
agent, as it has the necessary system knowledge. If the decentralized controller knows
about the tasks, it can assign the task of the malicious agent to itself, and only ask for a
new topology. In other approaches, task reassignment is handled by a centralized system,
such as a warehouse management system, which is notified as soon as a task can no
longer be completed [144]. Nevertheless, the approach in which agents are aware of their
neighbors’ tasks is examined here in order to assess its impact on robustness. A practical
implementation could involve, for example, task catalogs or scenarios where agents have
similar types and tasks and are part of a group, such as a wind farm. The task reassignment
given a multi-level architecture variant is presented in Figure 6.11.

The controller’s response depends on the information provided by the observer, which
depends on the architecture variant of the observer. Centralized and decentralized observers
could both inform both centralized and decentralized controllers. However, the information
passed on to the centralized controller might be limited. The evaluation of the observer
allows the determination of which anomalies are detected and, consequently, passed on to
the controller. For this reason, the controller concept was developed first; the joint analysis

of the observer and controller is then part of the evaluation.
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This chapter focuses on the overall evaluation. This part of the thesis is influenced by the
previous parts, as the findings regarding all three Research Questions (RQs) are discussed
and evaluated in detail here. Therefore, this chapter evaluates the selected communication
incidents for their impact on system functionality, using the outlined robustness metrics.
Furthermore, different observer and controller variants are evaluated. First, the Design of
Experiments (DoE) for the overall evaluation plan is outlined in Section 7.1. Afterwards,
the evaluation of the observer is done in Section 7.2, followed by evaluating controller
design concepts in Section 7.3. Another part of the evaluation considers the investigation

of a selected cyber attack from a different perspective, which is discussed in Section 7.4.

7.1 EXPERIMENT DESIGN

This section describes the overall DoE for the evaluation. The evaluation is divided into

two parts, each fulfilling different purposes, as depicted in Figure 7.1.

ﬂ Architectural evaluation
Design
concept
Observer a Concept evaluation
> Observer Controller
Controller -
Design
concept

Figure 7.1: Overview of the evaluation, consisting of two parts: the architectural evalua-
tion (performed for the observer first, then for the controller) and the concept
evaluation. Evaluation part 2 builds upon the results of part 1.

The first part of the evaluation considers evaluating different concepts for the architec-
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tural design for the observer (la) and the controller (1b). The objective of this part is
to outline the effects of information availability, action access, and architecture variants
on the performance of the observer and controller, evaluated separately. The results then
form a basis to discuss the suitability of different variants. In this part of the evaluation,
the previously identified communication incidents are considered. The Observer/Controller
(O/C) implementation is developed to address these incidents. The outlined robustness
metrics are also considered and discussed here. Based on the evaluation results of the first
evaluation part, the outcomes depict a design concept for the observer and a design concept
for the controller, both including architecture variants.

The second part then builds upon the evaluated design concepts of the first part. The
purpose of this part of the investigation is to examine the transferability and adaptability
of the outcomes of the first evaluation part. By taking into account the design concepts
of the outcomes of the first evaluation phase, the transferability of the results and the
suitability of the respective approaches are evaluated. For this evaluation part, a selected
cyber attack is considered from a different perspective, as the focus is on the attack process
and environment. By selecting an actual cyber attack and investigating its process, the
system perspective changed compared to the first part of the evaluation. While the first
part considers a structured selection of characteristics of the various incidents, the second

part is oriented to the process that happens in actual cyber attacks.

7.1.1 Evaluation requirements

For the evaluation, several requirements are to be considered. First, two of the overall non-
functional requirements for the developed framework are relevant: the scalability to large
agent systems (NFR1) and the adaptability regarding agent-based scenarios (NFR3) are to
be taken into account. These requirements imply further requirements for the evaluation
scenarios and the DoE. A large agent system with multiple agents must be considered.
Additionally, different agent-based scenarios are to be considered. These must differ in
various aspects. To investigate the impact of communication incidents and control actions,
abstraction of system behavior is only possible to a limited extent, as small changes in
the behavior of the agent system already have a large impact [29]. Various communication
applications in Cyber Physical Energy Systems (CPES) yield to different requirements on
the communication system, due to their different characteristics, emphasizing the need of
diverse communication traffic models [148]. Additionally, the communication behavior of
agent-based systems, such as the number of exchanged messages, is also affected by the se-
lected optimization approach [31] and the communication topology [36]. With these factors

at hand, the effect of anomalies also differs, as the responses of other agents to anomalous
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messages also depend on the actual use case, state, and optimization protocol [29]. Thus,
in order to allow insights into detailed changes due to anomalies, to capture reactions
of other agents to anomalies, and assess the impact of anomalies on the existing system,
approaches need to be implemented in detail, including actual optimization heuristics and
frameworks to be used for field experiments. For this reason, the optimization protocols

are highly relevant for the investigations, as they map the behavior of the agent system.

e Different sizes of agent systems must be considered.

« Different agent-based applications must be considered, differing in use case, size, opti-

mization protocol, communication modeling approach, and communication topology.

e The detail level of the scenarios must cover the impact of communication parameters

on the behavior of the agent systems.

7.1.2 Parameters

In the experimental design, the relevant parameters are first identified for both parts of
the evaluation, from which factors and characteristics are then derived.

For both parts of the evaluation, the following aspects are relevant: the use case for the
agent-based system, the considered incident(s), the protocol for distributed optimization,
the number and types of compromised agent(s), the communication topology, the type of
communication modeling approach, and the number of considered agents. To investigate
and ensure transferability of the outcomes to other approaches and develop a suitable
approach for implementing controlled self-organization concepts to CPES, the two parts
of the evaluation are designed in different ways. Therefore, two different use cases are
investigated. Regarding the first part, the evaluation of the design of observer and controller,
a self-consumption optimization with market- or grid-based redispatch signals, is considered.
For the second part, the application is unit control, scheduling of Distributed Energy
Resources (DERs), given a target schedule from a Virtual Power Plant (VPP) operator or
market participant, is investigated. Two distinct use cases demonstrate the adaptability
of the developed framework across diverse scenarios and agent systems. The two use
cases have been chosen due to their occurrence in literature, to provide comparability
to existing control approaches [24, 46, 48, 114, 116]. Different characteristics appear for
the incidents, the number of agents, and the compromised agents. The first part of the
evaluation considers the four identified communication incidents beforehand: asset failure,
communication failure, communication delays, and compromised process data. The second
part, considering the actual attack, considers the failure of assets. Both parts, therefore, take

into account the identified incidents in Chapter 4, first regarding the investigation of the
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most threatening consequences of cyber attacks, second regarding the process of an actual
cyber attack. For the optimization protocols, two are chosen: Combinatorial Optimization
Heuristic for Distributed Agents (COHDA) for the first evaluation part and Lightweight
Power Exchange Protocol (LPEP) for the second part. The selection is based on comparable
performance and their application in similar use cases [31]. The approaches, therefore, allow
for comparable applications, which makes them suitable to be investigated in regard to
robust control approaches. Additionally, the approaches have both been studied for various
agent-based applications, including field experiments [24, 29, 47, 50]. Regarding the agents
to be compromised for the incident implementation, the first part of the evaluation considers
the three different types of agents in the scenario: a load agent, a generation agent, and a
storage agent. For the second part of the evaluation, multiple agents fail one after another
(up to 50% of the network). For the communication topology, the first part of the evaluation
considers a small-world topology, as is very often applied in similar settings, e.g., in [24].
While the small-world topology is also used in use cases that incorporate the LPEP, as
in [31], the approach offers advantages when the communication topology is close to the
actual grid topology, as it enables line-loss minimization [11]. Therefore, for the second
part of the evaluation, the power grid topology is chosen for the communication topology.
Here, the topology is based on the grid topology for the modeled grid in [149], representing
a realistic city-state power grid. Depending on the number of agents, two or three rings
are built, including additional connections to other agents.

Regarding the communication modeling, two different approaches are considered. Two
types of the ones presented in [32] are chosen. The first part of the evaluation considers a
detailed simulation. This allows for a very thorough analysis of interdependencies between
the agent and the communication system and for implementing communication incidents
in both domains. Additionally, a large amount of data can be collected, including data
on the communication component. However, this approach is very detailed and thus very
complex with large run times. For the second part of the evaluation, a different approach
was chosen: the integration of static delays. As for this part, the incident selection is
restricted to one, the failing of asset, implementing incidents in the communication part
is not needed. The integration of static delays still allows the investigation of the agent
system behavior under communication effects, as the delays are identified using an actual
communication representation. Considering two different types of communication modeling
approaches also allows for ensuring the transferability. The size of the respective delays was
chosen according to the number of agents, based on the investigations of Oest et al. [49],
evaluating different communication technologies for different numbers of agents. The delays
are inserted with a random range between the minimum and maximum delay occurrences.

Regarding the number of agents, the first part of the evaluation considers an agent system
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of 20 agents to represent the neighborhood grid (energy community) for the use case of
self-consumption optimization [116]. For the second part of the evaluation, the scalability
of the developed framework is investigated by considering large agent systems comprising

50, 100, and 150 agents. An overview of both parts of the investigation is given in Table 7.1.

Table 7.1: Evaluation setup for both parts: architectural evaluation (part 1, performed for

observer and controller one after another) and concept evaluation (part 2)

Parameter Architectural evalua-| O/C concept evaluation
tion (part 1) (part 2)

Use case Self-consumption optimiza- | scheduling of DERs, unit
tion with redispatch signals | control

Incidents Asset failure, Multiple asset failures
Communication failure,
Communication delays,
Compromised process data

Protocol COHDA LPEP

Compromised agents Load agent, storage agent, | Number increasing
generation agent

Communication topology Small-world topology Power grid topology

Communication modeling | Detailed simulation Static delays integrated

Number of agents 20 50, 100, 150

7.1.3 Incident characteristics

Regarding the experimental plan for the first part of the investigation, different character-
istics are considered for each incident. An overview of the factors and characteristics is

given in Table 7.2.

Table 7.2: Experimental plan for part 1 of the evaluation (architecture design)

Incidents Factor Characteristics

Failure time

Failure time

Delay strength
Manipulation strength

Asset failure
Communication failure
Communication delays
Compromised process data

Randomly varied
Randomly varied
Small, large

Small, medium, large

In the event of an asset failure, different failure times are possible. As the time of the
failure is assumed to affect the impact of the failure, for example, different data is considered
for the then-failing agent, also the concrete time frames for failing are randomly varied.
This way, the overall impact of an asset failure can be investigated for the asset failure in

general. Similarly, the communication can also fail at different time steps. The failure time
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is also randomly varied here. Regarding the communication delays, two characteristics are
considered: small and large delays. The actual size of the delays is chosen considering the
average delays in regular operation. The first characteristic, the small delays, are 0.25 —0.7
times the average delays, and the large delays are 1.5 — 2 times. For the affected agent,
delays are randomly inserted with a given probability. The compromised process data
varies in the strength of the manipulation of the actual values. Three characteristics are
considered here: small, medium or large. The exact values here are also chosen using
the normal operation data. The small manipulation considers an amount of 0 — 20 times
the actual value, the medium manipulation size is 40 — 60 and the large manipulation is
from 80 — 100. The numbers are chosen as the values in the normal operation are very
heterogeneous. Depending on external factors, the wind units, for example, often only
have a very small amount of their maximum power available (for example, at times, the
schedules contain values of 0.001 kwh for a device with a nominal power of 0.1 MW).
Therefore, in such cases, even very large manipulations do not have a large impact on
the data. The respective data is also published with the scenario implementation. Overall,
given the factors and characteristics, a full-factorial experimental design was chosen, in
which all possible combinations of the available factors are examined. This allows for more
comprehensive investigations. Considering the different characteristics of the factors, this
has been done for all three types of agents: load, generation, and storage. In total, 21

scenarios constitute the experimental plan for the first part of the evaluation.

For the second part of the evaluation, two interpretations of system shutdowns are
considered. The first interpretation considers a complete failure, in which the asset no longer
responds. Regarding this factor’s characteristics, the number of failing agents increases
from 0% to 50% during the optimization process. The second interpretation considers
assets simply sending zero values to other agents, also affecting more and more agents,
from 0% up to 50%. Whether zero or none values are sent depends on the actual setting.
It is assumed here that no valid values are transferred. The different cases result in the
same in this case, as invalid values or zero values are not considered as part of the solution,
as these do not answer the other agents’ requests. For anomaly detection, dealing with
invalid entries is part of the feature engineering, and thus, zero or none (null) values do not
change the anomaly detection process. The commandos to switch off the systems are sent
randomly to the agents. This way, two cases are investigated. In the first one, the asset
control is affected and no longer responds. This might include the failure of the physical
unit. The second case considers the failure of the physical units, but assumes the control
component to be able to communicate. An overview of the experimental plan for the second

part of the investigation is given in Table 7.3.
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Table 7.3: Experimental plan for part 2 of the evaluation (O/C concept evaluation)

Incidents Interpretation Characteristics
Asset failure No system responses (0-50%) of all assets
Asset failure Zero lines (none entries) (0-50%) of all assets

7.1.4 Evaluation metrics

For the evaluation, the robustness metrics presented in Section 5.5 are considered, as
summarized in the following. The first metrics are considered for the assessment of the

robustness:

o Solution quality
¢ Solution feasibility

e Solution coverage

Further metrics are considered during the evaluation, as deviations in these metrics
indicate changes in the normal operation. However, these metrics do not serve for the

robustness evaluation, but are rather observed.

e Transmission duration

o Exchanged messages

The solution feasibility and system coverage are defined as binary constraints. For the
solution quality, transmission duration, and exchanged message, an acceptable range was
created. To do so, normal operation data was collected, and the acceptable range is depicted
between the maximum and minimum values of the normal operation. For all metrics, a
normalization was conducted using the normal operation. In the evaluation, the focus is
on the incident. Thus, the normal operation data only serves as a base for the acceptable

range. The optimization, also discussed as observation parameter in Section 5.5, is excluded

here, as both optimization approaches are taken into account with implemented timeouts.

The evaluation then allows for the quantification of the developed approach according to
the categories, also derived in Section 5.5: strongly robust, weakly robust, partially robust,

not robust at all.
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7.2 OBSERVER: ARCHITECTURAL EVALUATION

The observer’s task is to monitor the system and detect deviations from the plan or desired
behavior. In implementing the observer, the literature comparison published in the Open
Research Knowledge Graph (ORKG) and presented in Section 4.2 was taken into account.
The comparison considers different incident types that endanger the functionality and
performance of CPES, including the consideration of suggested mitigation strategies. Two
frequently discussed mitigation strategies are machine learning-based anomaly detection
(or fault detection) and developing control actions, in cases in which fault detection does
not require complex methods or to prevent performance degradation, as done by Jahromi
et al., to weaken vulnerabilities [110]. Thus, a possible observer implementation can con-
tain different strategies, namely, rule-based checks on whether constraints are violated
and behavior limits left, and also anomaly detection methods to detect complex devia-
tions from the plan, which are not covered by rule-based checks. Regarding the asset and
communication failures, rule-based checks are integrated into the observer. In the present
settings of agents managing DERs, in addition to the optimization messages considered
in this thesis, other message types exist. The part for communicating with other agents
might only be one part (one module) of the respective agent. Therefore, an additional
part of the DER management can be the application for reactive scheduling [122]. For
the DER control itself, the agent sends control signals to its device on a regular basis
and the other way around, as unit data is required for the flexibility calculation [29, 122].
Additionally, regular state messages or measurement messages might be forwarded to a
database. For these types of messages, regular time intervals exist (e.g., every 15 minutes,
every few seconds, ..). By checking these kinds of messages, asset of communication failures
are assumed to be easily recognized. Additionally, when observing ongoing and outgoing
messages, further rule-based checks allow for recognition that the agent will not behave as
intended. Additionally, to detect these deviations, no insight into any message is needed. It
is sufficient to observe the sending intervals of the asset. Thus, the information levels are
not relevant here, nor are the different architecture variants. For this reason, the observer
implements rule-based checks for the communication behavior of the agents.

Depending on the investigated use case, specific communication requirements may apply.
This can include upper limits for delays at particular parts of the communication network.
If this is the case, the rules are determined beforehand and thus can be checked by rule-
based constraint checks. If this is not the case, no strict communication requirements exist,
which makes the detection of communication delay variations only necessary in case of large
delays. The reaction to the detection then depends on the communication requirements.

For these applications, the rule is formulated that delays are expected to be within the
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normal operation ranges. Therefore, if any message delay exceeds the limits, the controller
is informed.

Thus, the observer implements constraint checks for the asset, communication failure, and
communication delays. Once rules are violated, the controller is informed. By evaluating
the controller actions, it can be determined whether these rule-based checks are sufficient
to detect asset or communication failures.

For the compromised process data, patterns in the exchanged power values are not
readily identifiable, and no sufficient rules apply. Due to very heterogeneous values during
regular operation, caused by many random factors in the creation of the target schedule
and external influences such as weather conditions, the flexibility representation of the
DERs and the non-determinism of the optimization make it impossible to identify malicious
values with simple rule-based approaches. Constraint checks can be implemented once the
constraints of the DERs are available; however, this depends on the information access
given. Even if unit constraints are available, deviations in power exchange values can fall
within the unit limits but still be malicious, either over time or because they do not align
with other agents’ requests. As exchanged values directly affect others’ behavior and, in turn,
the respective DER control, anomalous power values must be identified. Therefore, this
incident is more complex to recognize and thus requires machine learning techniques. Here,
the architecture variants actually are important and are expected to make a difference,
as compromised data is within the exchanged messages. Therefore, the variants might
need access to the messages to be detected. Still, the compromised data also changes the
communication behavior of the system; therefore, it needs to be investigated whether this
can be detected without having insights into the messages, but only by observing the
exchanged messages. Therefore, the different architectural variants and information levels
are to be investigated for the compromised process data.

To investigate the effect of architecture variants and information availability on anomaly
detection performance, different architectures are to be investigated: a centralized anomaly
detection, a decentralized anomaly detection, and two grouped anomaly detection architec-
ture options. For the grouped architecture variants, the first concept covers a group of the
same unit types. To fully investigate the impact of grouping units on the anomaly detection
performance, a group was built from randomly chosen units as a second variant [25]. To
evaluate possible combinations of architectures, the individual architectures must first be
assessed. This results in four different architectural concepts, which are initially considered
in the evaluation, as shown in Figure 7.2. Multi-level variants can then be discussed based
on the results, as they become relevant to performance given the available information.

The centralized anomaly detection architecture, shown in Figure 7.2a, considers data

from the entire agent system, including all exchanged system messages. The decentralized
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Figure 7.2: Observer architecture variants for anomaly detection, (adapted from [25])

anomaly detection approach, depicted in Figure 7.2b, focuses on a specific agent, and thus,
the observer of the agent only considers the messages sent by this agent. From each unit
type, a random agent is chosen for the decentralized anomaly detection. Thus, for each ma-
nipulation strength, different agents are considered. For the grouped architecture variants,
all messages regarding this specific group are considered. For the unit-type group, shown
in Figure 7.2¢, all data and messages related to this particular unit type are considered.
For the random group, presented in Figure 7.2d, five units are randomly assigned to it,
independent of the unit type or location in the system. The groups, including the respective
agents, can be found in the appendix in Section A.3. For all of these variants, the differ-
ent levels of information availability are to be investigated: only having the information
about the agent and the timestamp of the agent available, additionally having access to
the communication data, then having access to the message content, and lastly, having
additional information available. In this case, DER constraints are considered as additional
data, namely the technical power limitations of the respective DER. An overview of the
plan for the anomaly detection experiments is provided in Table 7.4. Overall, considering
all architecture variants and all information levels, a total of 36 observer-implementation

scenarios for the compromised process data exist.
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Table 7.4: Overview of anomaly detection experiments, including architecture variants,
information layer, and agent types

Architecture variants Information layer Agent types
Centralized, decentralized, | 1: Agent, timestamp Generation agent, load
grouped per unit type, 2: Communication data agent, storage agent
grouped randomly 3: Message content

4: DER constraints

7.2.1 Anomaly detection: Previous work

Before discussing the implementation and evaluation results for the outlined architecture
variants for anomaly detection, previous work on anomaly detection is presented, as it
will be taken into account regarding the development of the overall design concept of the
observer. Previous work considers agent-based management of Battery Energy Storage
Systems (BESS). The agents schedule these devices to enable multi-purpose use [29]. To
do so, the agents perform distributed optimization with others once obligations cannot be
fulfilled any longer. This occurs, for example, due to errors or deviations in forecasts.

The first analysis in previous work considers the impact of information availability on
the detection of anomalies [6]. Anomalies within the exchanged messages of the agent
system, in particular the exchanged power values, were investigated. To do so, anomaly
detection was performed with constraints of the respective DER, such as power limits,
available, and compared to the anomaly detection without these constraints. The impact
of the constraints for different anomaly detection models was considered: isolation forest,
Support Vector Machine (SVM), and an autoencoder.

The results show the importance of device-specific data for anomaly detection. The
overall results for all anomaly detection methods are improved when the constraints are
available, and furthermore, the anomalies can be satisfactorily detected by the autoencoder.

The second part of the previous work considers the impact of architecture variants on
anomaly detection performance. Here, anomalies in the agent system’s communication be-
havior are investigated. A malicious agent sends power-demand requests to its neighboring
agents, even when obligations are fulfilled, and there is no need for an exchange. Two fre-
quencies are investigated: sending anomalous requests every minute and sending requests
every 15 minutes. For the anomaly detection, two architecture variants are considered: a
centralized and a decentralized architecture variant. Additionally, four anomaly detection
models are compared: an isolation forest, a SVM, an autoencoder, and a Graph-Deviation

Network (GDN), which was presented in [150].

The results show that requests occurring every minute can be detected more effectively
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by decentralized anomaly detection across all model types. However, the requests occurring
every 15 minutes are more readily detectable by the centralized anomaly detection.

The results, therefore, imply that the architecture decision affects anomaly-detection
performance. Furthermore, no single architecture outperforms the others; no architecture

choice can be suggested.

7.2.2 Anomaly detection: Implementation

For the implementation of the anomaly detection, previous work was also taken into account.
Here, several techniques for anomaly detection in agent-based applications are compared,
in which an autoencoder, among others, predominantly achieved the best results [29]. In
recent literature considering anomaly detection, the combination of the autoencoder concept
with the transformer, yielding the transformer-based autoencoder [71], is a promising
approach due to successfully performing in anomaly detection [72]. It provides a successful
approach to fault detection, even when applied in real-time [151]. Therefore, the transformer-
based autoencoder is considered for anomaly detection for the following experiments. The
implementation of the anomaly detection model is publicly available and includes details
of the configuration. For the implementation, the package pytorch was used, as it already
provides many elements of the transformer autoencoder architecture, for example, the
TransformerEncoderLayer?. The transformer autoencoder comprises two linear layers that
adapt the input and output data dimensions to the requirements of the transformer model.
Additionally, the transformer encoder, processing the input data, and the transformer
decoder, reconstructing the input data as output, are defined. Transformer encoder and
decoder furthermore apply the positional encoding, to ensure the input data is position-
related coded. The input data is processed by the encoder, which creates an internal
representation of the data, which is used by the decoder to reconstruct the input. As the
optimizer, Adam was implemented due to its good performance in recent literature for
transformer-based autoencoders [152] and autoencoders [153].

Several hyperparameters affect the performance of the anomaly detection and were
optimized using a grid search for each anomaly detection scenario. The input dimension
of the model is selected according to the number of features. For the dimension of the
model, which determines the in- and output dimensions, the following values have been
investigated: 32,64, 128. As the number of multi-head attention models, 8 have been chosen.

The encoder and decoder each contain 2 sub-encoder layers. Initial experiments regarding

"https://gitlab.com/digitalized-energy-systems/models/detection-and-prediction-of-
communication-incidents-in-cpes, last access on: 06.03.2026

*https://docs.pytorch.org/docs/stable/generated/torch.nn. TransformerEncoderLayer.html, last ac-
cess on: 06.03.2026


https://gitlab.com/digitalized-energy-systems/models/detection-and-prediction-of-communication-incidents-in-cpes
https://gitlab.com/digitalized-energy-systems/models/detection-and-prediction-of-communication-incidents-in-cpes
https://docs.pytorch.org/docs/stable/generated/torch.nn.TransformerEncoderLayer.html

7.2 OBSERVER: ARCHITECTURAL EVALUATION |

the number of attention models and sub layers result in no large performance deviations,
which is why these values are chosen and not further evaluated. For the dimension of the
feedforward model (dim__feedf orward), the following values have been considered: 128, 256.
The initial learning rate is between 0 and 1, often below 0.2 [75]. Here, three values have
been investigated for each dataset: 0.1,0.01,0.001. The best-performing learning rates have
been 0.01 and 0.001. For dropout, values of 0.1,0.01,0.001 have been investigated. For
batch sizes, 32,64 and 128 are investigated. Regarding the number of epochs for training,
100 — 200 have been investigated. As no large performance changes have been identified
between the numbers of epochs, 100 have finally been chosen due to a shorter runtime.
In Table 7.5, the options for the hyperparameter and the chosen values after grid search

optimization are summarized.

Table 7.5: Hyperparameter selection for the implementation of the transformer-based au-
toencoder for the anomaly detection of compromised process data (evaluation

part 1)
Hyperparameter Options Chosen value
d__model 32,64,128 64
dim,__feedforward 128, 256 128
dropout 0.1,0.01,0.001 0.001
learning rate 0.1,0.01,0.001 0.01,0.001
batch size 32,64, 128 128
epochs 100, 200 100

To identify anomalies, reconstruction errors are used. Here, identifying a threshold for the
error, above which the entries are considered anomalies, is essential. A threshold depends
on the respective dataset and type of anomaly; for different kinds, different thresholds are
optimal. To find suitable thresholds, the normal operation was taken into account. Here, the
maximum error of the normal operation was considered. It is assumed that the transformer-
based autoencoder learns the normal operation correctly, meaning that anomalies in the
training and test data would imply larger reconstruction errors. To compare the errors and
identify a suitable threshold, the mean squared error of the normal operation was taken
into account as orientation. This may also vary depending on the respective dataset.

Regarding the consideration of time, several variants have been investigated, such as
taking actual timestamps or continuously counting seconds from the start date. The last
has been identified as most suitable regarding the performance.

Regarding the datasets, the proportion of anomalies is always below 1%, to have a
realistic representation of anomalies. The actual number depends on the respective type

of anomaly, as the manipulated agent always sends compromised data with a certain
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percentage. In Table 7.6, an overview of the respective datasets is given, considering the
different characteristics of the anomalies (size of manipulation and manipulated agent),

the number of messages per dataset, and the proportion of anomalies.

Table 7.6: Overview of anomaly detection datasets with anomalies resulting from compro-
mised process data (evaluation part 1)

Manipulation size and | Number of messages Proportion of anomalies
agent

Normal operation 540.000 0%
Small, generation agent 41.903 0,6%
Medium, generation agent | 46.658 0,5%
Large, generation agent 42.567 0,7%
Small, load agent 41.077 0,3%
Medium, load agent 41.4590 0,5%
Large, load agent 40.984 0,3%
Small, storage agent 42.307 0,4%
Medium, storage agent 41.023 0,2%
Large, storage agent 42.077 0,3%

The proportion of anomalies is calculated considering data from the entire network.
However, for some architecture variants, only a subset of the data is considered, e.g.,
decentralized anomaly detection considers only data from a single agent. Since this agent is
the manipulated one, excluding data from other agents effectively excludes non-anomalous
data. Therefore, the proportion of anomalies would increase for the decentralized and
grouped architecture variants. In order to ensure comparability between the architecture
variants, it is essential to ensure a similar number of anomalies per dataset. To do so,
additional data was included for decentralized and grouped architecture variants. In detail,
it is ensured that the proportion of anomalies is always below 1%, specifically between 0.2
and 0.7% for all datasets and all architecture variants.

Having the datasets available, several options for the features exist. Depending on the
information level considered, some features may not be available; for instance, features
related to the message content are not available at the first two levels.

In Table 7.7, each information level, including the corresponding possible feature selection,
is displayed. For the information levels, every following level includes the information of the
previous one, e.g., all levels contain information about the agent and the respective time of
the message. The same is true for the features; feature information from the previous levels
is also part of the following levels, e.g., levels 2-4 have the message delays available. During
the development of the anomaly detection, the best suitable feature combination regarding

the performance was investigated. An overview per dataset, which feature combination
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leads to the best anomaly detection performance, is given in the appendix.

Table 7.7: Information levels and corresponding features from the anomaly detection with
compromised process data (evaluation part 1)

Information level Features available
Level 1: Agent and timestamp Agent, time
Level 2: Communication information Message delay, current traffic (current sec-

ond), current traffic (10 seconds), current
traffic (100 seconds)

Level 3: Message content Message ID, current solution, current cho-
sen schedule, message type
Level 4: Additional information upper limit, lower limit, forecast deviation

7.2.3 Anomaly detection for compromised data: Results

The following presents the anomaly detection results for the compromised process data. For
evaluating the anomaly detection results, the following metrics are used. Precision assesses
which predicted positive entries are correctly classified, whereas sensitivity evaluates the
ability to find anomalous entries. Specificity is considered when determining how well
negative instances are detected. Additionally, the F1 score is computed, which combines
the previous two metrics.

In Figure 7.3, the anomaly detection results for the small manipulation size for the
generation agent are displayed. It shows the precision, sensitivity, specificity, and the F1
score for all four architecture variants and all four information levels. The overall results are
poor, with a maximum precision of 0.31 and a maximum F1 score of 0.47. The sensitivity
is quite high, except for two exceptions: the unit-type group at information level 2 and the
decentralized-architecture variant at information level 3. Furthermore, between information
levels 1 and 2, no real difference in performance is observed. However, from level 2 to
level 3, there is a small improvement across the centralized, decentralized, and randomly
grouped variants. From information level 2 to 3, improvements can be seen across the
centralized, decentralized, and random group architecture variants. Overall, centralized
and decentralized anomaly detection achieve the best results, but they are still poor.

Considering the results for the storage agent and the small manipulation strength, de-
picted in Figure 7.4, no satisfactory anomaly detection is achieved. The results are again
very poor (maximum F1 scores all below 0.3). It is evident that adding insight into the
messages improves the results (for example, the F1 score increases from 0.19 to 0.28 for
the decentralized architecture variant), but the results remain poor. Here, the architecture

variant that groups the units per type achieved the best; however, no good results.
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Level 1 Level 2 Level 3 Level 4 10
Centralized 1 0.8 093
-0.8
Decentralized 1
0.6
Grouped unit type 1 2 072 0.4
0.2

Grouped randomly

Figure 7.3: Anomaly detection results for compromised process data with a small manipu-
lation strength, considering a generation agent as malicious agent (evaluation
part 1)

Level 1 Level 2 Level 3 Level 4
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Centralized 0.94 0.98
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Grouped unit type 0.98 0.99
0.2

Grouped randomly

Figure 7.4: Anomaly detection results for compromised process data with a small manip-
ulation strength, with a malicious load agent (evaluation part 1)

The results for the storage agent at small manipulation are similar to those for the other

unit types, as shown in Figure 7.5.
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Figure 7.5: Anomaly detection results for compromised process data with a small manip-
ulation strength, considering a manipulated storage agent (evaluation part 1)

Insight into the message content improves detection performance for the decentralized
variant (F1 score from 0.18 to 0.48), yielding the overall best, though still unsatisfactory,

results.

From small to medium manipulation sizes, the results are substantially better across
all levels, as shown in Figure 7.6, which contains the results for the generation agent
on the medium-sized manipulation. Having information from level 3 available improves
results across all observer variants (F1 scores increase from 0.16 to 0.66 or from 0.21
to 0.85, for example). Insight into the available messages is thus essential for detecting
anomalies. Additionally, small improvements are observed between information levels 3
and 4 across all architecture variants. Overall, the best and only satisfactory results are
achieved by decentralized anomaly detection for medium-sized manipulations, especially
given information level 4 (all metrics above 0.88). The other architecture variants yield

similar results but are worse than the decentralized one.

In Figure 7.7, the results for the anomaly detection for medium-sized manipulation for
the load agent are shown. The anomaly detection models yield worse results than the
generation agent; however, the behavior is similar: the decentralized anomaly detection
achieves the overall best results (all metrics above 0.42), and insight into the messages also
improves detection performance (F1 score from 0.17 to 0.53). The second-best results are

achieved by the architecture variant grouped by unit type.
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Figure 7.6: Anomaly detection results for compromised process data with a medium
manipulation strength, considering a generation agent as malicious agent
(evaluation part 1)
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Figure 7.7: Anomaly detection results for compromised process data with a medium
manipulation strength, considering a malicious load agent (evaluation part 1)

The results for the medium-sized manipulation for the storage agent are shown in
Figure 7.8.
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Figure 7.8: Anomaly detection results for anomalies in compromised process data with
a medium manipulation strength, considering a manipulated storage agent
(evaluation part 1)

The results for the storage agent are similar to the load agent results, and are also not
satisfactory. The overall best results are achieved by the decentralized and grouped per
unit type architecture variants, considering insight into the messages as available. Given
the centralized and also the random group architecture variants, the anomaly detection

was not successful.

Regarding the anomaly detection results for the large manipulation sizes, as depicted
in Figure 7.9, the same behavior is observed: adding the contents of the messages to the
anomaly detection data improves the performance. Overall, the only satisfactory results
are again achieved by the decentralized anomaly detection for information levels 3 and
4 (all metrics above 0.8). The centralized anomaly detection variant achieves the second-
best results. Overall, adding the message content to the anomaly detection improves the

performance of all variants.
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Figure 7.9: Anomaly detection results for compromised process data with a large manipu-
lation strength, considering a malicious generation agent (evaluation part 1)

Regarding the manipulated load agent, the detection performance for the large manipu-

lations is shown in Figure 7.10.

Level 1 Level 2 Level 3 Level 4
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Figure 7.10: Anomaly detection results for compromised process data with a large manip-
ulation strength, considering a compromised load agent (evaluation part 1)
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The results are also similar: the decentralized anomaly detection achieves satisfactory
performance (all metrics above 0.8), whereas the other architecture variants perform worse.
Adding the message content yields substantial improvements (e.g., F1 score from 0.09 to
0.34 for the grouped unit type).

For the storage agent, even with large manipulations, the results are not good; even
the best results have a precision below 0.3. In comparison, the decentralized architecture
variant archives the best results. The results are shown in Figure 7.11.

Overall, anomalies in storage agents are very difficult to detect, regardless of architecture
or strength. Although it is clear that insight into the messages improves overall performance
and that distributed anomaly detection achieves the best results, even these are not good
(precision below 0.3). This can be explained by the fact that storage agents exhibit very
heterogeneous behavior in normal conditions. These are the only agent types that can
both feed in and feed out, i.e., they cover larger value ranges. Furthermore, the feasible

schedules for these systems are determined with a high degree of randomness.
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Figure 7.11: Anomaly detection results for compromised process data with a large ma-
nipulation strength, considering a storage agent sending compromised data
(evaluation part 1)

Previous work has also addressed anomaly detection for storage agents, specifically for
BESS. Here, the anomalies were detected well (precision, recall, and F1 above 0.8). The
experiments have been based on actual data as preparation for field experiments. This

suggests that anomalies can be detected more effectively in a setting closer to reality, as
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the systems are given target values that are less heterogeneous. The inability to detect
small anomalies can also be explained by heterogeneity in the normal data. There, too,
are many different values for each agent, so slight deviations in the corresponding values
cannot be detected, as these values might occur during normal operation. Here, depending
on the use case, it has to be evaluated how extensive these small deviations are and how
they actually impact other agents. As other agents choose their control strategy based
on their interactions, they are implicitly affected. However, given small manipulation, the
actual impact has to be determined to evaluate the criticality of non-detected anomalies.

When comparing results on manipulation strength, more pronounced anomalies are
more easily detected. This aligns with previous results and can be attributed to the greater
magnitude of the deviations. However, there is one exception to this point in the generation
agent. Medium-strength anomalies are detected more reliably overall than strong ones,
especially by the centralized and grouped architecture variants. This can be explained by
the fact that the anomalies also affect the overall system. If one agent chooses very high
power values, the others adapt to this and select the power values that best contribute to
the common goal, given their local capabilities. Thus, if one agent chooses an operation
schedule with very high values, the others select schedules that best adapt to it. Values
that do not occur in normal behavior, therefore, also lead to schedule selections among
the non-manipulated agents that may not happen in normal behavior. For this reason, the
effects of the anomalies on the overall system are very large, as the behavior of the entire
system changes. This could also explain why the decentralized anomaly detection models
achieve the best results in each variation, as it might be a challenge for the centralized
detection to learn the changes in the behavior of the system, which are adaptations to the
behavior of the manipulated agent.

Overall, the anomaly detection results indicate that insight into the messages is essential
for detecting anomalies in the values. Anomalies in compromised process data can not be
detected in the communication behavior; the message content has to be available. With
additional unit data available, as in DER constraints, performance improvements are often
only slight. As the manipulations occur within the exchanged message, the message content
is essential for detecting anomalies. However, the anomalies within the messages also affect
the agent system’s behavior, as shown in previous investigations regarding the impact of
compromised data on the system [28]. These changes can not be detected by the anomaly
detection approaches.

Regarding the architecture variants, the decentralized anomaly detection achieves the
best results by far across all anomaly strengths. In second place, sometimes the centralized
architecture variant is placed, and sometimes one of the grouped architecture variants.

This is also true when no insight into the available messages is available.
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7.2.4 Discussion: Observer design

For the discussion of the observer design, first, the key outcomes of the previous investiga-
tions are summarized. Overall, it is very challenging to detect anomalies in data, especially

when there is no insight into the messages.

e The decentralized architecture variant overall achieves the best and only satisfactory

results for the compromised process data.
e Small anomalies within the data are not detected.

e Anomalies in load and generation agent data are best detected; however, anomalies

in storage agent data are not detected well.

e Overall satisfactory results are achieved for generation and load agents, for medium

and large manipulations, and for the decentralized architecture variant.

e Regarding the information levels, adding insight into messages always improves per-
formance. From level 1 to 2 and 3 to 4, sometimes improvements are observed; adding

the information of level 3 always improves the detection rate.

e Anomalies in the values are not detectable without insight into messages. While the
anomalies in the values appear in the messages, the sending of manipulated messages
also impacts the behavior of other agents, which will react differently. Effects of
compromised data are visible in metrics without requiring message content, such
as the communication traffic, as shown in Section 5.4 and the optimization and
transmission duration [25, 29]. For this reason, the anomaly detection with no insight
into the messages was also investigated, in order to evaluate whether these changes

in the behavior are to be detected.

The overall results of the anomaly detection, therefore, emphasize the relevance of a
decentralized architecture variant for the observer design. For the detection of anomalies in
messages and compromised process data, a decentralized observer design is essential. This
aligns with assumptions regarding the information availability in decentralized control of
CPES, as the local data might not be available at a central location for detection.

The results of previous work regarding anomalies within the communication behavior
of agents are also to be taken into account. Agents would send requests to other agents
even if there is no need to do so. For these types of anomalies, two observer architecture
variants have been investigated: a decentralized observer, considering data of only one
agent, and a centralized architecture, considering data of the entire system. Results show

that none of the architecture variants was more suitable for the observer design, as for
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some anomalies within the communication behavior, the centralized observer achieved
better results, for other anomaly characteristics, the decentralized one. Thus, for a similar
application but a different threat, other architectural variants might be suitable. Depending
on the incident happening, different detection architectures are required. Taking this point
into account emphasizes the relevance of a multi-leveled observer design [25], as shown
in Figure 7.12. The multi-level architecture variant considers a centralized observer as a
secondary instance, in addition to decentralized observers. The centralized observer is able
to monitor the entire system, considering all agents, but without having insights into the
message content. The decentralized observer performs anomaly detection for one agent,
considering local data. The decentralized observer thus has access to information level 3 or
4, the centralized observer only to 1 or 2. By implementing such an architecture variant,
privacy constraints are kept as local information is not exchanged. Still, this architecture
variant enables the decentralized observers to detect anomalies in the exchanged messages

and the centralized component to detect anomalies in the overall system behavior.

Thu Jan 22
2026 15:45:46

Observer

Observer

Observer

Figure 7.12: Suggested multi-level anomaly detection (adapted from [25]). The architecture
variant combines a centralized observer, taking into account the messages of the
agent system, and decentralized observers, considering the insight of messages
and local DER data.
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Resulting design implications for the observer concept from evaluation part 1

Regarding the architectural evaluation of the observer, the following findings are

identified, which are to be taken into account for the second part of the evaluation:

e The decentralized architecture variant is the most suitable for identifying

anomalies in the values of the exchanged messages.

e Insight into the messages is required to detect anomalies in the values of the

exchanged messages.
e Depending on the incident type, different architectural approaches are suitable.

e The multi-level architecture variant, combining a decentralized approach with
insight into the messages and a centralized variant to observe the system

behavior, seems promising.

The multi-level architecture variant appears to be a promising approach to anomaly
detection due to the fact that it covers multiple variants. This might allow the
detection of several incident types, as the evaluation results of the observer show
that, depending on the incident type, different architectural approaches are suitable.
Therefore, for evaluation part 2, the design of the observer as a multi-level variant,
consisting of a decentralized approach with insight into the messages, as results
have shown the suitability of the decentralized architecture variant for anomalies
within values of exchanged messages. The second part of the multi-level architecture
variant is a centralized observer without insight into the messages, allowing to detect

anomalies affecting the overall agent system behavior.

7.3 CONTROLLER: ARCHITECTURAL EVALUATION

For the controller evaluation, different actions are implemented for each controller archi-
tecture variant, depending on the available actions regarding units affected by the actions,
according to the parts of the system to be controlled. For the evaluation, two phases are
considered, as developed in Section 6.3.1. The developed concept has been used to identify
processes for fulfilling these phases. To do so, several assumptions were made. Depending
on the constraints of the respective use case or optimization approaches, details of the steps
would have to be adjusted. An overview of the controller architecture variants performing

the topology adaptation (phase 1) and task reassignment (phase 2) is given in the following.

Phase 1: Topology adaptation (agent exclusion). The controller excludes the compro-
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mised asset. Here, the centralized controller not only excludes the asset but forms a
new communication topology without it and informs the other agents. The decen-
tralized controller cannot determine a new communication topology for the entire
system, as it only has knowledge of its neighbors rather than of the entire system.
It therefore excludes the asset from its system state and informs its neighbors, who
will do the same. The multi-level architecture variant begins with the decentralized
controller identifying a malicious agent and then excluding it from the system state.
The agent will inform its neighbors and the centralized controller, which will then
determine a new communication topology that excludes the malicious agent and send
it to all agents. To ensure that no invalid values are considered in the negotiation,
the current negotiation must be stopped before adjusting the topology. After the
topology has been adjusted, a new optimization can be started. This allows the
system to return to its initial state with an adjusted topology, excluding compro-
mised agent(s). This enables the implementation of this control action in further
consensus-based approaches. However, the approaches must be extended to include
messages regarding the exclusion of agents (by the controller), and these types of

messages must be added accordingly.

Phase 2: Task reassignment. The centralized controller can reassign the malicious agent’s

task to another agent, since it knows the tasks of all agents, including the addresses
of the DER. Typically, the task of managing the DER can be reassigned. The cen-
tralized controller will do this right after determining a new communication topology
for the system. Given decentralized control structures, task reassignment may be
possible only in selected cases, as it cannot be assumed that agents have the requisite
knowledge about their neighbors. For this setting, it was assumed that agents of the
same asset type know about each other, as in a grouped setting, for example, as a
number of wind units belonging to a wind park, controlled together. Thus, during
evaluation, the decentralized controller will reassign the task of a malicious agent to
itself if it knows the unit type and is of the same type. It will do this after excluding
the malicious agent and informing its neighbors, in a second step. For the multi-level
controller, two variants are considered. First, the decentralized controller excludes
the malicious agent and informs the centralized controller about a malicious asset.
In the first case, the decentralized controller knows about the malicious agent’s unit
type and reassigns its task to himself. Thus, the centralized controller will only com-
pute a new communication topology. In the second case, the decentralized controller
informs the centralized one, but also asks for a reassignment, as it does not know

the malicious agent’s type. Therefore, the centralized controller will calculate the
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new communication topology excluding the malicious agent, and afterwards, it will
reassign the task of the malicious agent to another one, as it has knowledge about the
agents’ tasks and the respective addresses. Task reassignment is only possible if the
DER remains reachable. If the incident also affects the entire unit to fail, reassigning

the task is not possible.

Depending on the respective incidents identified in Section 4.2, different control actions

are required. In the following, the control actions to be evaluated for each incident type

are discussed. An overview of the actions taken for each incident is provided in Table 7.8.

Table 7.8: Incidents and corresponding controller actions

Incident Controller actions

Asset failure Topology adaptation, task reassignment
Communication failure Task reassignment

Communication delays Topology adaptation

Compromised process data Topology adaptation, task reassignment

o Asset failure. If an asset fails, the topology is first adapted to exclude this specific
type. Next, if possible and the respective DER remains reachable and available, the

task of controlling the DER is reassigned to another agent.

e Communication failure. If communication from the aggregator to the field fails,
the aggregator’s role is reassigned to another agent. This way, the optimizations
within the energy community are still successful, terminating, and the solution is
communicated. However, the communication to the grid agent might not be available
anymore. If communication from the field to the aggregator fails, i.e., if one selected
agent is no longer able to communicate with the aggregator, the communication role
to the aggregator is reassigned to another agent. Depending on the incident, the
entire communication from the field to the control center may fail. In this case, the
energy community still performs local optimizations, however, without input from the
control center (as control signals from the grid agent). If that is the case, reassigning
the aggregator role to another agent within the field is also a possible solution, as

evaluated in the first step of the communication failure.

e Communication delays. If delays are introduced for a selected agent, the entire negoti-
ation process slows down. In this case, an adaptation of the communication topology

is essential to enable other communication paths.

e Compromised process data. If a malicious agent sends compromised data, the exclu-

sion of this agent is done by first adapting the respective communication topology
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to isolate the faulty unit. Afterwards, if the DER is still reachable and available, the

task of managing the DER can be reassigned to another agent.

The controller is active in response to observer triggers. The observer, therefore, informs
the controller of constraint violations, either determined by anomaly detection or rule

violations, and the controller can thus react accordingly.

7.3.1 Control during asset failure: Results

As described in Section 5.4, the failure of an asset impacts the solution quality, exchanged
messages, solution feasibility, and system coverage. The transmission duration is not affected
by the asset failure, as shown previously. This does not change during all controller variants
being active. The results can be found in the appendix in Section A.3.

In Figure 7.13, the process for the exchanged messages for asset failure is depicted,
starting with the normal operation. The incident begins as depicted, and later, the controller
becomes active. The centralized controller is shown here as an example. It can be seen
that the acceptable range of the regular operation is left once the incident starts and is

reached again once the controller is active.
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Figure 7.13: Exchanged messages depicted for the asset failure incident. The exchanged
messages for the optimizations without any incident happening (until step
42), with the asset failure occurring (from step 42 onward), and with the
controller becoming active (from step 81) are shown. The acceptable range
was determined by normalizing normal operating data without any incidents.

The solution qualities for the setting without control and for each of the controller variants

are shown with only topology adjustments in Figure 7.14a and for topology determination
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and task reassignment in Figure 7.14b.
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(b) Topology adaptation and task reassignment

Figure 7.14: Impact of controller architecture variants during asset failure on the solution

quality: the solution quality during the incident of a failing asset with no
controller, a centralized controller, a decentralized controller, and a multi-level
controller (evaluation part 1).

Without any control active, the solution quality is not affected by the asset failure. Even
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without control, the acceptable ranges for the solution quality are maintained. Having
different controller(s) available, this is also achieved. Even though there are differences
in the respective solution qualities of the distinct control architecture variants, all three
control types achieve solution quality within acceptable ranges at all times. This is true
for only adapting the topology, and also when adapting the topology and reassigning the
task of the compromised agent.

For the number of exchanged messages with topology adaptation, shown in Figure 7.15,
the centralized and decentralized controllers achieve similar behavior by keeping the ex-
changed messages within the acceptable range after performing topology adaptations. For
the multi-level controller, in a small exception, fewer messages are exchanged than in nor-
mal operation. This can be explained by changes in the new communication topology,
which affect the system’s communication behavior. This is essential to ensure the system’s

functionality and should not be interpreted as indicating a lack of robustness.
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Figure 7.15: Impact of controller architecture variants during asset failure on the ex-
changed messages: no controller, centralized controller, decentralized con-
troller, and a multi-level controller during asset failure with topology adapta-
tion (evaluation part 1).

In Figure 7.16, the exchanged messages during the asset failure incident are shown,
with no controller, a centralized, decentralized, and multi-level controller. Each controller
is performing topology adaptation and task reassignment. The results show that the
number of exchanged messages is below the acceptable range, which was determined with

operational data without incidents. As one agent fails and is excluded from the system,
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fewer messages are exchanged. Additionally, one agent now performs two tasks that were
previously handled by two agents. Thus, the messages of one agent now cover two DERs,

which also affects the message exchanges.
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Figure 7.16: Impact of controller architecture variants during asset failure on the ex-
changed messages: no controller, centralized controller, decentralized con-
troller, and a multi-level controller during asset failure, with topology adapta-
tion and task reassignment. The acceptable range of the exchanged messages
is based on system behavior without incidents (evaluation part 1).

In Table 7.9, the solution feasibility and the system coverage are analyzed. For all three

unit types and architecture variants, the solutions are feasible.

Table 7.9: Impact of controller architecture variants and controller actions during asset
failure on constraint fulfillment (evaluation part 1). The system coverage is
investigated based on the evaluation results.

Control action Architecture Solution feasibil- | System coverage
variant ity
Centralized v Failure-dependent

Topology adaptation| Decentralized v Failure-dependent
Multi-level v Failure-dependent
Centralized v v

Task reassignment | Decentralized v Partially
Multi-level v v
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Figure 7.17: The exchanged messages for several optimizations with no incident occurring
(until step 43), the incident of a communication failure occurring (from step
43 onward), and a centralized controller becoming active during the incident
(from step 97). The acceptable range was determined using normal operation
data with no incident happening.

Regarding system coverage, the control action topology adaptation is insufficient if the
DER remains reachable. In this case, to ensure the consideration of the available assets
of the entire system, a task reassignment is required. Thus, with the task reassignment,
the system is completely covered with the centralized and multi-level architecture variant.
Regarding the decentralized architecture, the system coverage is only partially accurate,
as it applies only to applications in which the respective decentralized controller is aware

of the failing agent’s type.

7.3.2 Control during communication failure: Results

For the communication failure, two cases are considered, as presented in Section 4.2:
the failure of the communication from the aggregator to the field and, vice versa, the
communication from the field to the aggregator fails.

An example behavior for the exchanged messages is shown for the failing communication
of the aggregator in Figure 7.17. The process includes the normal operation, the incident
starting, and then the controller (here, centralized) being active. The optimization in which
the controller starts to become active is derived from the log data of the evaluation results.

In the following, an overview of the behavior of the agent system is given for both
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Figure 7.18: Impact of no controller and controller architecture variants (centralized, de-
centralized, multi-level) during the communication failure incident (com-
munication failing from aggregation level to field and from field to aggregation
level) on the solution quality (target fulfillment). The acceptable ranges for
target fulfillment are based on system behavior without incidents (evaluation
part 1).

communication failure variants (communication to field fails, communication from field
fails) for all control types: with no control, with a centralized, a decentralized, and a

multi-level controller.

The investigations of the communication incidents regarding their effects on the agent
system, as described in Section 5.4, show that the incident of communication failure does
not impact the solution quality. However, as the quality is part of the robustness evaluation,
this metric is still shown here with and without control, depicted in Figure 7.18. It can be
seen that, even without any controller active, the solution quality remains within acceptable

ranges. With all controller types, the ranges are still achieved.

The transmission duration, shown in Figure 7.19, falls within the acceptable ranges both
without a controller and with controller architecture variants, except for the decentralized
controller during communication failures from the aggregator to the field. When commu-
nication from the field to the aggregator fails, transmission durations can be short. This is
because this part of the communication is not functioning correctly. As the aggregator is
not part of the optimization process and communication with the aggregator is not possible,

this can occur because the delay times in the field are shorter than the time required to

103



104 | EVALUATION

No controller Centralized controller Decentralized controller Multi-level controller

1.0

0.8

0.6

0.4 °©

Transmission duration

oo
oo
oo
oo

0.2

o

Aggregation Field Aggregation Field Aggregation Field Aggregation Field

Acceptable range

Figure 7.19: Impact of controller architecture variants during communication failure
on the transmission duration, considering the acceptable ranges for the
transmission duration, based on normal data from operation without incidents
(evaluation part 1)

reach the aggregator.

The behavior of the agent system with respect to the exchanged messages is shown in
Figure 7.20. Without control, the number of exchanged messages varies greatly, exceeding
the acceptable range determined from normal operation. With all controller types, the
exchanged messages are mostly within the ranges, with some exceptions for the commu-
nication failing from the field to the aggregator. These exceptions can be explained by
the fact that if communication to the aggregator, and thus to the control center, fails, no
messages containing possible control signals are included in the optimizations. Therefore,
some messages are no longer exchanged in the system.

The performance regarding the solution feasibility and solution quality is shown in
Table 7.10. For both communication failures (from aggregation to field and the other way
around), respective tasks are assigned to other agents, such as the aggregation task or the
communication task for forwarding optimization results as an interface to the aggregator.
For both cases and all controller architecture variants, feasible solutions are achieved, and
the system is entirely covered. This is only true for the agent system in itself. Here, all
components are considered, and the solution is feasible for the entire system. The respective
grid constraints are not guaranteed, as they are not part of the optimization. However, as

communication with the field fails, the only possible solutions are within the neighborhood
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Figure 7.20: Impact of controller architecture variants during communication failure on
the exchanged messages. The acceptable range of the exchanged messages is
determined according to the system behavior without any incidents occurring
(evaluation part 1).

grid. The communication to the field would need to be reestablished for the solution to

accommodate external grid or market constraints.

Table 7.10: Impact of controller architecture variants during communication failure on
the constraint fulfillment (evaluation part 1)

Control action Architecture Solution feasibil- | System coverage
variant ity
Centralized v v

Task reassignment | Decentralized v v
Multi-level v v

7.3.3 Control while communication delays: Results

For the communication delay incident, impacts on the transmission duration have been
found with no control. An example process is shown in Figure 7.21 for a decentralized
controller. The process considers compromised data of a manipulated load agent. It starts
with normal operation, then the incidents begin, and later, the controller starts to take

action. The process illustrates the impact of the incident and the controller’s actions.
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Figure 7.21: Transmission duration without any incident happening (until step 47),
during the communication delays incident (starting at step 47), and with
a decentralized controller being active (from step 63 onward). The acceptable
range was determined using normal operating data with no incidents.
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Figure 7.22: Solution quality during communication delays with no controller, a cen-
tralized, decentralized, and a multi-level controller, performing topology adap-
tation. The acceptable range depicts the normal operation ranges without
incidents happening (evaluation part 1).
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Figure 7.23: Impact of controller architecture variants for topology adaptation during com-
munication delays on the transmission duration: no controller, central-
ized controller, decentralized controller, and multi-level controller (evaluation
part 1).

Regarding solution quality, even without control, acceptable ranges are achieved. As
part of the robustness evaluation, the solution quality and the controller’s effect on it are
to be investigated. As shown in Figure 7.22, for all controller types, the solution quality is
within acceptable ranges.

The transmission durations are shown in Figure 7.23 for no control, the centralized
controller, the decentralized controller, and the multi-level controller. The acceptable ranges
are exceeded if no controller is active during communication delays. During all three
controller types being active, some durations are below the acceptable range or at the
margin. These changes in the transmission durations can be explained by changes in the
system’s communication behavior due to controllers’ adapted communication topologies.

The number of exchanged messages is shown in Figure 7.24. The controller action
considered here is the adaptation of the communication topology. The results show that
with no controller and with all controller types, the number of exchanged messages varies
greatly. This underlines the impact of the communication topology on the agent system
behavior.

The results show that, for all three controller concepts, the solution quality is within
acceptable ranges during communication delays. This is already the case without any

control, as both metrics are not affected by communication delays in the system. Regarding

107



108

| EVALUATION

No controller Centralized controller Decentralized controller Multi-level controller
o
1.4
8
1.2 o g
e
o
£ 1.0 i
= o
©
g
£0.8 e
?
o 0
c ]
-
& -
0.4
1 1
=
0.2
0.04 -+
Generation Load Storage Generation Load Storage Generation Load Storage Generation Load Storage

s Acceptable range |

Figure 7.24: Impact of controller architecture variants for topology adaptation during com-
munication delays on the exchanged messages (evaluation part 1)

Table 7.11: Impact of controller architecture variants during communication delays on
the constraint fulfillment (evaluation part 1)

Control action Architecture Solution feasibil- | System coverage
variant ity
Centralized v v

Topology adaptation| Decentralized v v
Multi-level v v

the transmission durations of the messages and the exchanged messages, deviations are
happening with no control and during any type of controller being active.
In Table 7.11, the solution feasibility and system coverage for the communication delays

are shown. For all control types, all solutions are feasible, and the entire system is covered.

7.3.4 Control during compromised process data: Results

The following results show the impact of all controller types across the three manipulation
sizes on compromised process data. In Figure 7.25, the small manipulations are shown for
all unit types and all controller architecture variants, in Figure 7.26 for the medium-sized,
and in Figure 7.27 for the large manipulations.

The results show that even with large manipulations, the final solution quality remains

within the expected ranges without control. The manipulations are only happening with
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Figure 7.25: Impact of no controller and the controller architecture variants (centralized,
decentralized, multi-level) during compromised process data on the solu-
tion quality (small manipulations) (evaluation part 1)
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Figure 7.26: Impact of controller architecture variants during compromised process
data on the solution quality (medium-sized manipulations): no controller,
centralized controller, decentralized controller, multi-level controller (evalua-

tion part 1)
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Figure 7.27: Impact of controller architecture variants (no controller, centralized controller,
decentralized controller, multi-level controller) during compromised process
data on the solution quality with large manipulations (evaluation part 1)

a certain probability. Thus, not every message of the manipulated agent is manipulated.
Furthermore, the incident might start during an ongoing optimization process. In both
cases, other agents have stored a feasible solution that contains the manipulated agent’s
schedule. Thus, even if the manipulated agent provides solutions with large manipulations,
if their quality is worse than that of solutions under the other schedule, these compromised
solutions will be neglected. Therefore, final solutions are often within the normal operation
range. If the first solution, or any of the solutions from the manipulated agent, is significantly
improved by the manipulations, or if it yields a better solution as a result, this solution
might be the final one. The impact of a malicious agent continuously lying about the
existence of better solutions has already been investigated, leading to negotiations that
run until timeouts [89]. Figure 7.28 illustrates the variations of the solution quality over
the optimization processes. First, Figure 7.28a shows a single optimization process. In
Figure 7.28b, multiple processes are shown. It can be seen how many invalid solutions are
part of the overall negotiation processes. This underlines the importance of analyzing the
feasibility of the final solutions. Even if the final solution quality falls within the normal
operating range, it may contain invalid schedules due to manipulations. These also affect
the other agents, as their schedule choices adapt to the manipulated one.

An example of multiple optimizations under different conditions is shown in Figure 7.29

with respect to solution quality. The solution quality is outside of the normal operating
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Figure 7.28: Solution quality variations, considering a generation agent sending compro-
mised process data with large manipulation sizes (evaluation part 1)
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Figure 7.29: The solution quality (target fulfillment) with no incident happening (until step
47), the incident of compromised process data starting (from step 47), and a
controller taking control actions (starting with step 59). The acceptable range
for the target fulfillment was determined using data from periods without any
incidents.
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range once the incident starts, but when the controller is active, it is within acceptable

ranges.
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(b) Topology adaptation and task reassignment

Figure 7.30: Impact of controller variants (no control, centralized, decentralized, multi-
level) and controller actions (topology adaptation, task reassignment) during
compromised process data on the solution quality (evaluation part 1)

The solution quality during compromised process data and with different control types is
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shown in Figure 7.30, aggregated for all manipulation strengths. For all control types, the
quality of the final solutions is within the ranges after the topology adaptation, as shown
in Figure 7.30a. This is also true in the case of topology adaptation and task assignment

as control actions (see Figure 7.30b).

The transmission durations are not affected by the compromised process data, as shown
in Section 5.4. This is also true for all controller architecture variants, with small exceptions,
with only the topology adaptation, and with topology adaptation and task reassignment.

The results can be found in the appendix in Section A.3.

The number of exchanged messages is shown in Figure 7.31. Without any control, the
ranges are exceeded. This is also the case if the topology adaptation is done, for all
controller types, as shown in Figure 7.31a. Once the topology adaptation is combined with
the task reassignment, the number of exchanged messages is within the ranges, as shown
in Figure 7.31b. This behavior can be explained by the changed communication topologies
and the changing amount of flexibility. With only the topology changing, the amount of
flexibility of the missing agent is to be fulfilled by other agents, and the behavior changes
significantly. With task reassignment, the flexibility is considered by another agent, which
is visible in the system behavior. However, a change in the communication behavior is

intended and should not be interpreted as less robust.

In Table 7.12, the solution quality and system coverage for the compromised process
data are shown. Regarding solution feasibility, topology adaptation and task reassignment
yield feasible solutions for all controller types. The system coverage is failure-dependent
for all control types. If the respective DER of the affected control agent is still reachable,
an adaptation of the topology is not sufficient as it does not utilize all DERs. If the unit
also fails, the entire system is covered, and the topology adaptation is sufficient. For all

control types, task reassignment ensures feasible solutions and complete system coverage.

Table 7.12: Impact of controller architecture variants and control actions during compro-
mised process data on the constraint fulfillment (evaluation part 1)

Control action Architecture Solution feasibil- | System coverage
variant ity
Centralized v Failure-dependent
Topology adaptation| Decentralized v Failure-dependent
Multi-level v Failure-dependent
Centralized v v
Task reassignment | Decentralized v v
Multi-level v v
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(b) Topology adaptation and task reassignment

Figure 7.31: Impact of controller architecture variants during compromised process
data on the exchanged messages: no controller, centralized controller, de-
centralized controller, and multi-level controller (evaluation part 1)
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7.3.5 Discussion: Controller design

The investigations of the different controller design variants imply the suitability of all
controller types. For the metrics to only be observed during robustness analyses, not
to be used as robustness evaluation, such as the transmission duration and number of
exchanged messages. For robustness analyses, the metrics should only be considered as
orientation if several deviations from normal operation are observed, such as transmission
duration and the number of exchanged messages. However, the controller actions directly
affect communication behavior, for instance, by sending many additional messages to
inform others about malicious agents, or by directly excluding agents and thereby altering
communication behavior. Thus, these changes are intentional and necessary for the system’s
robustness. For the metrics to actually evaluate the robustness of the system, namely the
solution quality, feasibility of the solution, and system coverage, the controller variants
behave similarly. Regarding solution quality, all controller variants yield solutions within
the acceptable ranges for normal operation and are feasible. Regarding the system coverage,
the suitability of the controllers depends on the actual scope of the incident. In cases in
which the respective DER, of the affected agent is still reachable and controllable, the
decentralized controller only achieves system coverage in selected cases in which the role
of the failing agent and the address of the respective unit are known to the decentralized
controllers. In other cases, it cannot reassign the role and thus cannot cover the entire
system. This requires a centralized controller with such knowledge, as available in the
centralized and multi-level setting. The results further underscore the necessity of task
reassignment. While in cases in which the DER is not reachable, an adaptation of the
topology might be sufficient, this is not true if the DER can still be considered. For this
reason, the reassignment of the agents’ roles should always be part of the controller’s actions,
if possible. The design of the respective controller is therefore to be chosen according to its
available actions. There is no architecture variant outperforming the others, contrary to
the observer. To ensure system coverage, task reassignment is required, which implies the

integration of such information in decentralized settings. In such cases, only selected local

information is shared, and the information is strictly aligned with privacy requirements.

If possible, concepts of task catalogs, available to selected agents, might enable successful

task reassignment even in the absence of centralized control.

Regarding the assessment of the robustness of the different variants, the classification
of robustness into four categories is taken into account: strongly robust, weakly robust,
partially robust systems, and systems not robust at all, as presented in Section 5.4. In
Table 7.13, the categorization is made for the different controller variants, depending on

their possible control actions. Given the topology adaptation, all controller variants are
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either strongly or weakly robust, as the acceptable range is reached during the attack.
However, the constraints are only fulfilled if the system coverage is, which is only the
case if the DER is not part of the system anymore and can thus not be considered for
optimization. Regarding the topology adaptation and task reassignment, the architecture
variants all imply a strongly robust system. The acceptable ranges are achieved, and all

constraints are fulfilled, already during the attack.

Table 7.13: Robustness assessment of the controller architecture variants, including the
respective control actions (evaluation part 1)

Architecture variant Control actions Robustness
Centralized Topology adaptation Strongly or weakly robust
Centralized Topology adaptation and || Strongly robust

task reassignment
Decentralized Topology adaptation Strongly or weakly robust
Decentralized Topology adaptation and || Strongly robust

task reassignment
Multi-level Topology adaptation Strongly or weakly robust
Multi-level Topology adaptation and || Strongly robust

task reassignment

The assumption that all controller architecture variants are equally suitable if equal
control actions (topology exclusion or adaptation and task reassignment) is to be inves-
tigated regarding their significant differences. This is particularly relevant regarding the
controllers being active during compromised process data, as this incident directly affects
the solution quality. To investigate this, the solution qualities of the different architecture
types are investigated regarding their significant differences. Here, the incident of compro-
mised process data is active to be able to compare the controllers’ performances during

disturbances. For the investigation, the following null hypothesis is examined.

Null Hypothesis Hy. There is no significant difference regarding the solution quality be-
tween the centralized, decentralized, and hybrid control, with the same control actions

available in the first part of the evaluation.

For the investigation, the Kruskal-Wallis H-test is chosen, as it is robust against assump-
tions regarding the distributions and suitable for handling more than two groups [154].
The test can be used to determine whether statistical differences between observations
exist [154, 155]. It provides an alternative to the ANOVA [155, p. 236]. For the tests, the

p-value indicates the significance level. Here, as the threshold for the p-value, 0.05 is chosen,
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as is typical in these tests [155, p. 161, 236]. With resulting p-values below the threshold,
the null hypothesis is to be rejected [155, p. 243].

Additionally, the architectures are directly compared to one another, using the Mann-

Whitney U test, as it allows for testing differences of two groups [156].

The results show that all architecture variants achieve solution qualities within the
acceptable ranges, which can be seen in Figure 7.14, Figure 7.18, and Figure 7.30. The
Kruskal-Wallis H-test results in p-values between 0.11 and 0.96, for all scenarios, unit
types, and manipulation sizes, which is clearly larger than the significance level 0.05. The
Mann-Whitney U test of two architecture variants each underlines the results; none of the
architecture variants significantly differ from the others regarding their solution qualities.
This underlines the suitability of all architecture variants for control in self-organizing
CPES. The detailed results of the test can be found in the appendix in Figure A.4.

Resulting implications for controller design from part one of the evaluation

Regarding the architectural evaluation of the controller, the results imply the fol-

lowing findings:
e All controller architecture variants perform similarly for the respective metrics.

o All controller architecture variants are equally suitable, if equal control actions

(topology exclusion or adaptation and task reassignment) are given.

e The results show the necessity of considering the reassignment of tasks of

failing agents.

7.4 OBSERVER AND CONTROLLER CONCEPT EVALUATION

This section covers the second part of the evaluation: the investigation of the process of an
actual cyber attack. In the following, the design of the observer and controller is presented,
taking into account previous evaluation results. Afterwards, the results for the system
shutdown are presented, followed by a discussion of these results. The system shutdown is
studied in two variants. In the first case, the affected unit will not respond anymore; thus,
an actual asset failure is mimicked. For the second part, the affected unit sends only zero
(none) values to the other units once attacked. The failure is implemented at a random

point in time, continuously affecting an increasing amount of units, from 0% to 50%.
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7.4.1 Observer and controller implementation

The design implications for the observer and controller resulting from part 1 of the evalua-
tion are considered for the implementation of evaluation part 2. A summary of the findings

is depicted in Figure 7.32.

ﬂ Architectural evaluation
Multi-leveled

Observer —— observer
design

’—) Observer Controller

Architecture
| variants
equally
suitable

Concept evaluation

Controller —

Figure 7.32: Overview of the evaluation concept, including outcomes of observer and con-
troller evaluation (part 1) as base for evaluation part 2. For the observer, a
multi-leveled design is suggested for part 2, according to the results of part 1.
For the controller concept evaluation, part 1 has shown that the variants are
equally suitable.

For the observer, previous evaluation results clearly indicate the benefits of multi-level
anomaly detection. The decentralized part of the multi-level architecture has been identi-
fied as required. In this context, ensemble learning, which combines the outputs of multiple
machine learning models, is investigated first. By combining the outputs of decentralized
and centralized anomaly detection, a multi-level architecture can be implemented. To eval-
uate the suitability of ensemble learning for multi-level architecture, first experiments were
conducted considering the previous anomaly detection results. The centralized architecture
variant performs anomaly detection without access to the messages. Further, the decen-
tralized anomaly detection variant performs anomaly detection considering the message
content. The results are then combined into ensemble learning to provide a final output.

The results are shown in Table 7.14 for different weighting variants.
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Table 7.14: Results of the multi-level observer architecture variant using ensemble learning
(evaluation part 2)

Weights Precision Sensitivity Specificity F1
All centralized | 0.13 0.58 0.57 0.21
50 % central-| 0.19 0.58 0.72 0.28
ized

25 % central- | 0.27 0.56 0.83 0.36
ized

0 % centralized | 0.48 0.56 0.94 0.52

The results show that the influence of the centralized observer deteriorates the overall
results. The higher the weighting of outcomes of the centralized observers, the worse
the overall results are. This indicates that in this case, no anomalies are found by the
centralized observer, which have not yet been covered by the decentralized detection. Thus,
implementing a multi-level architecture is challenging, as it is important to identify relevant
anomalies before reacting to them. Even though, in anomaly detection, it is worse to miss
anomalies than to identify false anomalous instances [58], a reaction to falsely identified
anomalies is far-reaching, as excluding assets, and should thus be justified. For this reason,
two distinct architectural designs are initially assumed for the multi-level observer: a
decentralized architecture and a centralized architecture, as suggested in Section 7.2. All
results are then forwarded to the centralized observer, which merges them and forwards the
merged result to the controllers. The design depends on the controller architecture. The
decentralized detection results can be directly interpreted by the decentralized controller.
A centralized controller can consider both detection outputs. The controller’s task is to
evaluate the observer’s findings and take appropriate actions. It has to consider the causes of
the anomalies and reasons for being identified as such, which could be limit violations being
detected from the decentralized observer or rule violations in the communication behavior
in the centralized observer. Also, the frequency of anomalies can be taken into account, thus
the controller may only take actions once multiple similar anomalies are identified. However,
this approach might miss some actual anomalous entries. For the evaluation, the multi-level
architecture is implemented as follows. The decentralized observer monitors the agent’s
messages and has insight into them. An additional secondary instance is implemented: the
centralized observer, which monitors the communication of the agent system, based on
rules for its behavior. It then determines whether agents do not respond anymore after
receiving messages, and also whether agents will send more frequent messages. The observer

is therefore hybrid in both its architecture and method types.

The centralized part of the observer thus checks the communication behavior of the
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respective agents. It observes all incoming and outgoing messages of the agents. If agents

do not respond anymore, the controller is informed.

For the controller design, based on the evaluation results of part 1, no architecture
variant can be recommended so far, as the controller architecture variants perform similarly,
with no significant changes. The variants are equally suitable, except for the decentralized
controller, which is limited in its actions because it cannot determine a new communication
topology. The decentralized variant may be disadvantageous in certain cases if the role
of the failing agent is unknown. In other applications, however, the controller variants
behave similarly and yield robust systems. For this reason, the controller design actually
depends on the suitability of actions. Therefore, for the system shutdown, all three controller
variants (decentralized, multi-level, and centralized) are again considered to ensure the
transferability of the results and the suitability of these approaches. Due to the necessity
of the task reassignment, the controller actions cover the topology adaptation and the

reassignment of the task of the malicious agents.

The decentralized controller directly excludes its neighbors once they are detected as
malicious. It will also reassign the task to itself, if possible. If a multi-level setting exists,
it will also inform the centralized controller and request a new topology and, if applicable,
a possible role reassignment. In the centralized setting, the centralized controller will
determine a new communication topology without the malicious agent and reassign its

task to another agent. The evaluation setting is summarized in Table 7.15.

Table 7.15: Overview of the observer and controller evaluation during system shutdown:
architecture variants and realization (evaluation part 2)

Component Architecture variants Realization

Observer Multi-level Rule-based centralized ob-
server and decentralized ob-
server performing anomaly

detection
Controller Decentralized, multi-level, | Topology adaptation with
centralized asset exclusion and role re-
assignment

For the anomaly detection of the decentralized observer, the transformer-based autoen-
coder was used. A hyperparameter optimization has been performed, based on the as-
sumptions presented in Section 7.2.2. The investigated hyperparameter options and final

selection are shown in Table 7.16.
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Table 7.16: Hyperparameter selection for the transformer-based autoencoder for the
anomaly detection (system shutdown, evaluation part 2)

Hyperparameter Options Chosen value
d_model 32,64, 128 64
dim__feedforward 128, 256 128

dropout 0.1,0.01,0.001 0.001

learning rate 0.1,0.01,0.001 0.001

batch size 16, 32,64 16

epochs 50,100 50

For the cyber attack that results in system shutdowns, the anomaly detection datasets
cover three scenarios: 50, 100, and 150 agents. An overview of the datasets for all settings,
including the number of exchanged messages and proportion of anomalies, is given in

Table 7.17. The amount of anomalies is below 0.1%.

Table 7.17: Overview of anomaly detection datasets for the system shutdown scenarios
(evaluation part 2)

Number of agents | Operation Number of mes-| Proportion of
sages anomalies

50 agents Normal 400.000 0%

50 agents Attack 46.715 0.9%

100 agents Normal 313.131 0%

100 agents Attack 30.273 0.67%

150 agents Normal 282.838 0%

150 agents Attack 51.569 0.46%

7.4.2 Evaluation results

For all metrics, the acceptable ranges of the normal operation have been identified using the
implementation to gather data. In total, 100 simulation runs per size of the agent system
(50, 100, 150) have been considered as a baseline for the acceptable range. Regarding the
decentralized part of the observer, the anomaly detection results are shown in Figure 7.33.
Here, the anomaly detection is performed considering the sending of zero values after
shutdown. This is done because the sending of none is easily identified by rule-based
approaches, as none does not occur in the exchanged messages during normal operation.
The anomalies are able to be detected, as all metrics are above 0.8. This is true for all

investigated settings, as shown in Table A.17.
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Figure 7.33: Anomaly detection results of the transformer-based autoencoder regarding
the system shutdown for scenarios with 100 agents (evaluation part 2)

The datasets have also been used to evaluate the centralized anomaly detection variant.
For all scenarios, the decentralized architecture variants outperform the centralized ones,
underlying the previously discussed relevance of decentralized architecture variants. The
actual agent to be considered while performing the decentralized anomaly detection has
varied; multiple agents have been considered, failing earlier or later. No significant changes
in the detection were observed (changes in the F1 score, maximum 0.09). Therefore, it can
be assumed that the anomaly detection is not affected by the respective failure time for

the system shutdown in this scenario.

The performance of the controller architecture variants is shown in Figure 7.34, including
the transmission duration in Figure 7.34a, and the exchanged messages in Figure 7.34b.
The number of exchanged messages is never within the acceptable ranges, due to the much

fewer agents in the system (up to 50%).
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Figure 7.34: System shutdown with no control, a centralized controller, a decentralized
controller, and a multi-level controller. The acceptable ranges are determined
using normalized normal operation data without any incident. The system
shutdown scenario with 50 agents is shown (evaluation part 2).

The impact of the controller variants on the solution quality is shown in Figure 7.35. The

solution quality is within the acceptable ranges for all controller types. With no control,
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Figure 7.35: The solution quality during system shutdown within an agent system
with 50 agents with no control, a centralized, decentralized, and multi-level
controller

The results show similar solution qualities for all architecture variants, as depicted
in Figure 7.35. To investigate the assumption that all controller architecture variants
are equally suitable if equal control actions (topology exclusion or adaptation and task
reassignment) are available, is again investigated regarding their significant differences. To
do so, the following null hypothesis is investigated. Again, a 0.05 threshold was considered

for the p-value.

Null Hypothesis H;. There is no significant difference regarding the solution quality be-
tween the centralized, decentralized, and hybrid control, with the same control actions

available in the second part of the evaluation.

Null hypothesis H; is investigated for this part of the evaluation to ensure no significant
differences regarding the solution quality of the architecture variants. The Kruskal-Wallis
H-test results in p-values of a minimum of 0.44, maximum 0.92, again larger than the sig-
nificance level 0.05. Thus, no significant difference exists between the architecture variants
of the controller regarding the solution quality. The detailed results of the test are provided
in the appendix in Figure A.11.
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7.4.3 Discussion: Architectural design

The results on decentralized anomaly detection underscore the importance of a decentral-
ized architecture for detecting anomalous values. Additionally, the results regarding the
controller approaches show the effectiveness of the observer’s constraint checks, as these
enable the reaction of the controller, which results in robust system behavior. Regarding the
controller evaluation, all architecture variants perform similarly for the respective metrics.
Here, it is important to take into account the available actions for the respective levels for
possible controller designs. The results show the importance of task reassignment, which
should be included if possible. For choosing suitable architecture variants, the observer
should consider all possible information at all levels. The design of a multi-level architecture
is suggested; the respective constraints to check and parts to monitor need to be concluded,
depending on availability. Given the decentralized controller and observer, other agents
must not directly exclude agents, but check for justified exclusion. The centralized con-
troller might have the knowledge to do so (collecting reports from multiple instances) and
can evaluate when to take actions, which is easier for it due to the knowledge; thus, this
might call for a multi-level setting. In the multi-level or decentralized variants, the number
of exchanged messages is increased, resulting in an increased communication volume. De-
pending on the application, the requirements and restrictions regarding the communication
are to be considered while choosing a suitable architecture variant.

The evaluation part 2 shows the transferability of the previous results. The overall

findings are summarized in the following;:

e The importance of a decentralized architecture for detecting anomalous values and

a multi-level architecture to allow detection of different incident types is shown.

e Regarding the controller design, all architecture variants perform similarly. The
availability of tasks is important, especially considering the reassignment of tasks to

other agents.
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Discussion and interpretation of research

outcomes

This chapter discusses the outcomes of the thesis. First, the fulfillment of the requirements
is evaluated in Section 8.1. The findings regarding the three Research Questions (RQs)
are presented in Section 8.2. Afterwards, overall implications of the results are reviewed

in Section 8.3, followed by a discussion of limitations of the approach in Section 8.3.

8.1 FULFILLMENT OF REQUIREMENTS

The following summarizes the functional and non-functional requirements, including a
description of how these have been addressed. In Table 8.1, an overview of the requirements,

their reference regarding the evaluation, the fulfillment status, and a discussion is given.

FR1: Consideration of communication incidents. The consideration of commu-
nication was covered by identifying the most threatening incidents and integrating these into
existing agent-based applications. The incidents are furthermore subject to the anomaly
detection and the controller reactions. Four different incidents have been investigated: asset
failure, communication failure, communication delays, and compromised process data. The
incidents have been identified as threatening consequences of communication-related cyber
attacks. For all of these incidents, different variations have been investigated. Furthermore,
an additional consideration of the failure of multiple assets was investigated in a second

scenario.

FR2: Measurement of the robustness of the system For measuring the robust-
ness of the system, several suitable metrics have been identified and evaluated. The utility
metrics to be investigated during robustness analyses are the solution quality, and fur-
thermore, two constraints are defined: the solution feasibility and coverage of the system.
Furthermore, the following metrics are to be observed during the analyses, as changes in
these metrics can imply changes in the system behavior: communication traffic (number

of exchanged messages) and transmission duration. However, these do not have to result
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Table 8.1: Overview on requirements fulfillment with regard to the requirements defined
in Table 1.1. The evidence for the fulfillment is based on the evaluation results

described in Section 7.2, Section 7.3 and Section 7.4.

Requirement Description Evidence
FR1 Consideration of communi- | Derived from literature re-
cation incidents view and implemented for
the evaluation
FR2 Measurement of the robust- | Results show the capabil-
ness ity of the robustness met-
rics to measure system per-
formance degradation
FR3 Detection of anomalies con- | Anomaly detection was
sidering information avail- | evaluated, including four
ability levels of information as
defined in Section 6.2.1
FR4 Reaction to anomalies ac- | Controller architecture vari-
cording to control actions | ants,including different con-
available trol actions available, as pre-
sented in Section 6.3, have
been introduced and evalu-
ated
NFR1 Scalability regarding agent | Up to 150 agents consid-
system size ered, findings can be ap-
plied
NFR2 Extensibility in terms of ro- | The considered robustness
bustness assessment metrics have been extended
by further parameters and
allow the easy integration
of further system require-
ments
NFR3 Adaptability to further sce- | The approach was applied
narios to different scenarios
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from disturbances. For the measurement of robustness, acceptable ranges are to be defined
for each of the metrics. The process of the system behavior is investigated for the metrics,
noticing whether acceptable ranges for the behavior are left. The acceptable ranges also
allow for classification of the disturbance strengths. Here, two types are considered: average
and maximum strengths. Overall, the utilities and constraints allow the assessment of the
system’s robustness into four categories: strongly robust, weakly robust, partially robust,
and not robust at all, depending on whether the acceptable ranges and constraints are
fulfilled. The application of these metrics in the evaluation underlines their suitability to

assess the robustness of systems.

FR3: Detection of anomalies considering information availability. The de-
tection of anomalies, including the consideration of information availability, has been
implemented by a transformer-based autoencoder. Four different levels of information
availability have been investigated. The effect of information availability on the perfor-
mance of anomaly detection was investigated, identifying particular information to be

required to enable satisfactory detection of faults.

FR4: Reaction to anomalies according to control actions available. The
reaction to the anomalies, according to control actions available, has been implemented
with different controller concepts. Each controller implements different actions in their own
way, according to their available resources. For example, a centralized controller is able to
determine a new communication topology for an entire system, whereas a decentralized
approach can only exclude known agents, as no knowledge about the whole agent network

can be assumed.

NFR1: Scalability (to large agent systems). The scalability is ensured by assuring
the transferability and suitability of the developed approaches to large agent systems. Here,
the initial findings and artifacts have been shown to scale to large agent systems, including

100- and 150-agent systems.

NFR2: Extensibility (regarding assessment of robustness). Multiple robust-
ness metrics have been investigated, considering different system parameters as utility
metrics. The disturbance strength values, as well as the degradations over time, have been
investigated. First, state-of-the-art robustness metrics have been applied. Existing robust-
ness metrics have been combined, providing extensions of existing concepts. The resulting
concept ensures easy extensibility, as depending on further or changing system parameters

and requirements, the utility metrics can be extended. The classification of the robustness

129



130

| DISCUSSION AND INTERPRETATION OF RESEARCH OUTCOMES

concepts can then still be applied. While finding suitable utility metrics, several have been
investigated, but none have been chosen for the robustness assessment (the optimization
duration). Here, multiple metrics can be integrated, such as the number of local searches

or grid-related parameters, e.g., capacity or availability of energy reserves.

NFR3: Adaptability (regarding agent-based scenarios). The adaptability to
further scenarios is ensured as the findings have been evaluated on multiple different
applications, considering different system parameters and requirements. Regarding the
observer, the impact of information availability and the suitability of multiple architecture
variants have been investigated for three different scenarios. The outcomes regarding the
suitability of the controller architecture variants have been confirmed in different scenarios.
The applications each differ in the number of agents, use case, communication topology,
communication consideration, optimization approach, and data basis. The findings apply

to all scenarios, which ensures the adaptability to further settings.

8.2 DiscussioN oF RESeaRcH QUEsTIONS (RQs)

This section summarizes the research outcomes and contributions for the three RQs. The

findings are discussed in the following.

Research Question 1 First, RQ1, covers the analysis of potential threats to Cyber
Physical Energy Systems (CPES) in order to identify the most threatening ones regarding
communication consideration. Results show that various threats lead to similar effects,
making the investigation of selected threats suitable and a promising approach to cover
multiple causes. By comparing related work regarding incidents threatening CPES, cyber
attacks are identified as particularly threatening. By merging the most threatening cyber
attacks based on their effects, four selected incidents have been identified for investigation
to assess the communication robustness of CPES. The four incidents are the failure of
assets, the failure of communication, communication delays, and compromised process data.
Two simulation scenarios for agent-based applications have been implemented and used
to investigate the selected incidents. To do so, the incidents have been integrated into the
scenarios in multiple variations. The main contributions regarding RQ1 are therefore the
categorization of incidents, the list of selected incidents to be considered for communication

robustness, and the implemented scenarios, including the implemented incidents.

Research Question 2 RQ2 concerns how to assess communication robustness in self-

organizing systems. In this context, various metrics to assess and evaluate robustness
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have been presented and discussed. It was identified as essential to find suitable metrics
to actually evaluate robustness by covering all relevant aspects of the system behavior.
To measure the robustness, the disturbances over duration and overall value to measure
the strength of the disturbance have been identified. To do so, the choice of suitable
utilities is essential. One metric (utility) is often not enough to actually cover performance
degradations during all different kinds of incidents. The main contributions for RQ2 are
the set of selected metrics and the implementation of these. As utilities to be observed, the
following ones are identified: transmission duration and the number of exchanged messages.
To actually evaluate the robustness, the metrics solution quality, solution feasibility, and

system coverage are suggested.

Research Question 3 Finally, RQ3 considers different variants of the Observer/Con-
troller (O/C) architecture. Different architectural approaches have been identified and
evaluated. For the observer, centralized and decentralized observer variants are considered,
next to two grouped architecture variants (grouped per unit type and second, considering
a random group of units), and possible multi-level concepts. The architecture variants were
investigated regarding their performance for anomaly detection. Results show that the
respective architecture variant impacts the anomaly detection performance. The decentral-
ized architecture variant outperforms others in all cases. Additionally, it was found that no
detection of compromised process data is possible without having access to the message
content. The investigations regarding the information availability to anomaly detection
thus imply that the consideration of the information available is essential for choosing an
anomaly detection architecture. In previous works, anomaly detection architectures have
been investigated for other types of anomalies: anomalies in the communication behavior
of the agent system. A centralized architecture variant was compared to a decentralized
one. The results show that the centralized anomaly detection is more efficient for some
anomaly variations, while the decentralized variant is more suitable for other variants. The
consideration of all outcomes thus underlines the importance of a multi-level architec-
ture, in which a centralized observer monitors the communication behavior of the system,
without having access to message content, and additional decentralized observers perform
anomaly detection locally, with insight into the messages. Regarding the controller, three
architecture variants have been evaluated: a centralized, decentralized, and multi-level ar-
chitecture. Here, the availability of actions was considered. Results show that the controller
options perform similarly. However, in some cases, the actions available to the decentralized
controller might not be sufficient to enable overall system coverage. In the second part of
the evaluation, the proposed multi-level architecture for the observer was investigated, as

well as the suitability of the different controller concepts. The main contributions regard-
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ing RQ3 are the developed architecture variants for both observer and controller, which
have been evaluated separately, in combination, and in terms of potential integration into

processes. Additionally, the resulting datasets are a contribution from RQ3.

8.3 IMPLICATIONS OF THE EVALUATION OUTCOMES

In the following, the implications of the evaluation outcomes are discussed.

Consideration of multiple robustness metrics is essential to capture sys-
tem behavior. The findings imply that considering multiple robustness metrics is essen-
tial to accurately capture the system’s behavior in terms of robustness. Different attacks
impact different kinds of degradations. As shown in Section 5.4, some metrics do not expe-
rience any degradations during the attack, as the target fulfillment is not affected by asset
or communication failures. To fully capture degradations in the metrics and thus ensure
the evaluation of the holistic robustness of systems, a joint consideration of various metrics

that reflect different aspects of the system is essential.

The identification of available information is required for the observer de-
sign. For finding suitable architecture variants for the observer, the identification of
available information first is required. It is required to determine which information is
available at which level of the system to design the observer. Additionally, the suitability
of a multi-level observer is recommended. The evaluation results in Section 7.2 imply that
different architecture variants can capture different types of anomalies. Thus, to monitor
as many deviations from plan as possible, a multi-level approach is promising. Depending
on the available information on the respective levels, the design of a multi-level observer

is to be evaluated.

The identification of available actions is necessary for the controller de-
sign. Similarly, for the identification of a suitable controller architecture variant, the
evaluation of available and possible controller actions is required. The control actions can
then be evaluated regarding different possibilities for combinations, to identify controller
architecture variants that are possible. Therefore, the evaluation results imply that to
select an appropriate architecture variant for implementation in energy systems, it is not
necessary to consider the system’s size, complexity, and heterogeneity [22], but also the

availability of information and control actions.
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8.4 METHODOLOGICAL LIMITATIONS

In the following, methodological limitations are presented. Overall, the presented research
approach can be used for further investigations of use cases, e.g., those with strict communi-
cation requirements, varying attack durations, and additional observer tasks. Thereby, it can
be used to address the limitations through adjustments to meet the specific requirements
of each use case.

The consideration of extensibility regarding the robustness assessment and adaptability
to further scenarios allows to integrate further use cases with different requirements and
constraints. Regarding the assessment of generalizability, it is worth noting that the re-
quirements of the two selected use cases are considered, and requirements and constraints
might change with different applications. Even though the design allows the consideration
of further use cases, the requirements for observer and controller might differ, depending on
the actual use case. For example, in these use cases, no strict communication requirements,
e.g., due to service-level agreements, are considered. In reality, these might imply limits
for delay times. These affect the detection of anomalies and might therefore require an
earlier or different reaction. Regarding the controller design, different variants of the actions
presented in this thesis might be required, such as the application of different communica-
tion topologies, considering more details about the current situation of the communication
network.

Additionally, the assumptions in the design of the attacks are to be discussed. The attacks
in this thesis are considered ongoing. Thus, once an attack starts, the manipulations take
place and are ongoing. For the asset failure, for example, no reconnection is considered,
and for the compromised process data, once the incident starts, manipulations take place.
Alternative considerations could focus on a selected time of the attack being active, as done
by Kantert et al.[27]. For the compromised process data, for example, a single manipulated
value could be sent. While this would allow to evaluate the behavior of the system after
the attack and thus, the behavior regarding system recovery, the assumptions in this thesis
allow for a larger impact on the system, as attacks remain ongoing. Furthermore, the
observer and controller suitability is evaluated during ongoing attacks. However, shorter
attack times also might impact the observer and controller design, as shorter attacks might
be more difficult to detect.

Another limitation is the consideration of only one of the observer’s tasks. In the con-
text of Organic Computing (OC), next to the measurement and quantification, also the
prediction of the behavior of the System under Observation and Control (SuOC) is a task
of the observer [55]. While this thesis focused on the measurement and quantification, and

thus, detection of undesired behavior, initial findings regarding the impact of the design
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of observer architectures are achieved. The investigation of information availability on
forecasts and anomaly prediction was not part of this thesis.

The evaluation results show that the selected robustness metrics and the utility metrics
chosen for observation and robustness evaluation provide a suitable approach to assess the
robustness of systems, as detailed analyses of the system behavior are enabled. Robustness
metrics have been considered, which require insight into the optimization process, such
as the solution quality. For developing and applying suitable approaches, the insight has
been essential to actually be able to assess and evaluate the proposed control mechanisms.
The findings of this thesis can be applied to further systems, enabling the application of
suitable concepts of controlled self-organization. The insights of the development enable the
transferability to further settings and facilitate finding suitable O/C architecture variants.
However, in settings in which system details are not available, robustness metrics based
on external observation might be sufficient for observing the behavior, such as in actual
applications, under centralized control. Tomforde et al. present an approach to quantify
self-organization. These metrics might enable the assessment of the system behavior, based
on external observations [157]. The approach assumes that the communication behavior
will change in the presence of disturbances. However, the control also affects the changes
in the communication behavior of the system. Thus, this metric might provide insights

into the disturbances occurring.



Conclusion and future research

Self-organizing agent-based applications offer significant potential for many use cases within
Cyber Physical Energy Systems (CPES) due to their suitability for implementing decentral-
ized structures and their properties, such as scalability and robustness. For performing their
tasks, agent-based systems rely on Information and Communication Technology (ICT), as
communication is essential to achieve joint goals. However, due to strong interdependencies
between the power and ICT systems within CPES, the control, as in agent-based systems,
is affected by the ICT system. Communication effects, such as delays or packet drops,
impact the overall system control and thus, the performance. From the area of Organic
Computing (OC), the concept of controlled self-organization was proposed, allowing sys-
tems to maintain stability and performance. The Observer /Controller (O/C) architecture is
proposed for robust self-organizing systems and can be applied to ensure system robustness
against disturbances and attacks. This thesis investigated how the O/C architecture can
be applied to CPES by evaluating the impact of different architecture variants, considering
the requirements of CPES, such as the availability of information and restricted actions.
In the following, a summary of the outcomes is given in Section 9.1, and the utilization of
the results is described in Section 9.2. Afterwards, the thesis closes by discussing potential

future work in Section 9.3.

9.1 SUMMARY OF KEY FINDINGS AND CONTRIBUTIONS

This thesis describes the identification of relevant incidents and properties regarding the
communication robustness of self-organizing CPES. Afterwards, suitable robustness met-
rics have been identified to assess communication robustness. An investigation of their
impact on the system shows the relevance of the considered incidents, as these result in
degradations in the performance. The investigations furthermore underline the relevance
of the robustness metrics, which assess the degradations. Multiple observer architecture
variants have been designed, implemented, and compared using a simulative evaluation.
Based on the results, a multi-level architecture variant was suggested and evaluated using
a simulation approach. Suitable controller architecture variants have also been evaluated.

A two-part evaluation first allowed evaluating the two components themselves, including
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their architectural approaches. The outcomes have then been integrated into a second
part of the evaluation, aiming to evaluate the suggested O/C variants for another scenario
and another incident implementation: a cyber attack process investigation. Results show
the suitability of the proposed multi-level architecture for the observer. Additionally, all
three architecture variants for the controller are suitable: centralized, decentralized, and
multi-level, depending on available actions. The evaluation shows that information avail-
ability and control actions impact performance and should be taken into account when
designing observer and controller variants for controlled self-organization. The results and
artifacts were combined into a framework to support the implementation of controlled

self-organization in CPES.

9.2 UTILIZATION AND APPLICATION OF ARTIFACTS

The findings of this thesis enable evaluating the robustness of existing systems or developing
new system concepts. The different parts, therefore, allow for reuse and facilitate different
steps in this process. Additional support is provided by the overall framework, which allows
a simple implementation of individual components. It helps to apply concepts of controlled
self-organization to CPES to ensure the overall robustness. The different components are

summarized regarding their utilization in the following.

e Scenario implementation: The implementations of the different agent-based use cases

can be reused and extended to develop and evaluate new concepts for system control.

e Incident selection and implementation: The selection and implementation of the
communication incidents allows for integration in further scenarios, in the course of

robustness analysis, in order to develop robust and secure systems.

¢ Robustness metrics: The metrics themselves and their implementation enable reuse

in similar settings.

e Observer and controller architecture variants: The architecture-variant design can be
reused for further design of controlled self-organization; the findings regarding archi-
tecture design and the relevance of considering information and action availability

facilitate the design of paradigms of controlled self-organization for energy systems.

e Anomaly detection datasets: These datasets can serve as benchmarks for developing
and evaluating further anomaly detection methods. The datasets from previous work,
including anomalies in communication behavior, are also publicly available, enabling
reliable evaluation of new detection models and ensuring their suitability for various

use cases and anomaly types.
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e Anomaly detection models: The implemented models are reusable for additional

anomaly detection scenarios.

9.3 FUTURE WORK

Future work includes investigations of several categories: observer development, controller
development, observer and controller interface, robustness metrics, and application to fur-

ther use cases, as presented in the following.

Observer development. Regarding the observer deployment, an extension to further
tasks is possible. This includes the prediction of anomalies. By predicting anomalous
behavior, it is possible to prevent performance degradation. However, preventing actions
that affect the system behavior must be well-founded. This yields a complex, relevant

future work.

Controller development. In this thesis, the controller implements actions simply
based on rules; however, the development of learning controllers might also be a promis-
ing approach. Here, a possible combination of observer and controller, both as learning

components, might be considered.

Observer and controller interface. The interface between the observer and the
controller also provides a subject for further investigation. Depending on how the observer
transfers information, the controller’s possibilities are affected. Another important aspect
is the integration of concepts from OC trust. Using concepts of trust, the interactions
within the system are limited to trustworthy agents [158]. This part is especially important
when decentralized observers are applied. The decentralized observers suggest excluding
malicious agents. However, before excluding agents, it is essential to determine whether
it is necessary. In this thesis, the centralized controller uses its system knowledge before
doing so. However, as the primary focus of this thesis has been the investigation of the
impacts of architecture variants, this part was only investigated briefly. Here, future work

could consider integrating trust to evaluate the necessity of actions.

Robustness metrics. Furthermore, the robustness analyses in this thesis take into
account robustness metrics that require substantial system knowledge, as well as the
interpretation of the solutions found. For developing suitable architecture variants for a
robust system, it was essential in this thesis to allow the robustness investigations. Necessary

and required changes in the communication behavior pose a challenge to assessing the
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robustness of the architecture variants only based on external observation. Future work

includes possible metrics without system knowledge as an extension of the presented ones.

Applications to further use cases. For further use cases, agent-based applications
within CPES that have strict communication requirements can be investigated. If strict
requirements regarding delays and convergence exist, the implementation of the O/C archi-
tecture variant must be subject to additional restrictions. Here, multiple communication
topology variants could be part of the controller’s actions. Furthermore, the developed
framework can also be applied not only to ensure robust self-organizing systems but also to
improve their performance. Adding only small adaptations provides a suitable approach to
implement observer and controller, allowing for optimizations of the systems, for example,

regarding input parameters or topology changes during runtime.
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A Appendix

A.1 RELATED PUBLICATIONS

This section includes publications that are not directly related to the RQs. First, in Sec-
tion A.1.1, publications are summarized that indirectly impact this work. The publications
are presented, including a discussion of their relation to this work. Afterwards, Section A.1.2
introduces poster (poster abstract) publications and publications resulting from workshops.
Related datasets are summarized in Section A.1.3 and published comparisons of literature

are presented in Section A.1.4.

A.1.1 Related to this work

In the following, publications that are related to this work, but do not directly influence

the RQs or evaluation approach, are presented.

o “Operational flexibility for multi-purpose usage of pooled battery storage systems”,
2022 [159], full version: “Amplify: Multi-purpose flexibility model to pool battery
energy storage systems”, 2025 [122]: These publications present a flexibility model
for a Battery Energy Storage Systems (BESS), that allows for multi-purpose usage
and distributed swarm design. The flexibility model can be applied by an aggregator,
to, among other things, determine remaining flexibility after obligations and detect
conflicts. It is applied to a swarm consisting of agents and is thus a foundation for

flexibility modeling, which is also relevant to the agent-based scenarios in this thesis.

o “Choosing the right model for unified flexibility modeling”, 2022 [160]: To allow aggre-
gation as cumulative flexibility of small-scale power devices, modeling the flexibility
in a unified form is essential. This work evaluates the suitability of selected flexibility
modeling approaches for unified flexibility modeling. Since aggregation also plays a
role in this work, the overview of flexibility modeling and the use cases has influenced

the scenarios presented here.

o “Integration of Intelligent Neighbourhood Grids to the German Distribution Grid: A

Perspective”, 2022 [116]: This work presents approaches to optimize grid management
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systems by aggregating flexibility from neighborhood grids. Congestion problems in
distribution grids and self-sufficiency optimization within the neighborhood grid are
considered. The presented concept of taking into account the flexibility of neighbor-
hood grids on the distribution grid level serves as the base for one of the evaluation

scenarios presented in this thesis.

“Integrating agent-based control for normal operation in interconnected power and
communication systems simulation”, 2023 [88]: This work investigates the effects of
increased traffic on normal operation of the power grid, thus, the effects of communi-
cation on power systems. Several use cases have been considered, among them also
redispatch. The redispatch scenario with communication effects is also the subject
of this thesis.

“Coupling OMNeT++ and mosaik for integrated Co-Simulation of ICT-reliant Smart
Grids”, 2023 [80]: This work presents the coupling of the communication simulator
OMNeT++ with the co-simulation framework mosaik, which allows the integration
of communication simulation into power grid scenarios. The coupling is the base for
the coupling of OMNeT++ and the agent framework mango, which was used for the

evaluation in this thesis.

“Cover Me: Safeguarding Multi-Agent Systems with Deep Reinforcement Learning for
Resilient Grid Operation”, 2024 [90]: This work investigates the effects of cyber attacks
on Multi-Agent Systems (MASs). A control approach to react to those is presented:
the deep reinforcement learning agent, which learns the behavior of the MAS and
takes over once failures are detected. The agent-based optimization is similar to the

scenarios investigated in this thesis; however, a different control approach is assumed.

“Distributed multi-objective optimization in cyber-physical energy systems”, 2024 [24]:
This publication presents an extension to COHDA, which enables distributed multi-
objective optimizations. As COHDA is also used in this thesis, the extension of

COHDA increases the reusability, as it allows applicability to further use cases.

“Simulative Analysis of Multi-Agent Systems in Energy Systems: Impact of Commu-
nication Networks”2025, [17]: The work presents a framework to perform simulative
analysis of MASs regarding the impact of communication networks. The investiga-
tions and analysis in this work deepened understanding and influenced the approach
to agent system development regarding the effects of communication, which are also

examined in this thesis.

“Multi-Agent System Analysis Under Communication Influence: Practical Applica-
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tions”, 2025 [92]: This publication extends the previous work by a practical applica-
tion. For the application, three different analyses have been performed regarding the
impact of communication networks on agent-based scenarios. One of the analyses
covers the investigation of the impact of cyber attacks, which are similar to one of

the incidents investigated in this work.

o “Ten Recommendations for Engineering Research Software in Energy Research”,
2025 [161]: The work presents guidelines for energy researchers regarding the engi-
neering of energy research software. The creation of the recommendations involved
deep discussions on improving and optimizing energy research software engineering,

which have been taken into account while creating the software in this thesis.

e “Self-Organized Restoration of Multi-Energy Grids via Coupling Point Coordination”,
2026 [162]: This publication presents a MAS to perform restoration of impaired energy
systems. A self-organized approach is presented. In this way, the suitability of self-
organization was demonstrated for an additional use case of agent-based CPES, which

is the subject of this work.

A.1.2 Poster abstracts and workshop publications

Here, poster abstracts corresponding to presented conference posters and workshop publi-

cations are listed.

e “Communication Robustness in Cyber-Physical Energy Systems based on Controlled
Self-Organization”, 2024 [6]: This work was part of a doctoral dissertation work-
shop and described the initial idea of this thesis. Additionally, it includes the first
investigations regarding the impact of information availability on anomaly detection

performance.

o “Robustness in Multi-Agent Energy Systems: The Trade-Off between Decentralization
and Security”, 2025 [89]: This work includes investigations of different disturbances
on agent-based CPES. It presents control approaches to these disturbances, while
outlining the security disadvantages of existing decentralized systems. The learning of
the control mechanisms affected the controller approach in this thesis and underlined

the need for decentralized architecture variants in selected scenarios.

o “Cover Me: Mitigating Multi-Agent System Failure through Reinforcement Learn-
ing—A Technology Demonstration”, 2025 [91]: This work extends the work presented

in [90] by a technology demonstration.
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A.1.3 Datasets

In the following, all datasets related to this thesis are summarized.

“Compromised Process Data in Agent-Based Cyber-Physical Energy Systems”, 2024:
Dataset with compromised data, used for anomaly detection. Available at: https:
//zenodo.org/records/14333637

“Communication Incidents in Agent-based Cyber-Physical Energy Systems”, 2026:
Dataset with anomalies resulting from asset failure, communication failure, commu-
nication delay, and compromised data. Available at: https://zenodo.org/records/
19016182

“Impact of Controller Architecture Variants on Communication Incidents in Agent-
based Cyber-Physical Energy Systems”, 2026: Dataset with controller reactions to
the communication incidents, including centralized, decentralized, and multi-level

controllers. Available at: https://zenodo.org/records/19316977

“System Shutdown in Agent-Based Cyber-Physical Energy Systems: Data”, 2026:
Dataset with anomalies due to system shutdown, used for anomaly detection. Avail-
able at: https://zenodo.org/records/18623941

“Architectural Variants of Controllers for Reactions to Cyber Attacks in Energy
Systems”, 2026: This dataset results from different controller architecture variants
during the presence of communication incidents. Available at: https://zenodo.org/
records/18650501

A.1.4 Comparisons

Comparisons of existing literature relating to this thesis are presented in the following.

o “Robustness of Cyber-Physical Energy Systems: Incidents”, 2024, [163]: This com-

parison of existing incidents endangering the CPES performance, including causes,
effects, and subcategories for and of the incidents, served as a base for selecting the

communication incidents considered in this thesis.

“Communication Modeling Approaches in Energy System Applications: A System-
atic Overview”, 2024 [164]: This comparison is the basis for the classification of

communication modeling approaches, presented in [32].
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A.2 ANOMALY DETECTION

This section includes supplementary information regarding the anomaly detection, which
was performed as part of the observer implementation. At first, implementation details
are presented in Section A.2.1 regarding the transformer-based autoencoder, applied for
anomaly detection. Afterwards, in Section A.2.2, the detailed results for the anomaly
detection regarding the compromised process data are presented. The details on the results
include the actual performance for each manipulation strength (small, medium, large),
observer architecture variant (centralized, decentralized, grouped per unit type, and grouped
randomly) for all four information levels (agent and timestamp, communication information,

message content, additional data) for all three agent types (generation, load, storage).

A.2.1 Implementation details

In the following, the implementation details of the transformer-based autoencoder are
summarized. The transformer-based autoencoder was implemented to perform anomaly
detection for the communication incident of compromised process data. For each dataset
used for the anomaly detection, the overview of the implementation details contains the
respective hyperparameters for the anomaly detection model and the corresponding selected
values. The datasets for the generation agent with small, medium, and large manipulation
sizes are shown in Table A.1 for the generation agent, in Table A.2 for the load, and in

Table A.3 for the storage agent.
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eration agent (evaluation part 1)

Table A.1: Implementation details: transformer-based autoencoder for a compromised gen-

Dataset Parameter Value
Generation, small d__model 64
n__head 8
num__layers 2
dim__feedforward 128
dropout 0.001
learning rate 0.001 (decentralized,

grouped unit type, grouped
randomly), 0.1 (central-

ized)

time continuously

batch _size 32

num,__epochs 100
Generation, medium d__model 64

n__head 8

num__layers 2

dim__feedforward 128

dropout 0.001

learning rate 0.01

time

not continuously (central-
ized level 2, decentralized
level 1 and level 3, grouped
unit type level 2), other con-

tinuously
batch size 32
num,__epochs 100
Generation, large d_model 64
n__head 8
num__layers 2
dim,__feedforward 128
dropout 0.001
learning_rate 0.01

time

batch_size
num,__epochs

not continuously (decentral-
ized level 1), other continu-
ously

32

100
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Table A.2: Implementation details: transformer-based autoencoder for a compromised load
agent (evaluation part 1)

Dataset Parameter Value

Load, small d_model 64
n__head 8
num__layers 2
dim__feedforward 128
dropout 0.001
learning rate 0.01

time

not continuously (grouped
unit type, level 1), other con-

tinuously
batch size 32
num,__epochs 100
Load, medium d_model 64
n__head 8
num,__layers 2
dim__feedforward 128
dropout 0.001
learning_rate 0.01 (decentralized,

grouped by unit type,
grouped randomly), 0.001
(centralized)

time not continuously (decen-
tralized, level 2, centralized
level 1), other continuously

batch size 32

num,__epochs 100

Load, large d__model 64

n__head 8

dim,__feedforward 128

num,__layers 2

dropout 0.001

learning_rate

time

batch_size
num,__epochs

0.001 (decentralized), 0.01
(other)

not continuously (central-
ized level 1), other continu-
ously

32

100
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Table A.3: Implementation details: transformer-based autoencoder for a compromised stor-
age agent (evaluation part 1)

Dataset Parameter Value

Storage, small d_model 64
n__head 8
num__layers 2
dim__feedforward 128
dropout 0.001

learning_rate

0.001 (decentralized), 0.01
(others)

time not continuously (grouped
unit type level 3, decentral-
ized level 1, other continu-
ously

batch size 32

num,__epochs 100

Storage, medium d__model 64

n__head 8

num,__layers 2

dim__feedforward 128

dropout 0.001

learning_rate 0.01

time continuously

batch _size 32

num,__epochs 100

Storage, large d_model 64

n__head 8

num,__layers 2

dim,__feedforward 128

dropout 0.001

learning_rate 0.01

time continuously

batch size 32

num,__epochs 100
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Table A.4: Results: Small manipulation strength, generation agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized

Centralized
Centralized
Decentralized
Decentralized
Decentralized

Decentralized

Grouped (unit type)
Grouped (unit type)

Grouped (unit type)
Grouped (unit type)

Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

Grouped (randomly)

1
2

N R

—_

time, agent

time, agent, delay, msg per
sec

time, agent, schedule, perf,
max

time, agent, Schedule, perf,
max, in ranges, high and
low

time, agent

time, agent, delay

time, agent., perf, max
agent, perf, max, in ranges,
high, low, diff to forecast
time, agent

time, agent, delay, msg per
sec

time, agent, perf, max
time, agent. Perf, schedule,
max, ranges, high, low, diff
to forecast

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, in ranges, high, low,
diff to forecast
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Table A.5: Results: Medium manipulation strength, generation agent (evaluation part 1)

Architecture variant Information level Features

Centralized 1 time, agent

Centralized 2 time, agent, delay

Centralized 3 time, agent, perf, max,
schedule

Centralized 4 time, agent, perf, max,
schedule, ranges

Decentralized 1 time, agent

Decentralized 2 time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

Decentralized 3 time, agent, perf, max

Decentralized 4 time, agent, perf, max, diff

Grouped (unit type) 1 time, agent

Grouped (unit type) 2 time, agent, id, delay, cs,

perf, msg type, max sched-
ule, max value
Grouped (unit type) 3 time, agent, id, delay, cs,
perf, msg type, max sched-
ule, max value

Grouped (unit type) 4 time, agent, perf, high, low,
ranges, diff to forecast

Grouped (randomly) 1 time, agent

Grouped (randomly) 2 time, agent, delay

Grouped (randomly) 3 time, agent, schedule, perf,
max

Grouped (randomly) 4 time, agent, schedule, perf,

max, diff to forecast, ranges
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Table A.6: Results: Large manipulation strength, generation agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized
Centralized

Centralized

Decentralized
Decentralized
Decentralized
Decentralized
Grouped (unit type)
Grouped (unit type)
Grouped (unit type)
Grouped (unit type)
Grouped (randomly)
Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

1
2
3

time, agent

time, agent

time, agent, schedule, perf,
in ranges, diff to forecast,
high, low

time, agent, schedule, perf,
in ranges, diff to forecast,
high, low

time, agent

time, agent, delay

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, in ranges, high, low,
diff to forecast

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max
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Table A.7: Results: Small manipulation strength, load agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized
Centralized
Centralized
Decentralized
Decentralized
Decentralized
Decentralized
Grouped (unit type)
Grouped (unit type)
Grouped (unit type)
Grouped (unit type)

Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

Grouped (randomly)

1
2
3

time, agent

time, agent

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec
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Table A.8: Results: Medium manipulation strength, load agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized

Centralized
Centralized

Decentralized
Decentralized

Decentralized

Decentralized

Grouped (unit type)
Grouped (unit type)

Grouped (unit type)

Grouped (unit type)

Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

Grouped (randomly)

1
2

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low
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Table A.9: Results: Medium manipulation strength, load agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized
Centralized
Centralized
Decentralized
Decentralized
Decentralized
Decentralized

Grouped (unit type)
Grouped (unit type)

Grouped (unit type)

Grouped (unit type)

Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

Grouped (randomly)

1
2

[\

(RIS

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
ma

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay

time, agent, schedule, perf,
max

time, agent, perf, max, diff
time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent, schedule, perf,
max, diff to forecast, ranges,
high, low

time, agent

time, agent, delay, msgs per
sec, msgs per 10 sec, per 100
sec

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max
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Table A.10: Results: Small manipulation strength, storage agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized
Centralized

Centralized
Decentralized
Decentralized
Decentralized
Decentralized
Grouped (unit type)
Grouped (unit type)
Grouped (unit type)

Grouped (unit type)
Grouped (randomly)
Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

1
2
3

W N AW M

time, agent

time, agent, delay

time, agent, schedule, perf,
max

time, agent, perf,

time, agent

time, agent, perf,

time, agent, perf

time, agent, perf, diff

time, agent

time, agent, delay

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max

time, agent

time, agent, delay

time, agent, schedule, perf,
max

time, agent, schedule, perf,
max, diff
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Table A.11: Results: Medium manipulation strength, storage agent (evaluation part 1)

Architecture variant Information level Features

Centralized 1 time, agent

Centralized 2 time, agent, delay

Centralized 3 time, agent, schedule, perf,
max

Centralized 4 time, agent, schedule, perf,
max

Decentralized 1 time, agent

Decentralized 2 time, agent, delay

Decentralized 3 time, agent, schedule, perf,
max

Decentralized 4 time, agent, schedule, perf,
max

Grouped (unit type) 1 time, agent

Grouped (unit type) 2 time, agent, schedule, perf,
max

Grouped (unit type) 3 time, agent, schedule, perf,
max

Grouped (unit type) 4 time, agent, schedule, perf,
max

Grouped (randomly) 1 time, agent

Grouped (randomly) 2 time, agent, delay

Grouped (randomly) 3 time, agent, delay

Grouped (randomly) 4 time, agent, delay
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Table A.12: Results: Large manipulation strength, storage agent (evaluation part 1)

Architecture variant

Information level

Features

Centralized
Centralized
Centralized
Centralized
Decentralized
Decentralized
Decentralized

Decentralized

Grouped (unit type)
Grouped (unit type)

Grouped (unit type)
Grouped (unit type)

Grouped (randomly)
Grouped (randomly)

Grouped (randomly)

Grouped (randomly)

1
2
3

time, agent
time, agent,
time, agent,
max
time, agent,
max
time, agent
time, agent,
time, agent,
max
time, agent,
max
time, agent
time, agent,
max
time, agent,
max
time, agent,
max
time, agent
time, agent,
max
time, agent,
max
time, agent,
max

delay
schedule, perf,

schedule, perf,
delay
schedule, perf,

schedule, perf,

schedule, perf,
schedule, perf,

schedule, perf,

schedule, perf,
schedule, perf,

schedule, perf,
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A.2.2 Results: Compromised process data (evaluation part 1)

In the following, details on the results regarding the anomaly detection for the compromised
process data are presented. First, the details of the unit type groups are shown. While the
unit type groups contain all agents of the respective unit type, for example, all household
agents for the type load, another type of grouped architecture variant was considered with
randomly chosen units. For each dataset, depicted with the size of the manipulation and

the manipulated agent, the group of units is given in Table A.13.

Table A.13: Groups of random units for anomaly detection (evaluation part 1)

Dataset (manipulation size, manipu- | Units
lated agent)
Small, generation__agent 6 generation__agent__1, household__agent 8,
storage__agent 0,  generation__agent 3,
household__agent 9

Medium, generation__agent 1 generation__agent_ 1, household__agent 6,
storage__agent_1,  generation__agent 2,
household__agent 9

Large, generation__agent 3 generation__agent_ 3, generation__agent 0,

storage__agent_1,  generation__agent 4,
household__agent 4

Small, household__agent 2 household__agent_ 2, household agent 8,
storage__agent_ 0,  generation__agent 1,
household__agent 5

Medium, household__agent 8 household__agent 8, storage__agent_ 0,
generation__agent 4, generation__agent 1,
household__agent 3

Large, household__agent_ 4 household__agent_ 4, storage__agent_ 0,
household__agent__6, generation__agent 3,
storage__agent 2

Small, storage_agent_ 0 storage__agent_ 0, household__agent_ 0,
generation__agent 6, generation__agent 1,
household__agent 3

Medium, storage__agent__2 storage_agent 2,  generation__agent 2,
household__agent 5, generation__agent 4,
household__agent 8

Large, storage_agent 1 storage__agent_ 1, household__agent 3,
household__agent 2, household__agent 6,
generation__agent 2
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For each architecture variant and each information level, the selected features that
yield the best anomaly detection performance are shown below. The information levels
correspond to the ones presented in Section 6.2.1: information level 1 contains the agent
and timestamp, level 2 additional communication information, on level 3, the message
content is added, and on level 4, additional data, such as unit constraints, is given. For each
anomaly detection dataset, the precision, sensitivity, specificity, and F1-scores are shown.
In Table A.14, the details regarding the manipulated generation agent are shown for the
dataset with the small, medium, and large manipulation sizes. Afterwards, Table A.15
contains the details regarding the anomaly detection results of the load agent, for all
three datasets. Finally, Table A.16 shows the selected features for anomaly detection
regarding the manipulated storage agent, for all manipulation sizes, architectural variants,

and information levels.

Table A.14: Anomaly detection results for a compromised generation agent (evaluation

part 1)
Size  Architecture variant Level Precision Sensitivity Specificity F1
1 0.04 1.0 0.19 0.08
2 0.04 0.83 0.29 0.08
Centralized
3 0.12 0.16 0.96 0.13
4 0.3 0.8 0.93 0.44
1 0.11 1.0 0.21 0.2
2 0.11 1.0 0.21 0.2
Decentralized
3 0.25 0.54 0.84 0.34
= 4 0.31 1.0 0.77 0.47
& 1 0.1 1.0 015  0.19
Grouped 2 0.23 0.4 0.86 0.3
type 3 0.13 0.84 041  0.22
4 0.21 0.72 0.72 0.32
1 0.01 1.0 0.77 0.02
Grouped 2 0.01 1.0 0.8 0.2
randomly 3 0.2 1.0 0.99 0.33
4 0.2 1.0 0.99 0.33
1 0.17 0.51 0.95 0.26
i 2 0.1 0.67 0.87 0.16
Centralized
3 0.77 0.58 1.0 0.66

Continued on next page
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Table A.14 — continued from previous page

Size  Architecture variant Level Precision Sensitivity Specificity F1
4 0.68 0.68 0.99 0.68
1 0.1 0.73 0.67 0.12
Decentralized 2 0.15 0.36 0.93 0.21
3 0.9 0.8 1.0 0.85
4 0.91 0.88 1.0 0.89
1 0.13 0.76 0.79 0.22
Grouped 2 0.13 0.76 0.79 0.22
type 3 0.92 0.47 1.0 0.62
§ 4 0.92 0.52 1.0 0.66
E 1 0.23 0.72 084 035
Grouped 2 0.32 0.70 0.90 0.44
randomly 3 0.86 0.47 1.0 0.61
4 1.0 0.49 1.0 0.66

1 0.06 0.89 0.28 0.1

Centralized 2 0.06 0.89 0.28 0.1
3 0.7 0.33 0.99 0.44
4 0.7 0.34 0.99 0.45
1 0.11 1.0 0.25 0.19
2 0.11 1.0 0.25 0.19

Decentralized

3 0.8 1.0 0.99 0.88
gﬂ 4 0.8 1.0 0.99 0.88
5 1 0.19 0.48 0.77  0.27
Grouped 2 0.11 1.0 0.07 0.19
type 3 0.42 0.26 0.96 0.32

4 0.43 0.23 0.99 0.3
1 0.16 1.0 0.07 0.28
Grouped 2 0.16 0.86 0.2 0.27
randomly 3 0.29 0.53 0.77 0.37
4 0.3 0.53 0.75 0.37
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Table A.15: Anomaly detection results for a compromised load agent (evaluation part 1)

Size Architecture variant Level Precision Sensitivity Specificity F1
1 0.03 0.79 0.66 0.06
i 2 0.03 0.69 0.68 0.06
Centralized
3 0.07 0.35 0.94 0.12
4 0.17 0.28 0.98 0.21
1 0.1 1.0 0.57 0.19
) 2 0.1 1.0 0.57 0.19
Decentralized
3 0.17 0.9 0.77 0.28
4 0.17 0.97 0.76 0.29
Small
1 0.14 0.21 0.95 0.17
Grouped 2 0.14 0.21 0.95 0.17
type 3 0.24 0.14 0.98 0.17
4 0.36 0.17 0.99 0.23
1 0.02 1.0 0.1 0.04
Grouped 2 0.02 1.0 0.03 0.04
randomly 3 0.01 0.14 0.97 0.11
4 0.12 0.21 0.97 0.15
1 0.05 1.0 0.34 0.1
. 2 0.08 0.89 0.61 0.14
Centralized
3 0.16 0.28 0.94 0.20
4 0.16 0.28 0.94 0.20
1 0.1 1.0 0.19 0.17
_ 2 0.1 1.0 0.15 0.17
Decentralized
3 0.39 0.82 0.91 0.53
] 4 0.42 1.0 0.91 0.59
Medium
1 0.03 1.0 0.08 0.07
Grouped 2 0.03 1.0 0.03 0.06
type 3 0.16 0.82 0.94 0.27
4 0.34 1.0 0.97 0.51
1 0.03 1.0 0.14 0.07
Grouped 2 0.04 0.97 0.22 0.07
randomly 3 0.1 0.26 0.96 0.14
4 0.1 0.26 0.96 0.14

Continued on next page
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Table A.15 — continued from previous page

Size Architecture variant Level Precision Sensitivity Specificity F1
1 0.07 1.0 0.73 0.14
2 0.07 1.0 0.73 0.14
Centralized
3 0.23 0.21 0.99 0.22
4 0.51 0.78 0.99 0.61
1 0.3 0.44 0.79 0.36
2 0.3 0.44 0.79 0.36
Decentralized
3 0.90 0.71 0.99 0.79
4 0.9 0.77 0.99 0.83
Large
1 0.05 0.44 0.84 0.09
Grouped 2 0.05 0.44 0.84 0.09
type 3 0.23 0.71 0.98 0.34
4 0.46 0.53 0.99 0.49
1 0.05 1.0 0.31 0.09
Grouped 2 0.05 1.0 0.15 0.09
randomly 3 0.7 0.5 0.99 0.56
4 0.53 0.78 0.99 0.63

Table A.16: Anomaly detection results for a compromised storage agent (evaluation part

1)
Size  Architecture variant Level Precision Sensitivity Specificity F1
1 0.06 0.21 0.91 0.09
) 2 0.11 0.99 0.68 0.17
Centralized

3 0.11 0.99 0.94 0.17
4 0.11 0.99 0.98 0.17
1 0.1 1.0 0.16 0.18
) 2 0.1 1.0 0.16 0.18

Decentralized
3 0.32 1.0 0.81 0.48
4 0.32 1.0 0.81 0.48

Small

1 0.03 1.0 0.2 0.06
Grouped 2 0.04 0.34 0.77 0.07

type Continued on next page
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Size  Architecture variant Level Precision Sensitivity Specificity F1
3 0.08 0.21 0.94 0.12
4 0.08 0.21 0.94 0.12
1 0.04 1.0 0.33 0.07
Grouped 2 0.04 1.0 0.32 0.07
randomly 3 0.06 0.92 0.62 0.11
4 0.06 0.98 0.62 0.12
1 0.02 1.0 0.12 0.04
2 0.03 1.0 0.38 0.06
Centralized
3 0.08 0.45 0.92 0.14
4 0.08 0.45 0.92 0.14
1 0.19 1.0 0.76 0.32
2 0.19 1.0 0.76 0.32
Decentralized
3 0.24 1.0 0.83 0.35
4 0.24 1.0 0.83 0.35
Medium
1 0.03 0.86 0.01 0.06
Grouped 2 0.04 1.0 0.02 0.06
type 3 0.71 0.93 0.7 0.17
4 0.71 0.93 0.7 0.17
1 0.02 1.0 0.34 0.04
Grouped 2 0.02 1.0 0.34 0.04
randomly 3 0.02 0.21 0.84 0.03
4 0.02 0.17 0.87 0.03
1 0.02 1.0 0.05 0.04
. 2 0.03 1.0 0.22 0.5
Centralized
3 0.06 0.09 0.97 0.07
4 0.06 0.09 0.97 0.07
1 0.01 1.0 0.1 0.11
. 2 0.06 1.0 0.06 0.11
Decentralized
3 0.26 1.0 0.83 0.41
4 0.26 1.0 0.84 0.42
Large
1 0.06 0.84 0.54 0.1
Grouped 2 0.06 0.84 0.54 0.1
Type 3 0.1 0.68 0.72 0.18

Continued on next page
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Table A.16 — continued from previous page

Size  Architecture variant Level Precision Sensitivity Specificity F1
4 0.11 0.98 0.72 0.18
1 0.05 1.0 0.35 0.1
Grouped 2 0.05 1.0 0.35 0.1
randomly 3 0.07 0.91 0.6 0.13
4 0.07 0.91 0.6 0.13

A.2.3 Results: Evaluation part 2

In Table A.17, the anomaly detection results of the transformer-based autoencoder for the

system shutdown in settings with 50 and 150 agents are shown.

Table A.17: Anomaly detection results of the transformer-based autoencoder for system
shutdown (evaluation part 2)

Scenario Precision Sensitivity Specificity F1 score
50 agents central-0.54 1.0 0.99 0.7

ized

50 agents decen-0.8 1.0 0.9 0.89
tralized

150 agents cen-0.35 1.0 0.99 0.52
tralized

150 agents decen-|0.5 1.0 0.98 0.67
tralized
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A.3 CONTROLLER EVALUATION

In this section, details of the controller evaluation are presented. This section contains
evaluation results that further demonstrate that controller actions do not cause any adverse
effects in cases where, even without controllers, there were no outliers or deviations from
the permitted limits. At first, additional details on evaluation part 1, the architectural
evaluation, are provided in Section A.3.1, followed by details on evaluation part 2, the

concept evaluation, in Section A.3.2.

A.3.1 Evaluation part 1

In the following, additional details on the performance of the controller architecture variants
from evaluation part 1 (the architectural evaluation) are presented.

The first incident type shown here is the asset failure. In Figure A.1, the impact of
the controller variants (centralized, decentralized, and multi-level) on the transmission
duration of the messages during asset failure is shown. The controllers perform the topology

adaptation. Additionally, the transmission duration with no controller is shown.

No controller Centralized controller Decentralized controller Multi-level controller
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Acceptable range |

Figure A.1: Impact of controller architecture variants during asset failure on the trans-
mission duration. The centralized, decentralized, and multi-level controllers
each perform topology adaptation (evaluation part 1).

The results with topology adaptation and task reassignment are shown in Figure A.2.

It can be seen that the transmission duration, in all settings (without control and with all

195
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controller types), is mostly within the acceptable range. The exceptions below the range

can be explained by the reduced number of agents due to the asset failure.
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Figure A.2: Impact of controller architecture variants during the asset failure incident
on the transmission duration of messages. No controller, a centralized,
decentralized, and multi-level controller are shown. The controllers perform
topology adaptation and task reassignment (evaluation part 1).

In Figure A.3, the impact of the controller architecture variants (centralized, decen-
tralized, multi-level) during the compromised process data incident on the transmission
duration is shown, including the behavior with no active control. In Figure A.3a, the
results of the controller adapting the topology are shown; in Figure A.3b, the results of
the controller adapting the topology and reassigning the task of the compromised agent
are displayed. It can be seen that, with minor exceptions, for both types of controller
action and across all architecture variants, the transmission duration of exchanged mes-
sages falls within the acceptable range. The exceptions are happening due to the changed

communication topology.
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(b) Topology adaption and task reassignment

Figure A.3: Impact of controller architecture variants and control actions (topology adap-
tation, topology adaptation, and task reassignment) during compromised
process data on the transmission duration. The acceptable range for the
transmission duration is based on normal operation data without incidents.
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In Figure A .4, the resulting p-values of the Kruskal-Wallis H-test regarding the significant
differences between the controller architecture variants regarding their impact on the

solution quality are shown. No significant differences exist.
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Figure A.4: Resulting p-values of the Kruskal-Wallis H-test regarding Hy with significance
level 0.05 (evaluation part 1)

A.3.2 Evaluation part 2

In this section, additional results for evaluation part 2, the concept evaluation, are shown.
The impact of the controller architecture variants on the system shutdown in an agent
system with 100 agents is shown in Figure A.5 for the solution quality. The solution quality

is within the acceptable ranges determined using normal operation data.



A.3 CONTROLLER EVALUATION | 199

1.0

0.8

=
0.6
£
£
3
Ji" ] 8
go4 8 8
- e
0.2 8
§ g
o

il

No controller Centralized controller Decentralized controller Multi-level controller

Acceptable range ‘

Figure A.5: System shutdown in a setting with 100 agents with no control, a centralized
controller, a decentralized controller, and a multi-level controller. The solution
quality (target fulfillment) is shown. The acceptable ranges are determined
using normalized normal operation data without any incident (evaluation part
2).

Regarding the scenario with system shutdown with 150 agents involved, the results are
shown in Figure A.6 for the solution quality with no control, a centralized, decentralized,
and multi-level controller. The solution quality (target fulfillment) is within the acceptable
ranges, determined according to the system behavior with no incident happening, for all

three controller variants.

The transmission duration is depicted in Figure A.7 for the scenario with 100 agents and
in Figure A.8 for the scenario with 150 agents, with no control, and for all three controller
architecture variants (centralized, decentralized, and multi-level). The acceptable range of
the transmission duration, determined using normal operation data without incidents, is
exceeded with no control and for all controller architecture variants. This behavior can
be explained by the adapted communication topology of the system and the fact that

messages are forwarded longer due to fewer agents in the system.
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Figure A.6: Controller architecture variants during system shutdown with 150 agents:
impact on the solution quality (target fulfillment). The acceptable ranges
are determined using normal operating data without incidents (evaluation part
2).
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Figure A.7: Impact of controller approaches during system shutdown with 100 agents:
impact on transmission duration. The acceptable ranges are determined
from normalized normal-operation data without any incidents (evaluation part
2).
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Figure A.8: Impact of no control, a centralized controller, a decentralized controller, and
a multi-level controller during system shutdown in an agent system with
150 agents on the transmission duration, including acceptable ranges de-
termined using normal data without incidents happening (evaluation part 2).

1.0
0.8
w
L
o
©
$?0.6
Q
£
el
G)
o
c
2
S0.4
X
w o
0.2
°
= =
°
0.0
No controller Centralized controller Decentralized controller Multi-level controller
s Acceptable range

Figure A.9: The exchanged messages during system shutdown with 100 agents with
no control, a centralized controller, a decentralized controller, and a multi-level
controller. The acceptable ranges are determined from normalized normal-
operation data without any incidents (evaluation part 2).
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The exchanged messages, shown in Figure A.9 for 100 agents, in Figure A.10 for 150
agents, are below the acceptable ranges, without control and with all controller variants.
This can be explained by the agents’ failure in the system. As up to 50% of the system

fails, fewer messages are exchanged.
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Figure A.10: The impact of no control, a centralized controller, a decentralized controller,
and a multi-level controller on exchanged messages during system shut-
down with 150 agents. The acceptable ranges are determined by system
behavior under normal conditions (evaluation part 2).

In Figure A.11, the results of the significance investigations regarding the differences of

controller architecture variants on the solution qualities are shown.
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Figure A.11: Resulting p-values of the Kruskal-Wallis H-test regarding H; with significance
level 0.05 (evaluation part 2)
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