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Introduction

Roles

Protection levels

Cloud services

Processes

Rules

Users
Individuals with an employment contract with UOL (Department FK 5 / ICBM)

Students working as student assistants

Interns attending training courses at ICBM or in the laboratory

IT Security Officer
Professionally trained person to coordinate ICBM's information and technology assets.

This work involves risk assessment, maintenance of the IT security concept, training and concultsnce for users and
incident response

Device
Any type of network capable information processing unit, e.g. desktop computers, workstations, laptops, mobile
phones, printers, servers

"Internet of things" devices, e.g. laboratory devices such as heaters, sensors etc

IT Security
...

mailto:marco.scharringhausen@uol.de
mailto:der@uol.de
mailto:jan.freund@uol.de


Points of Contact

ICBM IT Stabsstelle Datenschutz- und Informationssicherheitsmanagement

Matthias Schröder
matthias.schroeder@uol.de
0441-798-3445

Marco Scharringhausen
marco.scharringhausen@uol.de
0441-798-3064

dsm@uol.de
https://uol.de/dism/faq/anleitung-zur-it-sicherheit
https://uol.de/dism/faq

Guidelines UOL

The UOL guidelines for information security are to be applied in full extend:

https://uol.de/uni/amtliche_mitteilungen/datei/?file=AM2019-033_Informationssicherheitleitlinie.pdf&ts=1773874800

Whenever the statements in this document are somewhat in contradiction to the UOL IT security guidelines, the latter
oversede this document.

Introduction
Purpose of this IT security concept

The complex, heterogeneous structure of the ICBM and UOL places special demands on IT security management. The
following measures are taken to meet these demands:

It is crucial that both the ICBM management and the various working groups, with their different needs and tasks, actively
support the IT security concept and its implementation and identify with it and their work.

This also and above all means that a communication process takes place in which the ICBM's IT security officer and the
working groups work together to optimally adapt and implement the measures to be taken.

This document is a hybrid document. It serves a high-level overview of IT security in general and in ICBM in particular as well
as it contains specific rules to ensure secure IT operations for all users.

The CIA triad

The CIA triad is a fundamental model in information security that guides policies and practices for protecting data. It consists of
three core principles:

Informational Security
...

Cyber Security
...

Recording, consistent monitoring, and effectiveness testing of planned and implemented IT security measures at the ICBM

Personnel support for the IT security concept by an IT security officer

The establishment of uniform IT security-related documentation across all working groups (e.g., IT security incident reports,
employee training, software inventory lists)

Creation of a training plan for new and existing employees (this applies to initial training as well as refresher courses)

Confidentiality: Ensuring that information is accessible only to those authorized to have access. This is often achieved
through encryption, access controls, and authentication.

Integrity: Guaranteeing that data is accurate, consistent, and trustworthy over its entire lifecycle. This involves protecting
data from unauthorized modification, deletion, or creation.

Availability: Making sure that systems and data are available to authorized users when needed. This includes protecting
against downtime, disruptions, and denial-of-service attacks.

mailto:matthias.schroeder@uol.de
mailto:marco.scharringhausen@uol.de
mailto:dsm@uol.de
https://uol.de/dism/faq/anleitung-zur-it-sicherheit
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IT security incidents compromise one or more vertices of this triad.

Impact of IT security incidents

The effects of IT security incidents are manifold:

Risk Analysis & Potential Target Assets of ICBM

Any threat actor will need to spend some effort to intrude in ICBM IT systems. This effort needs to be over-balanced by
potential gains for the actor.

Disclosure of sensitive information
Mailbox contents, address books, personal contacts

Personal data about examinations and grades

Violations of GDPR or export control regulations (dual-use, ITAR, etc.)
Scientific user data (e.g., highly important papers that are about to be published)

Loss of data

Either by deletion of permanent and non-recoverable encryption by threat actors

Use of stolen access data for other services and interfaces
Starting with email inboxes, for example, unauthorized persons may also gain access to cloud storage in the UOL, Git
repositories, or log in data for the UOL VPN.

Opportunities for the targeted implementation of “backdoors” and for further attacks
Sending of phishing emails or similar to a target mailbox in order to control it permanently

Personalized attacks on other ICBM/UOL employees, as emails from ...@uol.de usually enjoy a special position of
trust within the UOL and are not classified as spam or junk, and are therefore not filtered out

Damage to the reputation of the ICBM or the UOL as a whole
External complaints

Endangerment of third parties, as emails are sent via compromised UOL mailboxes.

Blacklisting of UOL by partners, clients, and customers
Sending phishing and spam via compromised accounts leads to the ICBM or UOL being blacklisted, which severely
disrupts email reception for third parties. This can also happen through automated processes.

This limits our ability to communicate externally. Example: The University of Bremen no longer accepts emails from
UOL addresses or similar.

Physical damage

Attackers might gain control over laboratory equipment or parts of the infrastructure

This control might be utilized to cause damage in the compromised systems itself or other systems or even human
being.

Ransom
Aspects:

Threat actors intruce an organization's network and encrypt data so that the organization cannot access these
data. Also, the organization may not be able to run their business services since the underlying data are
encrpyted and hence not available.

Threat actors offer to decrypt the data after a certain amount of money has been paid.

This may include also the threat of disclosure of data within a certain timeframe.

Risk:
Medium, since UOL as well as other universities (e.g. U Gießen 2019) have been attacked

Data theft
Aspects:

Stolen data to be sold in dark markets

Also: Abuse of stolen data for criminal purposes

Risk:
Medium, depending on commercial value of IBCM project data

Sabotage
Aspects:

Sabotage of experiments and/or infrastructure

mailto:...@uol.de


Conclusion: Special emphasis should be put on email security and thorough updates of all IT systems.

Attack Surface

The attack surface for threat actors aiming at ICBM/UOLis the sum of all vulnerabilities, entry points, and methods (vectors)
that a threat actor can use to gain unauthorized access to a system, network, or data:

Conclusion: None of these entry points and attack vectors can be excluded when assessing the UOL/ICBM security risks.

Roles
ICBM IT team tasks in cooperation with UOL IT services in the context of IT security

ICBM employees tasks in the context of IT security

Sanatory clause: UOL global regulations (IT security, data protection etc) supersede this document in case of conflict. In case
this document does not cover any aspect of IT or data security, the UOL global guidelines are to be obeyed. This applies to all
guidelines in

All employees are obliged to comply with the ICBM's IT security regulations as set out in the IT security concept and the
relevant handouts (provided upon commencement of employment) and as communicated in the IT security training sessions.

Risk:
Medium, depending on value of IBCM experimental data.

Many data may be unique and noe recoverable.

Could be combined with ransom

Exploitation of reputation
Aspects:

Compromising of ICBM/UOL email accounts

Such email accounts can then be used to do phishing etc. at other destinations

Risk:
High, since *@uol.com will probably by trusted in large parts of the internet

Network (e.g. web services, cloud services)

Physical (laptops, USB pen drives, or any other mobile storage, direct access to ICBM/UOL premises)

Social / Human (e.g. phishing via email or social engineering)

Maintenance and further development of the ICBM's IT security concept

Organization and coordination of IT security measures (training, software maintenance, etc.)

Creation of ICBM-wide regulations for IT security

Management and control of all IT security activities at the ICBM

Coordination of the overall IT security process

Ensuring central documentation

Supporting ICBM working groups in matters of IT security

Technical authority on IT security vis-à-vis the working groups

Coordinating countermeasures at the ICBM level (in cooperation with UOL IT) in the event of IT security incidents at ICBM

Maintaining a training plan for employees on IT security

Designing, implementing, and using communication processes for IT security-related topics

Timely and regular distribution of IT security-critical information (e.g., virus threats)

Maintaining an information platform for IT security, e.g., in the form of an intranet site.

Creation of specifications regarding IT security features for the ICBM network (operationally relevant in the event of
changes, expansions, etc.)

https://uol.de/dism

https://uol.de/itdienste

https://uol.de/dism
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In addition, each ICBM employee is responsible for protecting the data they use. Employees are also required to participate in
IT security training (once a year or upon commencement of employment).

Employees must immediately report any IT security-critical observations (e.g., SentinelOne notifications) to ICBM IT.

Protection levels
All IT assets of ICBM shall be categorized into protection levels. By doing so, the level of security measures can be distributed
and applied efficiently.

Protection Levels: Data

To ensure that all data receives appropriate protection, its protection requirements must be analyzed. Protection levels for
different classes of data must be defined beforehand.

The following protection levels are applied to ICBM data:

Protection 
level

D0 = low
D1 = normal
D2 = high
D3 = very 
high

Category Examples

D0 Public or uncritical data UOL / ICBM website

D1 Deployment data Logfiles of servers, connection (meta) data

D2 Scientific

Results ready for publication

Internal project data

Project data shared with UOL externals 
(national/international partners)

Institutional and project-related scientific data; 
data integrity must be ensured.

D2 Non-scientific

Financial data

Transactions

Tender information

Economic, administrative, customer-specific, 
and competition-related data

Contract databases

Data about ICBM internal processes

Email address list

Low / basic (level D0)
Refers to public or uncritical data. All data on the ICBM websites that are accessible without any authorization are
contained in this level.

Normal / enhanced (level D1)

Refers to non-critical data such as logfiles or uncritical meta data.

High (level D2)
Refers to critical data that are an essential part of ICBM's scientific work and the assets therein. Data of level D2
include internal project data (possibly also form external cooperation partners), scientific data in preparation for a
publication or measurement raw data of high importance for the scientific work.

Also refers to non-scientific critical data such as administrative or business data, financial transactions or databases.

Very high (level D3)
Data in this highest protection level refer to business critical data and personal data. According to legal rules
(DSGVO), personal data are to be secured with the highest level.



Protection 
level

D0 = low
D1 = normal
D2 = high
D3 = very 
high

Category Examples

Personal data with minor impact on the respective 
person in economic and/or social sense

D3 Personal data with large impact on the respective 
person (economic and/or social sense)

Business critical data

Results of university exams

SAP

Mapping to users, applications and devices

For the ICBM, the following mapping holds:

Use Case Protection Level

Employees' laptops and desktops ...

Laboratory PCs D2

Application servers (e.g. < rhea >) D2

Private student PCs D0

File shares (all other than ...icbm$) D2

File share < ...icbm$ > (including "Geschäftsstelle") D3

Protection Levels: Network

Network security is a critical part of IT and cyber security, since threat actors will use the network to intrude, move inside and
extend within the organisation (UOL/ICBM). At the same time, clients, servers and other network capable devices are at least
connected if not exposed to the internet. It is thus essential to segment the network infrastructure into protection levels. These
protection levels may then mapped to logical or physical subdivisions of UOL/ICBM network.

In network security, protection levels define the degree of safeguards applied to systems, data, and infrastructure based on
their sensitivity, value, and risk exposure. These levels are the baseline considerations to prioritize security measures and
allocate ressources effectively.

The following protection levels are applied to the ICBM network:

Low / basic (level N0)
Clients and devices in this protection level are considered to be low-risk systems and/or containing non-sensitive data
from ICBM point of view.

Applies to BYOD clients of students and guests

These devices and clients are to be connected via WiFi and not using a cable network connection.

Access to the university network shall be done using a VPN access.

Normal "standard" (level N1s)
Refers to clients with standard Windows OS, i.e. currently Windows 11.

All clients must run SentinelOne.

No "experimental" software is allowed. This refers to all S/W that is not contained in the software portfolio of the UOL
(https://software.uni-oldenburg.de/software/).

Normal "non-standard" (level N1n)
Refers to clients with an non-EOL operating system (Windows, Linux, Mac)

All software must be on the latest patch level

https://software.uni-oldenburg.de/software/


An additional protection level is introduced:

Protection 
level
N0 = low
N1 = normal
N2 = high

Clients Comment

N0 Guest & student 
clients.

Only WiFi (with VPN maybe).

From ICBM perspective, these clients do not contain critical data. On the other 
hand, WiFi (no direct access to campus network) and VPN are considered to be 
a valid protection against external threats.

N1s / N1n Non-EOL clients

Windows, Linux, Mac

Windows clients 
running SentinelOne

Currently, there is no distinction between "standard" and "non-standard" clients. 
However, this might be changed in the future.

N2 Laboratory clients with 
EOL software or OS

Access to the campus netzwork (e.g. file shares) only via dedicated and specific 
firewall / "Labornetz"

Isolated Really old laboratory 
devices

DAQ

old IoT

Devices and clients ope

Experimental scienfitic software is allowed

High (level N2)
Involves laboratory clients with Windows 10 or any other EOL operating system.

It is mandatory that these W10 clients run the SentinelOne tool (Windows) in its latest patch level.

Clients without SentinelOne. These client must be reported to the central IT (https://uol.de/itdienste)

Clients in this protection class do not have internet access but may gain access to certain file shares and other
internal services by setting respective firewall rules.

Isolated
Refers to devices and clients with EOL firmware or other kind of software that cannot be updated and that have the
option to connect to a network but can be run "offline" without restrictions to their functionality.

These devices and clients are operated isolated from any network (LAN, WiFi).

Only physical data carriers (e.g. USB pen drives) are allowed for data exchange with these kind of devices.

https://uol.de/itdienste


Campus Network
(e.g. file shares) Internet WiFi

VPN

Level N2 Level N1n Level N1s Level N0 Isolated

Cloud services
Note: Currently, as per UOL official guideline, no external cloud services are allowed.

External “cloud” services broadly describe everything that does not run on ICBM or UOL's own servers. This means that our
email service (“MS Exchange”), our websites (Internet and intranet), and our network drives are not part of the cloud. In
general, there is a large number of external cloud applications for different purposes available.

Conferencing Computing File Sharing S/W Development Web Applications Collaboration

Webex

ZOOM

MS Azure

Google Cloud

Google Meet

Skype

HIFIS

AWS

Github

Gitlab

Google Docs

Office 365

SeaFile AWS Slack

HIFIS

MS Azure

Google Cloud

WeTransfer

Dropbox

HIFIS

We distinguish between different types of cloud services:

SaaS
Software-as-a-service

Software that is operated externally, e.g., MS Office 365

Licensing often “on-demand”

PaaS
Platform-as-a-service

E.g., Google App Engine

Provides development environments for developers

IaaS
Infrastructure-as-a-service

E.g., hosting service providers such as AWS, Ionos, Hetzner, MS Azure



There are also several others (“FaaS”). These are considered too specialized to be listed here. For the purpose of evaluating
wether an external cloud storage or processing is permitted, the different categories (SaaS, PaaS, IaaS, ...) are not essential.
The data categories drive the assessment, see below.

The risks for the ICBM can be roughly divided into three overlapping categories:

Before using external cloud services, the respective requester must carry out a preliminary review, including a cost-benefit
analysis and risk assessment, in consultation with the relevant data owners. This review includes a comparison with internal
cloud services.

Users are advised to carry out testing of external cloud services using mock data.

External cloud services should only be considered if a preliminary assessment initiated by the respective requesting party
shows that no suitable solution exists within ICBM/UOL or that no such solution can be implemented that meets the respective
functional and non-functional requirements or the respective contractual, legal, monetary, or time constraints.

The use of external cloud services must not violate legal and contractual requirements, the IT framework directive of the
ICBM/UOL, or the IT security regulations of the ICBM/UOL in their current version.

NOTE: The decision on the use of cloud services must be made by the data owner. This means that the data owner also bears
the corresponding responsibility for its use.

The option to store and/or process data in external cloud environments (SaaS, PaaS, IaaS and so on) depends on the
protection level:

Protection 
level

D0 = low
D1 = normal
D2 = high
D3 = very high

External cloud service 
allowed

Comment

D0 Yes External cloud storage or processing is generally permitted.

D1 Yes External cloud storage or processing is permitted.

Users should refer to ICBM IT for consultance.

D2 Maybe External cloud storage or processing may be permitted depending on 
the details.

Users should refer to ICBM IT for consultance.

D2 Maybe External cloud storage or processing may be permitted depending on 
the details.

Legal
Disclosure of data

Intellectual property rights

Licenses and governance

DSGVO

Export control

Storage and deletion as by federal law

Financial
Licenses and governance

May lead to fines due to violations

Organizational & technical
Accessibility

Tracking of usage

Injection of malicious code

Compatibility of data (migration)

Vendor lock-in



Protection 
level

D0 = low
D1 = normal
D2 = high
D3 = very high

External cloud service 
allowed

Comment

Users should refer to ICBM IT for consultance.

D3 No External cloud storage or processing is not permitted.

Processes
Training

All employees are obliged to attend a general IT security training course with basic protection instruction at least once per
calendar year. For new employees it is mandatory to attend the briefing within the first three months of employment.

This serves to familiarize them with the IT security concept and other IT security-related rules at ICBM (e.g., email regulations
or handling passwords). The content requirements for these IT training courses are defined by the ICBM's IT security officer.

The training is offered regularly (e.g. monthly) in a hybrid format. The ICBM's IT security officer is not responsible for
monitoring participation; he/she merely documents participation and passes this information on to the working groups.
Responsibility for participation remains with the working group leaders.

New employee at ICBM
(also: MSc/BSc student w/o salary)

Introduction to Elke Introduction to ICBM-IT
(MS oder MS)

Introduction to Elke

Introduction to ICBM-IT
(MS oder MS)

Mandatory:

Initial IT security
briefing

 (monthly)

Short briefing IT

Reception of
IT security handout

Stop

Student in programming
lecture/workshop etc

(on-site)

Lecturer forwards
IT security handout

to students

Stop

Employee
at ICBM

Mandatory:

IT security briefing
once per calendar

year

(attend the monthly
briefings)

Stop



Rules
The following rules are mandatory for every user of the ICBM IT.

Network

Campus network

The campus network contains the majority of workplace PCs and all network shares containing the scientific data of ICBM.
The following rules apply:

VPN

UOL recommends the GlobalProtect VPN client (https://uol.de/itdienste/services/zugang-zum-campusnetz). Alternatively,
OpenConnect (https://uol.de/itdienste/services/zugang-zum-campusnetz/vpn-client-fuer-linux) may be used but is not
supported by the UOL IT services. Any other VPN client is highly disencouraged.

Laboratory network

See above (network segments, level "N2").

Email

Scam and phishing emails are a major attack vector. Threat actors might attain control over a mailbox or the user itself. From
this, lateral and vertical movement inside the ICBM/UOL network is possible. Thus, the following email rules are essential:

Passwords

Note: Personal accounts (in contrast to functional accounts) need to use two-factor-authentication.

Software

Software to be used in ICBM context (either on ICBM IT devices or using ICBM data) must be originating from trustworthy
sources. After downloading any software from the Internet, a virus scan must be performed!

All license terms must be complied with. The user is responsible for ensuring that he/she does not violate any license terms.

The ICBM IT maintains a black/grey/white list (white = recommendations) of software.
-> EXTERNAL LINK: Forbidden and unwanted software

Blacklist and Greylist

Connecting IT devices to the campus network is generally permitted. 

Work laptops must be connected to the campus network at least once a month. This ensures that the software on the
devices is updated in a timely manner. 

All IT devices connected to the campus network must have an operating system that is still supported by the manufacturer
(Windows 11, Ubuntu 22.04/24.04, macOS 13, iOS 18/26, or similar) that is still supported by the manufacturer. 

Every device must have up-to-date malware protection (a.k.a. “virus scanner”); SentinelOne is mandatory on university
devices. 

It is prohibited to open an email attachment from some external sender unless the user knows the sender

Hyperlinks in any email must be carefully checked for spoofing (link text different from link destination)

All users are obliged to attend the IT security training once per calendar year. In this training, examples of scam/phishing
emails are presented.

A password should be at least 12 characters long and not easy to guess, consist of upper and lower case letters, and
contain at least one number or special character. It should not contain any words or parts of words that can be found in a
dictionary. The same applies to names or parts of names. 

Passwords for logging into UOL services must not be used for other services (e.g., private email accounts, etc.). 

Passwords should not be written down on paper or similar media. It is recommended to use password management
software (“password vault”, e.g. KeePassXC).

All users are obliged to attend the IT security training once per calendar year. In this training, hints for password choice and
management are presented.

https://uol.de/itdienste/services/zugang-zum-campusnetz
https://uol.de/itdienste/services/zugang-zum-campusnetz/vpn-client-fuer-linux


Software Forbidden Allowed but unwanted Comment

ZOOM X DSGVO?

DropBox X

Office365 X Only for students

Google Docs X

Whitelist and Recommendations

Purpose Recommended 
tools

Comment

Email Thunderbird, 
Outlook

Browsing Firefox, Chrome

Web 
conferencing

BigBlueButton 
(UOL)

Nextcloud Talk 
(UOL)

Webex

...

...

https://uni-oldenburg.webex.com

Instant 
Messaging

Mattermost

NextCloud Talk

Matrix

https://mattermost.uni-oldenburg.de

https://cloud.uol.de/apps/spreed/

https://chat.academiccloud.de/#/welcome

Online 
translator

DeepL https://www.deepl.com/de
German company, free access restricted to 1500 characters per prompt, offers a free 
API.

Data privacy TBD in free version. Prompts are being used for model training.

Note: Starting on May 20, 2026, DeepL services will be partially or completely migrated 
to Amazon Web Services (AWS). It is thus from now on forbidden to process personal 
data there https://www.privacyofficers.at/deepl-wechselt-zu-aws-ein-ruckschlag-fur-
datenschutz-und-digitale-souveranitat/.

See Data Protection Declaration: 

"Für DeepL Voice for Meetings nutzen wir Cloud-Dienste von Drittanbietern, um unsere 
Bot-Applikation in die Microsoft Teams-App integrieren zu können. Die Cloud-Dienste 
werden von Microsoft Ireland Operations Limited, One Microsoft Place, South County 
Business Park, D18 P521 Dublin 18, Ireland (“Microsoft”) oder Amazon Web Services 
EMEA SARL, 38 Avenue John F. Kennedy, L-1855 Luxembourg (AWS) bereitgestellt. 
Die Cloud-Dienste werden nur zum Hosten unserer Bot-Applikation und zur 
Weiterleitung der Audiodaten an unsere Infrastruktur verwendet. Weder die 
Transkription noch die Übersetzung werden auf Microsoft- oder AWS-Servern 
durchgeführt, noch werden wir zu diesem Zweck Daten auf Microsoft- oder AWS-
Servern speichern. Wir haben mit Microsoft und AWS einen Datenverarbeitungsvertrag 
abgeschlossen, und Microsoft und AWS dürfen die Daten nur gemäß unseren 
Anweisungen und nicht für eigene Zwecke verarbeiten. [...]"

File transfer: 
Cloud 
services

UOL-Nextcloud

GigaMove

https://cloud.uol.de
(UOL internal and for externals)

RWTH Aachen
https://gigamove.rwth-aachen.de/de
(UOL internal and for externals)

File transfer: 
FTP Clients

WinSCP

FileZilla

...
(UOL internal and for externals)

https://uni-oldenburg.webex.com/
https://mattermost.uni-oldenburg.de/
https://cloud.uol.de/apps/spreed/
https://chat.academiccloud.de/#/welcome
https://www.deepl.com/de/translator
https://cloud.uol.de/
https://gigamove.rwth-aachen.de/de


Purpose Recommended 
tools

Comment

Chatbot / 
Language 
Model

Academic Cloud ChatAI (https://chat-ai.academiccloud.de/chat/)
-> features ~35 different language models

Collaborative 
digital 
Whiteboard

Academic Cloud https://whiteboard.academiccloud.de/

Collaborative 
software 
development

Gitlab (UOL)

Github (?)

https://gitlab.uni-oldenburg.de

https://github.com

Collaborative 
coding

Academic Cloud Jupyter ( https://jupyter-cloud.gwdg.de/)

Project 
Management

UOL-
OpenProject

Academic Cloud

https://projekte.uol.de
(only UOL internal: 
"...um externen Personen Zugang zum System zu ermöglichen, müssen Sie jeweils ein 
Gastkonto beantragen.  as Formular und weitere Informationen finden Sie 
unter https://uol.de/itdienste/services/netzzugang/gaeste-der-universitaet"

OpenProject (https://projects.academiccloud.de/)

Voice2Text 
Tool

Academic Cloud Voice AI (https://voice-ai.academiccloud.de/)

Fernwartung Teamviewer über die Uni-Lizenz

Local data

The use of local data (i.e. stored locally on laptops, desktops or any other device) is to be minimized. If possible, network
ressources without local synchronization shall be used.

Data of protection level D3 are not allowed to be stored locally on any device.

Hardware

Office clients and workstations

In case a virus or other malware is detected, e.g., by a virus scanner or similar tool, the affected employee must contact ICBM
IT immediately. The IT device must be disconnected from the campus network (including VPN) or the laboratory network
immediately.

Laboratory clients

In case a virus or other malware is detected, e.g., by a virus scanner or similar tool, the affected employee must contact ICBM
IT immediately. The IT device must be disconnected from the campus network (including VPN) or the laboratory network
immediately.

BYOD ("Bring your own device")

Users may bring their own laptops or other mobile devices and connect them to the campus network. The following rules
apply:

Mobile devices (e.g., laptops/smartphones, data carriers) must always be stored in a secure location and never passed on
to persons outside the university. 

If IT devices are serviced or repaired outside the university, all confidential data must be backed up and then deleted from
the device in a manner that cannot be reconstructed. If this is not possible for technical reasons, the data carrier must be
removed. 

All IT devices that contain sensitive data and are no longer used/are defective must be disposed of properly. This
means that the data to be protected must be removed or the devices disposed of (by professional disposal companies) in
such a way that it is not possible to reconstruct the data. The ICBM IT department will provide support in this regard. 

The use of private peripheral devices (e.g., USB sticks or hard drives) on work IT devices is strongly disencouraged.

https://chat-ai.academiccloud.de/chat/
https://whiteboard.academiccloud.de/
https://gitlab.uni-oldenburg.de/
https://github.com/
https://jupyter-cloud.gwdg.de/
https://projekte.uol.de/
https://uol.de/itdienste/services/netzzugang/gaeste-der-universitaet%22
https://projects.academiccloud.de/
https://voice-ai.academiccloud.de/


IoT (Internet of Things)

IoT devices in the laboratories (fridges, sensors, illumination, thermal control, ...) are to be considered individually. Each device
needs to be presented to ICBM IT that will evaluate together with the user wether access to WiFo or even the campus network
is feasible.

A list of IoT devices and the recpective restrictions is to be maintained.

Business Trips

Using IT devices on business trips is inherently risky, since the IT devices are connecting through untrustworthy networks and
are located in an untrustworthy environment. The following measures mitigate the risks and are mandatory.

Technical measures:

Physical measures:

Mobile storage devices

All IT devices connected to the campus network must have an operating system that is still supported by the manufacturer
(Windows 11, Ubuntu 22.04/24.04, macOS 13, iOS 18/26, or similar) that is still supported by the manufacturer.

Every device must have up-to-date malware protection (a.k.a. “virus scanner”). SentinelOne is mandatory on university
devices

Software patches are to be applied as soon as they are available.

Shortly before the trip, install any security updates for your operating system, antivirus program, and other software.

Reduce the number of mobile IT devices you take with you to the absolute minimum. Ideally, you should use a notebook
with minimal configuration that is only used for travel purposes.

Remove any local data from the device that is not necessary for the trip.

If possible, memory or hard drive encryption should be installed on notebooks. However, please observe the regulations of
the host country.

Do not use third-party USB pen drives (e.g., to hand over presentations). Ideally, upload presentations directly to the
organizer's website. Use your own USB drive in case upload is not possible.

Switch off all wireless interfaces on mobile devices that are not absolutely necessary (e.g., Bluetooth, WiFi). Also switch off
the automatic connection to a WiFi access point. Every connection to a WiFi network must be confirmed manually. This
also applies to Wi-Fi networks that are already known when traveling.

In case a mobile SIM card is used, it should be a card from a German network provider. Do not purchase a SIM card in the
foreign country.

Never leave your mobile devices unattended. In case the device is to be left in the hotel room or similar, switch it off.

In case it is unavoidable to hand over a device (e.g., at customs on entering a country), the device must be switched off
unless the foreign authorities request otherwise.

Do not process any ICBM data except level D0 (e.g. public presentations, see above) on other computers. This refers to in
particular to reading/writing emails on foreign PCs.

Employees are responsible for the secure, proper use and storage of the data carriers they use. 

Before passing on a data carrier, it must be ensured (e.g., by first removing the data without the possibility of recovery) that
it only contains the data intended for transfer. 

All employees are responsible for ensuring that the information they pass on is only disclosed to authorized recipients. 

Data carriers must always be checked for viruses before shipping. The sender of the data carrier is responsible for
ensuring that it is virus-free. 

Data carriers must be stored in a secure location. is only passed on to authorized recipients. 

Data carriers must always be checked for viruses before shipping. The sender of the data carrier is responsible for
ensuring that it is virus-free. 

All electronic documents that are not intended or desired for further processing may only be released externally in PDF
format with change and, if necessary, copy protection.


